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4.0 		Contract Data Requirements List


 �
1.0 SCOPE





This Statement of Work (SOW) communicates the government’s requirement for replacing existing/legacy ground operating equipment (GOE) with terrestrial field re-programmable COMSEC products enabled with Crypto-Modernization (CM) features.   Major goals of this program are to avoid equipment offered uniquely for space, use standard terrestrial COMSEC products thereby reducing non-recurring engineering (NRE) from unique development, reduce per unit production costs, reduces life cycle costs, and obtain standard logistics/sustainment practices.





The intention is to procure software/firmware development and a possible prototype.  Beyond Fiscal Year 05, a spiral development approach for the development of additional algorithms as well as implementation of space algorithm capabilities on additional terrestrial COMSEC product alternatives is being considered.





2.0 APPLICABLE DOCUMENTS





2.1 NSA Certification.  The National Security Agency (NSA) must certify all modifications developed under this contract in accordance with CDRLs B001-B007 and the existing Fail-Safe Design & Analysis (FSDA) document.  Development of the KG-46 and KG-57 algorithm upgrades will be a 12-month period of performance, including NSA certification.  All items developed on this contract, including updates to the existing ECU, will be a certified as a NSA Type 1 cryptographic COMSEC device. 





2.2 Reports.  All expenditures for the contract shall be reported in accordance with the requirements of CDRL A001.  Other progress status reports will conform to CDRLs A002, A003, A004, and A007.





2.3 Technical Reviews.  The contractor(s) shall conduct program technical reviews to enable the government to evaluate and assess the technical adequacy of the contractor’s progress and the maturity of the system development.  Periodic project status reviews will also be required to ensure the development is on schedule and budget.  Such reviews shall have announced agendas, and shall be documented in minutes, to include a list of outstanding actions and planned closure dates.  The contractor(s) shall conduct a post-award conference, Preliminary Design Review (PDR), Final Design Review (FDR), Critical Design Review (CDR), and a Test Readiness Review (TRR).  The contractor(s) shall present a summary of the Integrated Master Plan (IMP) criteria and accomplishments for each of the technical reviews.  All reports shall meet the requirements in CDRL A004 and A006.





2.4 Configuration Management/Control.  The contractor shall generate a Configuration Management Plan (CMP).  The CMP shall contain procedures for controlling changes made to the allocated and product baseline uniquely developed for this contract.  Changes to the allocated baseline shall be processed through the contractor’s normal CM processes and data supporting the change process shall be made available to government for audit upon request.  The reports shall meet all requirements identified in CDRL A005.





2.4.1 Functional Control Audit (FCA).  The contractor(s) shall conduct a FCA on the development/prototype ECU.





2.4.2 Physical Control Audit (PCA).  The contractor(s) shall conduct a PCA on the development/prototype ECU.





2.5 Security Restrictions.  Access to classified cryptographic hardware and software is a requirement of this contract.  The contractor(s) must meet/maintain the security requirements documented in the attached Department of Defense Security Specifications, DD Form 254.








3.0 PROGRAM REQUIREMENTS





	3.1 General Requirements





3.1.1 Terrestrial Products______XXX_____.  Interested contractor(s) must have a developed and implemented device or must be currently developing and implementing a terrestrial programmable COMSEC product with CM features.  The end crypto unit (ECU) must already be a certified NSA Type 1 cryptographic product or be in the process of certification for a NSA Type 1 cryptographic product.  If the device has not completed the certification process, the certification must be attained within the 12-month period of performance, otherwise the device will not be selected. 





3.1.2 Algorithms.  Develop a capability to implement and operate space COMSEC algorithms on standard terrestrial programmable COMSEC equipment.  These algorithms will include but are not limited to:  CARDHOLDER, PEGASUS, and the algorithms in the following equipment:  KG-46, KG-57, KIR-123, and KG-43.  Upon contract award, the government will procure KG-46 and KG-57 algorithm implementations but requests the other algorithms be priced separately, if necessary and, declared as individual options to buy.  


 


3.1.3 Demonstrate functionality to replace legacy equipment.  The contractor(s) must demonstrate the terrestrial COMSEC product will be functionally compatible with legacy space equipment.  Resulting from this development, the intention is to eventually replace most legacy COMSEC equipment.





3.1.4 Tasks.  The tasks listed below are the expected procedures in completion of the development effort.    





Step 1:  Develop a Uniform INFOSEC Criteria (UIC) with NSA


Step 2:  Develop Software


Step 3:  Determine if Hardware modifications are needed on device*


Step 4:  If no Hardware modifications are needed, develop Security Test Plan


Step 5:  NSA approves Test Plan


Step 6:  Conduct Security Verification Testing (NSA must witness)


Step 7:  Prepare Security Test Report


Step 8:  Deliver Software


Step 9:  Deliver modified device 





*If hardware modifications have been made to the device, contractor must perform step 1 to ensure modifications are compliant with NSA policy. 





     3.1.5  Hardware Modifications_______XXX________.   If minor modifications to the ECU standard configuration are required to enable application in Space COMSEC ground station environments, costs shall be identified in the proposal.  If NSA certification of ECU is complete and minor modifications results in recertification cost, these costs shall be identified in the proposal.                                                                                                                                                                                                          





3.2 Technical Requirements





3.2.1	Demonstrate CM Capabilities.  The contractor(s) shall demonstrate the space applicable terrestrial COMSEC product is in compliance with the NSA/CSS Policy Number 3-9 CM Requirements for Type 1 Cryptographic Products (28 Mar 03) and reference this compliance within CDRLs A006 and A008-A014.  These CM tenets are outlined below:





3.2.1.1 Thresholds.  





Programmability: 


The software/firmware development for the ECU shall have the ability to hold at least one algorithm that is field reprogrammable.  The device shall include a secure method to reprogram and will accommodate the potential to achieve future upgrades and modifications by including spare memory, unused processing capacity, and other design margins into the cryptographic design.  Required data rates shall be within the range of current TTL (Transistor Transistor Logic) standards for TT&C (Telemetry, Tracking, and Commanding).





Crypto-Algorithm Support:  


The ECU shall demonstrate the ability to implement a CJCSN 6510-compliant algorithm migration strategy.





EKMS/KMI Compatibility:


In addition, the ECU will be equipped with a fill technique that supports electronic benign fill keying procedures compatible with current electronic key management systems and flexible/upgradeable to future Key Management Infrastructure systems. Information on the EKMS/KMI compatibility requirements will be found in the following documentation:


EKMS 322A (Phase 4) EKMS FIREFLY Specification


Cryptographic Modernization Strategy on Achieving KMI Compatibility for Type 1 Cryptographic Products


EKMS 217 Benign Techniques Specification


EKMS 322B (Phase 5) EKMS FIREFLY Specification


EKMS 308, Data Tagging and Delivery Standard 


 


NOTE:  The two requirements listed below are extra capabilities necessary for future development.  A small performance analysis must be submitted to verify how additional applications are implemented and assembled.  The contractor will reference CDRL A015 for analysis format. 


 


3.2.1.2  IAU Management/KMI Compatibility.  A crucial CM tenet is that of End Information Assurance Unit (EIAU) Management and KMI compatibility.  While the standards and interface specifications necessary to achieve the goals of these two groups are currently in draft, they do provide a way ahead for compliance.  The government is soliciting a software/firmware modified ECU which is capable of flexibly adapting to these draft standards as they become implemented.  Prospective offeror’s must demonstrate knowledge of the draft EIAU Management and KMI standards, and a plan for adapting to those standards as they become operational.





3.2.1.3  AF CM Initial Capabilities Document (ICD).  The ECU will be compliant with the rest of AF CM ICD capabilities.  These capabilities are as follows:  crypto device management, easy to use, modular (standardized hardware, software, interfaces), adaptable (programmable, re-configurable, etc.), scalable (reserve capacity), network friendly, advanced key management, interoperable, and sustainable.  A hardcopy of this document can be provided by CPSG’s Crypto Modernization office.





3.2.2 Demonstrate Space COMSEC Capabilities.  The contractor(s) must demonstrate that the capabilities of the terrestrial ECU product shall satisfy space COMSEC applications.  The ECU must be configured in a way that will have a minimal impact on integration with legacy space COMSEC products and replacement in the field.  


 


3.2.3 Demonstrate Algorithm Implementation.  The contractor(s) must demonstrate that the terrestrial COMSEC product possesses the ability to correctly load, store, and operate space algorithms.  The contractor(s) shall also exhibit implementation shall be functionally capable of operating with other COMSEC equipment.





3.3 Technical Data.  The contractor(s) shall deliver to the government all the technical data used in modifying the existing ECU.  Technical data includes both engineering and non-engineering data.  The government will own all data produced under this contract.  To be performed in accordance with CDRL A016.





3.4 Software Documentation.  The contractor(s) shall develop and deliver all modified source code and shall deliver all GOTS/COTS software and hardware tools used to load the new software.  The government will own the source code and tools used to build the software.  The contractor shall deliver CDRLs A008-A014.





�
4.0  CONTRACT DATA REQUIREMENTS LIST (CDRL)





The following is a list of required CDRLs.  If the contractor determines additional CDRLs are needed, they may be added to the SOW.  The government must approve any CDRLs the contractor wishes to add or remove.





Item	Description								DID/Attachment


A001	Funds and Man-Hour Expenditure Report	DI-FNCL-80331


A002	Status Report							DI-MGMT-80368


A003	Software Developmental Status Report		DI-MCRR-80459


A004	Report, Record of Meeting/Minutes			DI-ADMN-81505


A005	Contractor’s Configuration Management	DI-CMAN-80858B


		Plan


A006	Test/Inspection Report					DI-NDTI-80809B


A007	Conference Agenda						DI-ADMN-81249A


A008	Software Product Specification (SPS)		DI-IPSC-81441A


A009	Software Test Report (STR)				DI-IPSC-81440A


A010	Software Design Description (SDD)		DI-IPSC-81435A


A011	Software Development Plan (SDP)			DI-IPSC-81427A


A012	Software Test Plan (STP)					DI-IPSC-81438


A013	Software Requirements Specification (SRS)	DI-IPSC-81433


A014	Software Test Description (STD)			DI-IPSC-81439


A015	Technology Maturity Study				DI-MISC-80711A


A016	Developmental Design Drawings &


		Associated Lists							DI-SESS-81002B


B001	Covert Channel Analysis Report			DI-MISC-81345


B002	Theory of Design and Operation (TDO)		DI-MISC-81608


B003	Theory of Compliance (TOC)				DI-MISC-81609


B004	Test/Inspection Reports					DI-NDTI-80809B/T


B005	Security Test Plan						DI-NDTI-81351


B006	Test Procedures							DI-NDTI-80603


B007	Test/Inspection Report					DI-NDTI-80809B/T
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