REQUEST FOR INFORMATION

GLOBAL COMBAT SUPPORT SYSTEM AIR FORCE (GCSS-AF) 

ENTERPRISE CONTENT MANAGEMENT SYSTEM (CMS)
Frequently Asked Questions and Answers
19 Dec 04

POC: Dr. Will Tracz, GCSS-AF Vendor Product Liaison, (607) 751-2169, Will.Tracz@Lmco.com.

Q1) What is the CMS RFI schedule?

A1) The current schedule is summarized in the table below:

	Event
	Date

	RFI Posted to HERBB
	12 Dec 03

	Cutoff for submitting RFI questions
	31 Dec 03

	Letter of intent due 17:00 EST
	05 Jan 04

	Last set of questions/answers posted
	06 Jan 04

	Demonstration scenarios posted
	12 Jan 04

	Responses to RFI due 17:00 EST
	13 Jan 04

	Responders notified WRT demonstrations
	20 Jan 04

	Demonstrations
	26 Jan 04-06 Feb 04

	Demonstrators notified WRT Prototyping
	11 Feb 04

	Prototype development
	16 Feb 04-19 Mar 04

	Results to Air Force
	26 Mar 04


Q2) Why is there overlap in requested material that is found in the three documents (e.g., Product Registrations Packet, Executive Summary Presentation, and Enterprise CMS Capabilities Questionnaire)?
A2) Submitters should be aware that this RFI is based on the GCSS-AF Vendor Product Registration/Assessment/Evaluation Process. The Executive Summary Presentation template, which is a key element of this process, is intended to provide early feedback to vendors to gauge if they understand the information that is being requested, prior to the filling out the Product Registration Packet.  That is, vendors are encouraged to send an Executive Summary Presentation to the GCSS-AF Vendor Product Liaison for comment prior to the final submission of the completed submission. The three sections of the Enterprise CMS Capabilities Questionnaire can be filled out independent of the other two documents.  Finally, there is redundancy in the three documents to facilitate ease of evaluation.

Q3) The Air Force has purchased licenses for a number of products that could potentially be used by GCSS.  Are any CMS products viewed as preferred candidates for the GCSS Enterprise Content Management System?

A3) The Air Force has purchased a number of different CMS products but none of them have been evaluated against the full set of requirements that are part of this RFI.  The goal of this RFI is to allow all vendors to provide complete and current information on how their product meets the full set of GCSS requirements.  No product is viewed as a preferred candidate.

 

Q4) Can Systems Integrators respond to RFI?
A4) No, but COTS vendors can recommend configuration or tuning service providers for their product.

 

Q5) This RFI could be interpreted to overlap with the goals of the EIM Program.

A5) The focus of the Enterprise CMS RFI is to support content creation, review, approval, and publish on the Air Force Portal.  The overlap of capabilities with those identified by the EIM Program is unavoidable.

 

Q6) Can Vendors respond to the RFI if their product only addresses a subset of the capabilities identified in the RFI?

A6) The Vendor Product Registration Process is open to all COTS vendors who can bring value to the Air Force's Enterprise CMS solution.  Vendors whose products address a subset of these capabilities should explicitly identify other products that their offering could work with to provide a complete solution.   For purposes of the demonstration phase, Vendors should also be willing to demonstrate such interoperability by establish teaming relationships.

Q7) What is the purpose of the Business Case?

A7) The Business Case allows vendors to compare their products/proposed solutions against other products in the marketplace and to show the value they bring to the Air Force in terms of Total Cost of Ownership (TCO).

 

Q8) How much time will Vendors have for demonstrations?

A8) Vendors will have up to a full day for demonstrations and discussions.  Additional details will be posted to www.gcss-af.com as they become available (e.g., resources, location, internet availability, number of attendees, limits on presentation time, handouts required, etc.).  Depending on the number of demonstrations, additional set-up time may be available.  

 

Q9) How much funding will be available to offset Vendor Proof of Concept  (POC) development costs?

A9) Funding to offset vendor effort will depend on the scope of the POC and number of vendors involved.
 

Q10) Has anything changed recently in the Product Registrations Packet and/or Executive Summary Presentation template we need to fill out?

A10) Yes, both of these documents were updated on 12 Dec 03 to provide additional instructions.  Vendors should download the current version of the documents.

Q11) When I downloaded the Product Registration Packet the Terms and Conditions stated “The fee for registering your product(s) under this Registration Program is $2,200.00.”  Is this right?

A11) No, the registration fee of $2,200 is not applicable when responding to requests for information advertised on HERBB.
Q12-18) Questions that relate specifically to one of the capabilities required in the Capabilities Questionnaire tab are listed in RED below:

	1.4
	How/does your product manage changes to XML components independently of the full XML document?
	Q12) If you say components do you mean individual XML tags within the XML document? 

A12) An XML component can be an element, entity, or set of elements at any level more granular than the root element of the content object.

	6.1
	How/does your product interface with public key infrastructure (PKI) facilities? Please identify any specific products.
	Q13) Do you have any preferences?

A13) The DOD PKI guideline specify the use of X.509 standard class 3 and class 4 certificates for authentication, authorization, and non-repudiation related to web-enabled applications. The preference is for products that support such PKI standards, not for any product in particular.

	10.11
	How/does your product allow users to make changes to a document template without affecting previously created documents?
	Q14) Should the changes to the template never affect the document or only until the changes to the template have been approved?

A14) At least two feasible use cases exist: 1) for template changes to only affect new instances of the object based on that template, to preserve the integrity of previously approved objects in their state as approved and 2) for template changes to affect all instances of objects based on the template.  Ideally, products would support either usage.

	10.13
	How/does your product establish and enforce operational rules related to security classification?
	Q15)  Can examples be provided?

A15) Example rules would be those that restrict access to content based on the security classification of the content and the clearance of the user accessing it.  Responses should include the product’s ability to manage classification at the content level, as well as the access control capabilities for limiting content access to users with appropriate clearance. For reference, DOD classification standards include four values/levels:  Unclassified, Sensitive But Unclassified (SBU), Secret, and Top Secret.

	10.14
	How/does your product correlate content that is related but comes from different sources?
	Q16)  What could these different sources be?

A16) Sources may include (but are not limited to) relational databases, file systems, and content repositories.

	14.5
	How/does your product allow implementation on networks at multiple levels of classification (e.g., NIPRNET, SIPRNET)?
	Q17) Is this question asking if we are able to provide MLS capability inside our CMS?  How is the security being handled on the two networks?  For example, can we assume that the NIPRNET and SIPRNET will not be physically connected in any way?

A17) Responses should indicate the product’s ability to support deployment at different levels of classification. This may include separate instances in different security environments. For AF context, respondents may assume that NIPRNET and SIPRNET environments will not be physically connected.

	14.6
	How/does your product prevent aggregation of data available to a user from increasing classification level beyond the hosted network’s capacity?
	Q18) Could you give a short example to this scenario? Does it relate to a user navigating through the site crossing different security levels? What is the hosted network’s security capacity?

A18) Capacity in this sense connotes the classification level of the network. For instance, the current Air Force Portal contains only unclassified content, and is hosted entirely on NIPRNET. The implication of various security policies, including those related to national security, tend to constrain information aggregation functionality to less than what is technically feasible within a product. Specifically, the ability to aggregate and present a large volume of content that is all unclassified at the content item level, may result in an aggregated result set that is either classified or otherwise violates security policies.


Q19) What file formats should content be published in?  

A19) Aside from common web content formats such as HTML, XML, and PDF, respondents should list all formats in which the product can publish content.

Q20) Will content be imported into the system via XML, exported from the system via XML or both?  Will an XML hub and spoke architecture be used to broker the transfer of data?  

A20) Content will be both exported and imported from the system, and XML is one of multiple formats that may be used for such data migration.  No data transfer architecture is specified; respondents may indicate what role their product can/would play in data transfer, and the relevant architecture pattern (for example, CMS as hub).

Q21) In what format is the content that must be bulk loaded?  

A21) Source content for migration to the Enterprise CMS solution exists in a wide variety of formats.  Many questions in the RFI are meant to solicit product capabilities for migrating and converting source content as well as loading bulk content into the Enterprise CMS.  Respondents should indicate what format(s) their product requires/prefers/supports for content to be bulk loaded.

Q22) In what format is the meta data that must be bulk loaded?  

A22) Respondents may assume that metadata formats or taxonomies describing metadata will be in XML format.

Q23) Can you elaborate on what is required for checkpoint restart?  

A23) Checkpoint restart is related to versioning and rollback, and is used in a scenario when – perhaps due to an error discovered in the production version of content – the organization needs to return the content or site to a previous state known to be error-free.  This is analogous to the feature in Microsoft Windows XP that allows users to return to a previously saved system state (or “checkpoint”) when the system becomes unstable.

Q24) Is synchronous or asynchronous collaboration required?  

A24) Use cases exist for both.

Q25) Can you provide a more specific description of the integration that would be required with Bantu?  

A25) Bantu is an instant messaging application which is embedded in the Air Force Portal. Logical integration between the Enterprise CMS and Bantu would include using instant messages as a method of alerts (such as changes to content, workflow status changes, etc.) or to forward URLs or other pointers to content from one user to another (subject to proper authorization).

Q26) Is auto classification or auto tagging of records management detail required?  

A26) Tagging content with Records Management detail will be required for any content managed in the CMS that falls within the standard definition of a “record”.  Auto-tagging could be a great asset to CMS users in fulfilling that requirement.  Respondents should describe their auto-tagging abilities in general, including any ability to apply tags according to specific metadata schema.  Among the metadata envisioned for use with auto-tagging would be the metadata fields required for records management purposes in DOD 5015.2 STD.

Q27) For the collaboration requirements cited in section 13, is there a requirement for the solution to be DoD DTCS certified?  

A27) No.  However, respondents should bear in mind that any newly implemented system on the scale envisioned for the Enterprise CMS will be subject to DITSCAP.

Q28) If authentication into the CMS can be accomplished via sign-on to the Air Force portal, are any other authentication integrations still required, i.e., CAC, LDAP, ADS?  

A28) Authentication via the Air Force Portal required integration with the GCSS-AF security gateway, currently based on Tivoli Access Manager.  In accordance with DOD policy directives, the Air Force Portal and the applications it comprises must also be CAC-enabled.  Respondents need not presume that the Enterprise CMS will be the primary authentication mechanism in the environment; however, respondents should describe their products’ ability to integrate with open standard and third party authentication systems.

Q29) Is there any way we could obtain the demonstration scenarios earlier than one day before the RFI responses are due?  They would help us understand the requirements and process much better. 

A29) The demonstration scenario document is complete.  It will be posted to HERBB as soon as it has passed final review and approval.

