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1. Overview

This document provides a detailed training plan for the Combat Information Transport System (CITS) Information Transport System (ITS) training at Base X.  

The objective of the training described in the plan is to introduce base personnel to the CITS ITS system and its functionality and to provide designated base personnel the knowledge necessary to support, manage, and use the ITS hardware and software system tools to perform their jobs.  The training provided as part of this plan WILL NOT create a “mission ready technician” nor is it intended to be “qualification training” that will produce a technician who can immediately perform all aspects of his/her job. 

The training provided under this plan provides only the initial training (Type 1) provided by the CITS Program Management Office (PMO).  The unit has the responsibility to provide On the Job Training (OJT) and to send personnel to the AETC supplemental ATM training at Keesler AFB.

2. Roles and Responsibilities

2.1 Program Management Office

The Program Management Office (PMO) has overall responsibility for the successful installation of the Information Transport System at each Air Force base.  Training is a vital component of the installation and the PMO has identified a Training Manger to oversee the initial training effort.  The PMO Training Manager will:

a. Be the final authority on all contractual matters concerning training issues

b. Approve the Base Specific Initial Training Plan

c. Coordinate all contractor proposed training

d. Resolve any base specific issues

2.2 Project Management

The contractor shall:

a. Be responsible for overall project management of each site-specific initial training effort. 

b. Identify a Training Manager

c. Follow the appropriate vendor curriculum identified in the Annexes to this plan. 

d. Develop site-specific course materials for in-plant and on-site training

e. Edit this plan into a site-specific Training Plan 

f. Schedule classes (hardware/software vendors, third party training, and their own as applicable)

g. Provide a description of how on-site training shall be accomplished without impacting the unit’s mission 

h. If a particular vendor is not identified in this plan or the vendor curriculum does not match the technical solution, the contractor shall identify appropriate training classes to provide:

1) Theory and fundamentals of ATM, Gigabit Ethernet, and/or SONET
2) Any vendor-specific training required

3) Prerequisites for all training

2.2.1 Class Scheduling

The contractor shall 

a. Schedule all vendor classes in coordination with the CITS PMO Training Manager and the base training POC.  

b. Provide the training in phases

c. Include details in the Integrated Installation Schedule in the TSIP showing the course, location, duration, number of authorized slots and dates are located in the appropriate vendor-specific Appendix to this plan.

2.2.2 Site-Specific Training Materials

The contractor shall 

a. Develop, and provide each student, training materials for the courses they develop. 

b. Develop  the course materials to allow instructors to present the class in the following formats:

1) lecture

2) demonstration

3) student performance

Include exercises and labs as necessary to illustrate/amplify the learning objectives.  Answers shall be provided for all exercises, labs, and/or questions.

c. Provide each student training materials for all commercial courses scheduled.

3. Training Managers

3.1 CITS PMO Training Manager:


Mr Sanford Walker


Comm (781) 377-3114, DSN 478-3114


Sanford.walker@hanscom.af.mil

3 Eglin Street


Building 1612, Suite E-100


Hanscom AFB MA 01731-2110

3.2 Contractor Training Manager:

Contractor fills in

3.3 Base X Training Coordinator:

PMO provides information to contractor

4. Training Approach

The intent of the course material is to make maximum use of structured, hands-on, learning and to facilitate the development of a unit-training program.  

The overall training effort includes:

a. Fundamentals of ATM, Gigabit Ethernet, and/or SONET
b. Theory of vendor-specific technology fielded at Base X. 

c. Use of the software tools to perform daily work related tasks in the NCC functional areas at the contractor’s site and or vendor

d. Site-specific configuration and maintenance of the software at the specific base and or vendor

4.1 Classroom Training

Classroom Training is the primary delivery method for ITS initial training.  Post-installation, on-site training may take the form “over the shoulder” training.

4.1.1  Objective 

CITS ITS Classroom Training focuses on providing NCC personnel the knowledge and skills necessary to use, manage, and sustain the ITS tool set in the performance of their daily tasks/job.

Classroom Training concentrates on the use of the ITS hardware and software tools to perform functional duty responsibilities and job requirements.  It is not intended to create “experts” on the specific software applications.  The training consists of two efforts:

a. To provide an opportunity for base level personnel to use the hardware and software tools and to learn the functionality of how the tools are to be applied in the work environment.

b. To provide a foundation of the theory of ATM.

4.1.2 Training Prerequisites

The general prerequisites for this training are:

a. One of the following AETC Initial Skills Awarding course E3ABR2E231, E3ABR3C031, and E3ABR2E231; or equivalent for contractors

b. AETC Supplemental course E3AZR3C051 (Supplemental Network Support), ; or equivalent for contractors

4.1.3 Target Audience

The target audience for ITS initial training are those 3C0X1, 3C2X1, and 2E2X1s performing network duties that require ATM knowledge or equivalent contractors.

4.1.4 Post Training Administrative Procedures

At the completion of each non-commercial training class the instructor shall administer a post-training survey (Appendix A) to each student.  This survey must be returned to the CITS PMO Training POC NLT 30 days after the completion of the course.

4.2 Course Curriculum

This section describes general course curriculum requirements, only include information from the appropriate Appendix for the recommended vendor’s courses.

4.3 Administration Procedures

The contractor shall:

a) Record attendance at the start of each training day.  Record the student’s name, unit of assignment, phone number, and email address.

b) Provide the attendance roster to the CITS Training Manager with in five days of the completion of the course, an email version is sufficient.

5. Base Specific Training Solution, Vendor Facility

a) COURSE NAME:  CITS Network Operation – Lab Training

b) TRAINING COORDINATORS:  List the contractor, program management, and base POCs for training
c) COURSE LENGTH: 5 Days

d) COURSE LOCATION:  State exactly where the course will be taught.  This course should be offered at the vendor’s facility and at the base under installation.
e) COURSE FORMAT: Lecture and hands-on
f) COURSE MATERIALS:  Describe the materials the students will receive/use.  As a minimum, the course materials must be sufficient to allow the students to use the materials to teach other personnel the course.
g) COURSE DESCRIPTION AND OBJECTIVES:   This course teaches the participant how to configure, operate and manage the CITS-installed Network.  The participant will implement live Ethernet, Fast Ethernet, Gigabit Ethernet, ATM and/or SONET (as applies to base-specific design) across a classroom environment network using fully-networked PCs at (CONTRACTOR FILLS IN).  In addition, LANE services and VLANs will be configured and implemented.

Course participants will learn the following:

a)  Basic <insert technologies> Theory

b) How to Configure <insert technologies> on the CITS Network

c) How to Use HP OpenView( and (VENDOR – SPECIFIC NETWORK MANAGEMENT SOFTWARE) to Perform Network Management

d) Basic Routing Protocols including OSPF

e) How to Recover and Restore the Network Following an Interruption

f) Troubleshoot network using an ATM analyzer

PREREQUISITES: 

Course participants should be knowledgeable in the following areas:

a)  Data networking

b) Router configuration

c) Local area networks

COURSE OUTLINE

1. ATM Theory Review

a)  ATM Frame Structure

b) LAN Emulation (LANE)

c) UNI, NNI 

2. System Architecture and Connectivity 

a)  Architecture Overview

b) UNI, NNI Links

c) Interfaces to Legacy Equipment

3. Network Configuration

a)  LANE Card

b) Fast Ethernet Card

4. Network Management

a)  RMON, SNMP Review

b) HP OpenView

c) CiscoWorks

5. Routing Protocols

a)  Introduction to OSPF

6. Network Recovery and Restoration

a)  Physical Restoration

b) Logical Restoration
6. Instructor Qualifications

Only for non-commercial courses.  The contractor must state their instructors’ qualifications to teach all non-commercial courses, both technical and instructor skills must be addressed.  

APPENDIX A:  TRAINING EVALUATION SURVEY

TRAINING EVALUATION SURVEY

Instructor’s Name:_________________________________________________________________

Class:_____________________________________
Date:__________________________

Your comments are an integral part of our quality control.  Grade each question based on your experience with similar training provided by the Air Force; 5=Excellent (met all expectations, is on par with the best training you ever received), 4=Good (met most expectations, is on par with some of the best training you ever received), 3= Average (met most expectations, is on par with most of the training you have received), 2=Below Average (met some expectations, not as good as most training you have received), 1=Poor (didn’t meet your expectations, is worst than most training you have received).  Please take a moment to provide us with your comments by circling your response.

Instructor Evaluation

Instructor demonstrated knowledge of subject materials

5
4
3
2
1

Instructor provided constructive feedback during the course  

5
4
3
2
1

Instructor was prepared and organized

5
4
3
2
1

Instructor emphasized and reviewed key points.

5
4
3
2
1

Instructor covered course objectives as outlined at the 

start of the class.

5
4
3
2
1

Instructor spoke clearly and was understandable.

5
4
3
2
1

Instructor answered questions completely.

5
4
3
2
1

Course Evaluation

Subject matter taught within the course was closely

aligned to my job.

5
4
3
2
1

Subject matter was clear.

5
4
3
2
1

Subject matter in the course was in-depth.

5
4
3
2
1

Course materials were clear and understandable.

5
4
3
2
1

Time allotted for the course was adequate.

5
4
3
2
1

The classroom/facilities for the course were adequate.

5
4
3
2
1

Additional Feedback

Please feel free to make additional comments on the back of this sheet.
APPENDIX B:  ACRONYMS & DEFINITIONS

Acronyms

	AETC
	Air Education and Training Command

	AFI
	Air Force Instruction

	CITS
	Combat Information Transport System

	COTS
	Commercial Off The Shelf

	GFE
	Government Furnished Equipment

	GFM
	Government Furnished Material

	ITS
	Information Transport System

	MTT
	Mobile Training Team

	OJT
	On-the-Job Training

	PMO
	Program Management Office

	TD
	Training Detachment


Definitions

	2E2X1
	Manages and directs the installation, maintenance, repair, overhaul, and modification of mobile and fixed high speed general and special purpose computer and switching systems, and missile control communications systems.  Related DoD Occupational Subgroup: 150.



	3C0X1
	Supervises or operates fixed and deployed communications-computer systems (C-CS). Performs or supervises activities such as configuring and monitoring hardware and software for system operation, processing and control of data flow, and client-server multi-user system support including network management or administration. Performs micro-computer fault isolation and restoral actions. Controls, manages, and accounts for automated information systems resources.  Manages C-CS security programs and activities including information protection (IP). Related DoD Occupational Subgroup: 531.



	3C2X1
	Monitors and controls performance of networks and communications-computer systems (C-CS).  Coordinates their configuration, operation, restoration, and service improvements. Analyzes their capabilities and performance, identifies problems, and takes corrective action. Directs and makes operational adjustments to C-CS equipment.  Related DoD Occupational Subgroup: 201.



	Certification 
	A formal indication of an individual’s ability to perform a task to required standards.



	Classroom Training
	Classroom Training brings NCC personnel to a vendor’s site for hands-on training on the ITS hardware and software.  The focus is to teach the personnel how to manage and use the applications to perform their jobs.  Classroom Training shall be conducted on the equipment scheduled for installation, or equipment that replicates the ITS equipment.  


	Initial Skills Training
	A formal school course that results in an AFSC 3-skill-level award.



	In-plant training
	Training conducted by the contractor, usually at their own facility 

	Knowledge level “B” 
	Understands the principles of the subject



	On-site training
	Training provided at the base receiving an ITS installation



	Qualification Training

	Hands-on performance training that personnel design to qualify an airman in a specific position. This training occurs both during and after upgrade training to maintain up-to-date qualifications.



	Task Performance/Task Knowledge level “2c”


	2 = Partially proficient (may have to look up the hardest parts)

c = Knows when and why each task must be done

	Type 1 Training
	"Contract training" or "factory training" that AETC arranges for Air Force and other DOD personnel and contractors to conduct at either the contractor’s location or a DOD facility.



	Type 2 Training
	AETC special, resident, one-time training that AETC instructors conduct at an AETC base or operating location to qualify new groups of operations and maintenance personnel working on new or modified weapons systems.


	Type 3 Training
	AETC regular, resident training (see AFCAT 36-2223). NOTE: Some special training requirements may involve this type of training.



	Type 4 Training
	Special or regular onsite training that TDs or MTTs conduct. These TDs and MTTs consist of AETC instructors that authorities have temporarily assigned to conduct onsite training at operational units.



	Type 5 Training
	Special training that Air Force personnel receive from:

· Other services

· DoD

· Government agencies

· Air Force activities other than the AETC or the Aerospace Medical Division of the Air Force

· Air Force Material Command (AFMC)


	Vendor training
	Training conduced by a hardware or software vendor OR by a third party training provider


APPENDIX C:  Enterasys Products

(TBD)

APPENDIX D:  Cisco Products

(TBD)

1.  Course Name: Essentials of CISCO Switching Configuration (Vol. I)

a.  Course Format: CD ROM- Self Paced Instruction

b.  Course Description:  This course is part of the Networking Technologies Series and covers the basic concepts of Asynchronous Transfer Mode (ATM).  ATM is a high-bandwidth technology that has a significant impact on LANs and the ways companies do business via their networks.  ATM was designed to integrate LAN functions, WAN functions, voice, video, and data into a single uniform protocol and design.  In addition to the issues involved in migrating to ATM, you'll learn how ATM works, ways to increase bandwidth, legacy LANs, virtual networks, routers, WAN basics, T-1 circuits, and ISDN basics.

c.  Course Objectives:

· Identify the functions of different technologies used to increase network bandwidth.

· Describe the features of Asynchronous Transfer Mode (ATM).

· Describe how ATM works.

· Describe the issues involved in migrating to ATM.

· Describe issues involved with LAN emulation.

· Describe issues involved with integrating a WAN with ATM

· Identify the problems associated with legacy and virtual LANs.

· Identify the functions of virtual LANs.

· Describe the features and advantages of routers in virtual LANs.

· Identify the features of Wide Area Networks, T-1 circuits, Packet Switched Networks, and Integrated Services Digital Networks.

· Describe the issues involved with implementation of ATM.

d.  Course Outline

Unit 1: Asynchronous Transfer Mode: An Overview

· Identify the function of a full-duplex Ethernet 

· Identify the functions of switching hub on an Ethernet LAN. 

· Describe the functions of a switched Token Ring. 

· Identify the features of a 100BaseT topology. 

· Describe the features of 100VG-AnyLAN technology. 

· Describe the features of Fiber Channel technology. 

· Describe the features of Asynchronous Transfer Mode (ATM). 

· Identify the features of a User-to-Network Interface in a given ATM network. 

· Identify the events that take place in an ATM virtual connection 

· Match the fields of an ATM cell header with their functions. 

· Sequence the steps in route determination. 

· Describe the functions of an ATM switch in data forwarding. 

· Identify the advantages of ATM. 

· Describe the issues to be considered while migrating from protocol networks to ATM's switched environment. 

· Describe the issues that make LAN emulation difficult to implement. 

· Identify the issues to be considered while migrating desktops to ATM. 

· Identify the issues to be considered before integrating WAN and ATM. 

· Identify the limitations of ATM

Unit 2: Virtual Network and ATM 

· Identify the functions of a collapsed backbone. 

· Identify the problems associated with legacy LANs. 

· Match the methods used to create virtual LANs with their features. 

· Identify the advantages of using virtual subnet VLANs. 

· Identify the features of an IP host-list VLAN. 

· Identify the features of a rules-based virtual network. 

· Identify the reasons for incorporating ATM backbones with Ethernet switches. 

· Identify the problems associated with virtual networks. 

· Identify the functions of a router. 

· Identify the features of ATM edge routers. 

· Identify the features of Multi-protocol over ATM (MPOA). 

· Identify the reasons for incorporating policy-based management in VLANs.

Unit 3: Wide Area Networks and ATM 

· Identify the features of a Wide Area Network. 

· Identify the reasons for the unreliability of analog phone lines. 

· Describe the advantages of T-1 circuits. 

· Identify the functions of time division multiplexing. 

· Identify the advantages of Ft-1 service. 

· Identify the advantages of T-3 multiplexers. 

· Sequence the steps involved in the operation of ATM. 

· Sequence the steps involved in protocol translation. 

· Identify the differences between X.25 packet-switching and T-1 multiplexing. 

· Describe the functions of a multiplexer in a fast packet technology. 

· Describe the functions of frame relay. 

· Identify the features of Switched Multi-megabit Data Service (SMDS). 

· Identify the features of Basic Rate Interface (BRI). 

· Identify the features of Primary Rate Interface (PRI). 

· Identify the IEEE 802.9 standards. 

· Describe the features of the Synchronous Optical Network (SONET). 

· Identify the features of ATM PVC network inter-working. 

· Identify the features of Frame User to Network Interface (FUNI). 

· Identify the functions of ATM Core and edge switches.

d.  Audience:  This course is intended for IT support professionals, system engineers, service technicians and others who have some prior exposure to networking and will be using ATM technology.

2.  COURSE NAME: Cisco LAN Switch Configuration

a.  Length: This course provides four (4) days of hands-on training on both the Catalyst 5000 and 5500 switches.  In addition, the 5th day will cover the Catalyst 1900, 2820, 2900 and 3xxx switch architectures.

b.  Format:  Lecture and Hands-On

c.  Description:  This course teaches the participant how to design, configure, and manage networks based on the Cisco Catalyst 5000/5500 LAN switches.  The participant will implement live Ethernet, Fast Ethernet, FDDI, and ATM across the classroom network using fully-networked PCs.  In addition, LANE services and VLANs will be implemented.

d. Objectives:  Course participants will learn the following:

· How to Design a Catalyst 5000/5500 Network

· Cisco’s VLAN Implementation

· How to Configure Ethernet, Fast Ethernet, FDDI, and LANE on the Classroom Network

· Catalyst 5000/5500 Switch Family Architecture

· ISL and ISL Tagging

· How to Configure Catalyst 3200 and 1900/2900 Switches.

e.  Prequisites:  Introduction to Cisco router configuration or equivalent knowledge of Cisco IOS is required for this course.

f.  Outline:

Introduction to Switching Concepts

· Traditional LANs 

· Collisions and Broadcast Domains 

· LAN Segmentation 

· Cut-Through vs. Store-and-Forward Switching 

· Router and Switch Implementation 

· LAN Switching 

· Full-Duplex vs. Half-Duplex 

· Token Ring Switching 

VLANs 

· Introduction to VLANs 

· Broadcast Domains 

· Network Security 

· Frame Filtering vs. Frame Tagging 

· Legacy Hubs 

· Port-Centric VLANs 

· Dynamic vs. Static VLANs 

· VLAN Trunks 

· ISL, 802.10, and LANE 

· The Spanning Tree Algorithm and Switches 

· Token Ring VLANs 

Placing Catalyst 5000 Series Switches in Your Network 

· Demand Nodes vs. Resource Nodes 

· Local Resources vs. Remote Resources 

· Bottlenecks and Buffer Overflows 

· Various Switch Applications 

· Token Ring Applications 

Catalyst 5000 Series Switches 

· Catalyst 5000 Road Map and Evolution 

· Catalyst 5000 and 5500 Highlights 

· Netflow Switching 

· Editing Features 

Catalyst 5000 Series Switch Architecture 

· Catalyst 5000 Architecture Overview 

· Catalyst 5000 Backplane Architecture 

· 1.2Gbps and 3.6Gbps Architecture 

· Buffering and Congestion Control 

· Remote Access 

· Switch Components 

· Accessing the Switching Bus 

· Operation of Switching Bus Components 

Catalyst 5000 Series Switch Hardware 

· Supervisor Engine 

· Redundant Supervisor Engines (Catalyst 5500) 

· Ethernet and Fast Ethernet Switching Modules 

· Ethernet and Fast Ethernet Group Switching Modules 

· Token Ring Module 

· FDDI/CDDI Modules 

· ATM LANE Modules 

· Route Switching Module 

· Catalyst 5000 Chassis and Backplane 

· Catalyst 2900 Overview 

· Catalyst 5002 Overview 

· Catalyst 5000 Switch 

· Catalyst 5500 Switch 

Configuring the Catalyst 5000 Series Switches 

· The Serial Port 

· Power-Up 

· Default Configuration 

· Set, Show, and Clear Commands 

· Administrative Commands 

· Set Interface Command 

· SLIP 

· SNMP 

· RMON 

· Saving Configuration Files to and from a TFTP Server 

· Downloading and Uploading Software Images 

· Configure Token Ring, Ethernet, and Fast Ethernet Modules 

· Port Configurations 

Catalyst 5000 Series Switch Software 

· TACACS+ 

· NTP and DNS 

· Creating VLANs 

· VLAN Management Domain 

· VLAN Types 

· VLAN Routing 

· VLAN Trunking (ISL, 802.10, and LANE) 

· VLAN Trunk Protocol 

· VLAN Configuration 

· Spanning Tree Protocol and VLANs 

· VLAN Load Sharing Across Trunks 

· Bypassing STP 

· Fast EtherChannel 

· RSVP and CGMP+ 

· Multicast Traffic and IGMP 

· VTP Pruning 

· Dynamic VLANs 

Managing the Catalyst 5000 Series Switches 

· Management Options 

· Embedded RMON 

· SPAN 

· CDP 

· CSWI 

Troubleshooting the Catalyst 5000 Series Switches 

· Power-Up Sequence 

· Physical Layer 

· Network Layer 

Catalyst 5000 Series Switch FDDI Module 

· FDDI/CDDI Review 

· Catalyst 5000 FDDI/CDDI Features 

· APART 

· fddicheck 

· FDDI VLANs and 802.10 

· Mapping Ethernet and FDDI VLANs Together 

· Configuring the FDDI/CDDI Module 

· Multiswitch VLAN Without Trunking 

· Configure FDDI VLANs 

ATM LANE 

· LANE Components 

· ELANs 

· ILMI 

· Client Startup 

· LANE Internetworking 

· ATM LANE Module 

· LANE Module Features 

· SAR 

· SSRP 

· Network Management 

· ELAN Design 

· Configuring the LANE Module 

· LANE Addressing 

· ATM Address Formats 

· LANE Configuration Tasks 

· LECS, BUS, and LES Addresses 

· Creating a LECS Database 

· Restricted and Unrestricted Membership ELANs 

Additional 5th Day Course Content

Catalyst 2900 Series Switches 

· Catalyst 2900 Hardware 

· Clear channel architecture

· Catalyst 2900 Features

· Switching modes

· Modules supported

· VLANs

· SPAN

· Multicast registration

· Broadcast storm control

· Spanning tree

· Management support

· Frame processing

· Applications

· Configuring Catalyst 2900 Switches

· Using Catalyst switch menus

· Configuring port parameters

· Configuring bridging

· Configuring VLANs

· Configuring SNMP

· Configuring ATM LANE

Hands On Lab

Hands On Lab 1: Plug and Play - TCP/IP

Attach the PCs to the network and verify TCP/IP operation without any switch configuration.

Hands On Lab 2: Setup of the Catalyst 5500 

Login into the Switch for the first time and learn some of the differences between the router IOS and the switch operating system.

Hands On Lab 3: Supervisor Engine

Perform basic and administrative configuration of the Supervisor Engine.  Build a switched network in the classroom between the 5000s and the 5500.

Hands On Lab 4: Copy Configuration Files to/from a TFTP Server 

Download configuration commands from a TFTP server, and save your new configuration file back to the TFTP server.

Hands On Lab 5: Catastrophic Recovery (Lost Configuration File)

Recover from a lost configuration file by building a basic configuration file and accessing the TFTP server.

Hands On Lab 6: Upgrade the Operating System 

Load a different operating system into the Catalyst 5000 Switch.

Hands On Lab 7: 10/100Mbps Switched and 100Mbps FE Ports 

Connect and configure dual 100Mbps links between Catalyst 5000 Switches.

Hands On Lab 8: Virtual Local Area Networks (VLANs) 

Build and maintain multiple VLANs in the classroom environment.

Hands On Lab 9: Trunks and VTP for ISL 

Configure ISL trunks and VLAN load sharing across the parallel Fast Ethernet links.

Hands On Lab 10: Routing VLANs with the RSM 

Configure the Route Switch Module to provide connectivity between VLANs.

Hands On Lab 11: ISL and Routing with the RSM 

Create individual VLANs that trunk to the classroom backbone.

Hands On Lab 12: Fast EtherChannel

Configure Fast EtherChannel between two Catalyst switches.

Hands On Lab 13: FDDI Switching Module 

Configure the FDDI module and construct a FDDI ring across the classroom.

Hands On Lab 14: Trunks and VTP for 802.10 

Enable VLAN trunking across the FDDI ring using 802.10.

Hands On Lab 15: LANE Configuration Server Database

Configure the LECS to prepare for ATM LANE connectivity.

Hands - On Lab 16: ATM LANE Module

Configure the ATM LANE module.

Additional 5th Day Course Labs

Demo Lab 1: Configuring Catalyst 2924 Switch

The instructor will demonstrate how to configure the Catalyst 2924 live on the classroom network.

3.  Enhanced ATM Training:  Course Name:  CISCO Campus ATM Solutions

a. Format:  Lecture and Hands-On Labs

b. Length:  5 Days
c. Course Description and Outline

This course is for professionals responsible for the design, installation and maintenance of Cisco routed networks using ATM including Cisco Router users, network administrators, internetworking specialists and data/voice technicians.  In this class, participants learn:

· To Integrate ATM, Routing, and Switching Technologies

· To Implement PVC and SVC for ATM Networks

· To Remedy Traffic Congestion

· To Implement Virtual Circuit Switching

· To Configure Cisco’s Network Processor Module (NPM) and ATM Interface Processor (AIP)

· LAN Emulation Strategies

d.  Prerequisites:  Interconnecting Cisco Network Devices or equivalent knowledge of Cisco's IOS is required for this course.

e.  Course Outline:

ATM Technology 

· ATM Basics and Characteristics 

· ATM Standards and Status

ATM Lower Layers 

· Physical Layer 

· Interfaces 

· Network Interfaces 

· Virtual Connection Types 

· Cell Format 

· Virtual Path 

· Virtual Circuit 

· VP and VC Switching 

· Adaptation Layers 

· AAL 1 Format 

· AAL 2 Format 

· AAL 3/4 Format 

· AAL 5 

· Cisco IOS ATM Support 

ATM Higher Layers 

· Signaling Concepts 

· Q.2931 Call Control 

· SVC Call Setup 

· SVC Call Release and Tear Down 

· Signaling Protocol Stack 

· WAN Internetworking 

· Network Layer Native Mode Protocols 

· Network Management 

ATM Interface Processor (AIP) 

· Non-Native vs. Native Mode Interfaces 

· AAL Support 

· Provisioning Guidelines 

· Signaling (PVC vs. SVC) 

· Subinterfaces and Internetworking 

· RFC 1483 and RFC 1577 Support 

· LAN Emulation Support 

· Encapsulation Types 

· Traffic Management and Congestion Control 

· Traffic Priorities and Rate Queues 

· ILMI Support 

· NPM/AIP Similarities 

ATM Router Configuration 

· Initialization 

· Rate Queue Configuration 

· Back-to-Back AIP/NPMs 

· ARP Server Configuration 

· SVC Signaling and ILMI 

· SVC Map-Class Command 

· SVC QoS Parameters 

Connection Management 

· ATM Connections 

· Traffic and Resource Management 

· Cell Loss and Congestion Collapse 

· Traffic Management Mechanisms 

· RM and CAC Functions 

· Queue Strategy 

· Over-subscription Factor (OSF) 

· CLP Control 

· Tail Packet Discard (TPD) 

· Early Packet Discard (EPD) 

· Congestion Control 

· Traffic Shaping 

ATM Routing Solutions (IISP and PNNI) 

· Interim Interswitch Signaling Protocol (IISP) 

· Private Network Node Interface (PNNI) 

· PNNI Protocol Stack 

· Redundant Links 

· Crankback Capabilities 

· LS1010 Auto-configuration 

· ILMI 

· Auto Discovery 

· LS1010 and the Cisco IOS 

· CiscoView and Director 

· LS1010 Upgradeability 

· LS1010 Port Snooping 

LightStream 1010 Configuration 

· Manual Configuration Steps 

· Interface Configuration Commands 

· ATM Interface Show Commands 

· LS1010 Auto-configuration 

· LS1010 Space Management 

· ILMI Configuration 

· Configuring LS1010 PVCs

· Configuring LS1010 VP-Tunnel 

· LS1010 Soft PVCs 

· Configure PNNI Static Route 

· IP Support Configuration 

· RFC 1577 Client Configuration 

ATM LAN Emulation Components 

· Components 

· Connection Types 

· Initialization 

· Address Registration 

· Address Resolution 

· Data Forwarding 

· LANE Flush Protocol 

· MPOA Enhancements 

LANE Configuration 

· LS1010 Auto Address Configuration 

· Interface and Sub Interface Guidelines 

· LEC Configuration 

· LES, BUS Configuration 

· Database Configuration 

· Auto-configuration 

Hands-On Lab 1: Initial Configuration 
Hands-On Lab 2: ATM Lower Layers
Hands-On Lab 3: ATM Upper Layers
Hands-On Lab 4: Router PVC Configuration
Hands-On Lab 5: Router SVC Configuration
Hands-On Lab 6: LS1010 Commands
Hands-On Lab 7: LS1010 PVC Configuration
Hands-On Lab 8: LS1010 SVC Configuration
Hands-On Lab 9: LS1010 Soft PVC Configuration
Hands-On Lab 10: Classic IP Over ATM (RFC 1577)
Hands-On Lab 11: IISP Commands
Hands-On Lab 12: ATM Troubleshooting
Hands-On Lab 13: PNNI Commands
Hands-On Lab 14: ATM LAN Emulation (LANE)
Hands-On Lab 15: ATM LANE Simple Server Redundancy Protocol
APPENDIX E:  Marconi Products

(TBD)

Course Title: Enterprise Networks 301

Course Code:  PEN 301 E
Duration:  5 Days

Number of Students: 16, maximum

Objectives

On completion of this course, the student should be able to:

· Configure, operate, and maintain Marconi Core and Enterprise Edge products for a small customer environment

· Discuss several ways to do switched connections

· Design and configure a distributed LANE network

7. Entry Requirements

Designed for Marconi Partners, systems engineers, and technical operations personnel, this course will provide and verify basic technical competency skills on Marconi’s Core and Enterprise Edge products.  Core products include (but are not limited to) ASX switches, while Enterprise Edge products include (but are not limited to) ESX/NSX switch/routers and ES switches.  

Students must possess solid hands on internetworking skills including; conventional LAN topologies (Ethernet, Token-Ring and FDDI), routing, (RIP and OSPF), bridging, and the IP protocol.  UNIX and additional protocol experience, such as IPX, is helpful.  Familiarity with ATM basics is needed; experience is beneficial but not required.  Most of these requirements can be met by completing the available self-study material, which includes ATM Theory, LAN Theory and optionally, PNNI Theory.

Course Content

· ASX-200BX Configuration & Maintenance

· ESX-3000 Configuration & Maintenance

· PVC/SPVC Connections

· SVC Network Connections

· LANE Overview

· LANE Services & Clients

· LES Command Definition

· LEC Command Definition

· ESX-3000:  Ethernet Proxy Clients

· Classical IP Overview

· NSX-9500 

· ESX-2400/4800

· ES-2810

· ES-Series – ES-1000, ES-1200/1210, ES-1300, ES-2000 

 Practical Course Content

At least 40%.

Course Title: Enterprise Networks Track 301

Course Code:  PEN 301 E
Duration:  5 Days

Number of Students: 16, maximum

Objectives

On completion of this course, the student should be able to:

· Demonstrate sufficient knowledge of Marconi Core and Enterprise Edge products 

· Demonstrate sufficient operational experience through hands-on exercises 

· Install a suite of products to satisfy a given Enterprise Networking scenario

8. Entry Requirements

Designed for Marconi Partners, systems engineers, and technical operations personnel, this course will provide and verify basic technical competency skills on Marconi’s Core and Enterprise Edge products.  Core products include (but are not limited to) ASX switches, while Enterprise Edge products include (but are not limited to) ESX/NSX switch/routers and ES switches.  

Students must possess solid hands on internetworking skills including; conventional LAN topologies (Ethernet, Token-Ring and FDDI), routing, (RIP and OSPF), bridging, and the IP protocol.  UNIX and additional protocol experience, such as IPX, is helpful.  Familiarity with ATM basics is needed; experience is beneficial but not required.  Most of these requirements can be met by completing the available self-study material, which includes ATM Theory, LAN Theory and optionally, PNNI Theory.

Course Content

· ASX/ESX-3000 Configuration & Maintenance

· PVC/SPVC Connections

· SVC Network Connections

· LANE Overview

· LANE Services & Clients

· LES Command Definition

· LEC Command Definition

· ESX-3000:  Ethernet Proxy Clients

· Classical IP Overview

· NSX-9500 

· ESX-2400/4800

· ES-2810

· ES-Series – ES-1000, ES-1200/1210, ES-1300, ES-2000 

 Practical Content

At least 40%.

APPENDIX F:  Nortel Products

(TBD)

APPENDIX G:  Test Gear Training

(TBD)

APPENDIX H: ATTENDANCE ROSTERS

(Contractor to develop format that best suits the requirement)
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