

NATIONAL INDUSTRIAL SECURITY PROGRAM

APPLICABLE TO ALL UNCLASSIFIED TASK ORDERS
Access to government unclassified Automated Information Systems (AIS), facilities, documents, and/or material is required in the performance of this contract.  The NATIONAL INDUSTRIAL SECURITY PROGRAM must be complied with in accordance with DoD, Air Force, AETC, and SSG regulations and policies.  It is the contractor's responsibility to ensure contractor employees are in strict compliance with these regulations and policies during performance of the contract.  Further information is available by calling SSG/MSS at (334) 416-4114.  

See Attachment 1 to this Document

Paragraphs one through sixteen apply to contracts requiring contractors to have access to unclassified or classified automated information systems, facilities, documents, and/or materials.

NATIONAL INDUSTRIAL SECURITY PROGRAM

APPLICABLE TO ALL CLASSIFIED TASK ORDERS

Access to Top Secret Automated Information Systems (AIS), facilities, documents, and/or material is required in the performance of this contract.  The contractor Facility Security Officer (FSO) is required to enter into a Visitor Group Security Agreement (VGSA) covering the applicable contractor employees before contract performance begins.  The NATIONAL INDUSTRIAL SECURITY PROGRAM must be complied with and responded to in accordance with DoD, Air Force, AETC, and SSG regulations and policies.  The contractor is expected to provide the information requested below to the contracting officer.  It is the contractor's responsibility to ensure contractor employees are in strict compliance with these regulations and policies during performance of the contract.  Further information is available by calling SSG/MSS at (334) 416-4114.

See Attachment 1 to this Document

Paragraphs seventeen through twenty are additional requirements that contractors must perform for access to classified automated information systems, facilities, documents, and/or materials.
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Contractors must comply with the following instructions.  Questions should be directed to your contracting officer.

Paragraphs one through sixteen apply to contracts requiring contractors to have access to unclassified or classified automated information systems, facilities, documents, and/or materials.

Paragraphs seventeen through twenty are additional requirements that contractors must perform for access to classified automated information systems, facilities, documents, and/or materials.

For Air Force publications use http://www.e-publishing.af.mil/ and for DoD use http://www.defenselink.mil/pubs/.
1.  Suitability Investigations.  Contractor personnel shall successfully complete, as a minimum, a National Agency Check (NAC), before operating government furnished workstations that have access to Air Force e-mail systems.  These investigations shall be submitted by the government at no additional cost to the contractor.  The contractor shall comply with the DoD 5200.2-R, Personnel Security Program, and AFI 33-119, Electronic Mail (E-Mail) Management and Use, requirements.


a.  For contract performance at Gunter Annex the point of contact is HQ SSG/MSS, (334) 416-4114.


b.  For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).
2.  Unescorted Entry to Restricted Areas.  When contractor employees require unescorted entry to restricted areas, the Air Force shall submit NAC investigations for contractor employees at no additional cost to the contractor.  Contractor personnel shall successfully complete a NAC investigation to obtain unescorted entry to a restricted area.  The contractor shall comply with DoD 5200.2-R, and AFI 31-501, Personnel Security Program Management, requirements.


a.  For contractors performing work at Gunter Annex the point of contact is HQ SSG/MSS, (334) 416-4820.


b.  For contractors performing at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).
3.  Pass and Identification Items.  The contractor shall ensure the following pass and identification items required for contract performance are obtained for employees and non-government owned vehicles:

a. DD Form 1172, Application for Uniformed Services Identification Card, (AFI 

36-3026, Identification Cards For Members of The Uniformed Services, Their Family Members, and Other Eligible Personnel, and AETC Instruction 36-3001, Issue and Control of AETC Civilian Identification (ID) Cards).
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b.  AETC Form 58, Civilian Identification Card (AETCI 36-3001).


c.  AF Form 2219 (series), Registered Vehicle Expiration Tab (AFI 31-204, 
 

Air Force Motor Vehicle Traffic Supervision).   


d.  DD Form 2220, DoD Registered Vehicle and Installation Tab (AFI 31-204).


e.  AF Form 1199, USAF Restricted Area Badge, or a locally developed badge.


f.   AF Form 75, Visitor/Vehicle Pass (AFI 31-204).


g.  For contractors performing work at Gunter Annex the point of contact is Pass & ID, (334) 953-4283.


h.  For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).
4.  Retrieving Identification Media.  The contractor shall retrieve all identification media, including vehicle decals, from employees who depart for any reason before the contract expires; e.g., terminated for cause, retirement.  The contractor will return these documents to HQ SSG/MSS, (334) 416-4114.

5.  Listing of Employees.  The contractor shall maintain a current listing of employees assigned to this project or task.  The list shall include employee's name, social security number, and level of security clearance.  The list shall be validated and signed by the company Facility Security Officer (FSO) and provided to the contracting officer, Quality Assurance Evaluator (QAE/QAP), SSG/MSS, and the 42nd SFS/SFAI prior to the contract start date.  Updated listings shall be provided when an employee's status or information changes.

6.  Security Manager Appointment.  The contractor shall appoint a security manager for the on base long-term visitor group (See Item #17).  The security manager may be a full-time position or an additional duty position.  The security manager shall provide employees with training required by DoD 5200.1-R, Industrial Security Program Regulation, Chapter 10, AFPD 31-4, Information Security, and AFI 31-401, Information Security Program Management.  The contractor shall provide initial and follow-on training to contractor personnel who work in Air Force controlled/restricted areas.  Air Force restricted and controlled areas are explained in AFI 31-101, The Air Force Installation Security Program.

7.  Additional Security Requirements.  In accordance with DoD 5200.1-R and AFI 31-401, the contractor shall comply with AFI 33-202, Computer Security; AFI 33-203, Emission Security (EMSEC) Program; AFI 33-204, Information Protection Security Awareness, Training, and Education (SATE) Program; applicable AFKAGs, AFIs, and AFSSIs for Communications Security (COMSEC); and AFI 10-1101, Operations Security (OPSEC) Instructions.

8.  Freedom Of Information Act Program (FOIA).  The contractor shall comply with DoD Regulation 5400.7/Air Force Supplement, DoD Freedom Of Information Act Program, requirements.  The regulation sets policy and procedures for the disclosure of records to the public and for marking, handling, transmitting, and safeguarding For Official Use Only (FOUO) material.

ATTACHMENT 1 (to this Document) cont’d

Page 3 of 5

9.  Reporting Requirements.  The contractor shall comply with AFI 71-101, Volume-1, Criminal Investigations, and Volume-2 Protective Service Matters, requirements.  Contractor personnel shall report to an appropriate authority (Contracting Officer or Security Police) any information or circumstances of which they are aware may pose a threat to the security of DoD personnel, contractor personnel, resources, and classified or unclassified defense information.  Contractor employees shall be briefed by their immediate supervisor upon initial on-base assignment and as required thereafter.  

10.  Physical Security.  Areas controlled by contractor employees shall comply with base Operations Plans/instructions for FPCON procedures, Random Antiterrorism Measures (RAMS) and local search/identification requirements.  The contractor shall safeguard all government property including controlled forms provided for contractor use.  At the close of each work period, government training equipment, ground aerospace vehicles, facilities, support equipment, and other valuable materials shall be secured.

11.  Internal Operating Instructions.  The contractor shall develop an Operating Instruction (OI) for internal circulation control, protection of resources and to regulate entry into Air Force controlled areas during normal, simulated and actual emergency operations.  The OI shall be written in accordance with AFI 31-101, the local base Operations Plan usually referred to as an OPLAN and AFI 31-210, The Air Force Antiterrorism/Force Protection (AT/FP) Program Standards, and coordinated through the ISPM.

12.  Controlled/Restricted Areas.  The contractor shall implement local base procedures for entry to Air Force controlled/restricted areas where contractor personnel will work.  Headquarters SSG Gunter Annex requires special access badges to gain entrance to SSG office buildings.  Contractors must complete AF Form 2586, signed by the assigned government QAE/QAP and then submit to SSG/MSS building 892.  Special access requirements such as 24/7 operations to one or more SSG buildings requires, in addition to the AF Form 2586, a letter signed by the SSG Staff Director's office (IL, SW, DI, etc.)


a.  For contractors performing work at Gunter Annex the point of contact is HQ SSG/MSS (334) 416-4820.


b.  For contract performance at other than Gunter Annex please contact your contracting officer who will identify the appropriate Installation Security Program Manager (ISPM).
13.  Key Control.  The contractor shall establish and implement key control procedures in their Quality Control Plan to ensure keys issued to the contractor by the government are properly safeguarded and not used by unauthorized personnel.  The contractor shall not duplicate keys issued by the government.

14.  Lost Keys.  Lost keys shall be reported immediately to the contracting officer.  The government replaces lost keys or performs re-keying.  The total cost of lost keys, re-keying or lock replacement shall be deducted from the monthly payment due to the contractor.

15.  Government Authorization.  The contractor shall ensure its employees do not allow government issued keys to be used by personnel other than current authorized contractor employees.  Contractor employees shall not use keys to open work areas for personnel other than contract employees engaged in performance of duties, unless authorized by the government functional area chief.
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16.  Traffic Laws.  The contractor and its employees shall comply with base traffic regulations.

17.  Visitor Group Security Agreement (VGSA).  The contractor shall enter into a long-term Visitor Group Security Agreement if contract performance is on base.  This agreement shall outline how the contractor integrates security requirements for contract operations with the Air Force to ensure effective and economical operation on the installation.  The agreement shall include:


a.  Security support provided by the Air Force to contractors includes storage containers for classified information/material, use of base destruction facilities, classified reproduction facilities, use of base classified mail services, security access badge, base visitor control, investigation of security incidents, base traffic regulations and the use of security forms and conducting inspections required by DoD 5220.22-R, Industrial Security Regulation, Air Force Policy Directive 31-6, Industrial Security, and Air Force Instruction 31-601, Industrial Security Program Management. 


b.  Security support requiring joint Air Force and contractor coordination includes packaging classified information, mailing and receiving classified materials, implementing emergency procedures for protection of classified information, security checks and internal security controls for protection of classified material and high-value pilferable property.


c.  On base, the long-term visitor group security agreement may take the place of a Standard Practice Procedure (SPP).


d.  The point of contact for VGSAs for contractors performing work at Gunter Annex is 42 SFS/SFAI, (334) 953-4105.

18. Clearance Requirements.  The contractor must possess or obtain an appropriate facility security clearance for this statement of objectives or work at the level of (Top Secret, Secret, or Confidential select one before making public) prior to performing work on a classified government contract.  If the contractor does not possess a facility clearance the government will request one.  The government assumes costs and conducts security investigations for Top Secret, Secret, and Confidential security clearances.  

The contractor shall request security clearances for personnel requiring access to classified information within 15 days after receiving a facility clearance or, if the contractor is already cleared, within 15 days after contract award.  Due to costs involved with security investigations, requests for contractor security clearances shall be kept to an absolute minimum necessary to perform contract requirements.  The contractor shall notify the Information Security Program Manager (ISPM) at each operating location 30 days before on-base performance of the contract. The notification shall include:


a.  Name, address, and telephone number of company representatives.


b.  The contract number and contracting agency.


c.  The highest level of classified information which contractor employees require access to.
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d.  The location(s) of contract performance and future performance, if known.


e.  The date contract performance begins.


f.  Any change to information previously provided under this paragraph.


g.  The point of contact for VGSAs for contractors performing work at Gunter Annex is 42 SFS/SFAI, (334) 953-4105.

19.  Entry Procedures For Controlled Areas.  For on-base cleared facilities oversight is the responsibility of the base ISPM however, contractors shall comply with the National Industrial Security Program Operating Manual (NISPOM), previously referred to as the Industrial Security Manual (ISM), to implement controlled area requirements.  The ISPM shall approve the establishment, construction, and modification of all contractor designated controlled areas before they may be used to limit access.

20.  Lock Combinations.  The contractor shall establish procedures in local Operating Instructions (OI) ensuring lock combinations are not revealed to unauthorized persons and ensure the procedures are implemented.  The contractor is not authorized to record lock combinations without written approval by the government functional area chief.  Records with written combinations to authorized secure storage containers or Secure Storage Rooms (SSR), shall be marked and safeguarded at the highest classification level as the classified material maintained inside the approved containers.  The contractor shall comply with DoD 5200.1-R security requirements for changing combinations to storage containers used to maintain classified materials.
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