Airborne and Maritime/Fixed Station Joint Tactical Radio System

Glossary

A-Kit.  Airborne installation kit for a JTR Set.  It consists of combinations of the item necessary to integrate a JTR Set(s) on to a platform. Typically includes mounting trays/racks/brackets, antennas, platform specific co-site mitigation devices/filters, interface devices, cables/wiring harnesses, and platform specific software external to the JTR. 

Airborne Network.  A Wide Area Network (WAN) that interconnects the Local Area Network (LAN) on the platform with automated information systems elsewhere in the Global Information Grid.  The network compatible wireless links will include JTRS-hosted waveforms and should accommodate internetworking with other planned network-compatible wireless links such as the Multi-platform Common Data Link (MP-CDL) and Family of Advanced Beyond Line-of-Sight Terminals (FAB-T).  Gateway functions should be provided to link legacy waveforms, and new waveforms if needed, to the Airborne Network environment.

Ancillary Equipment.  Any equipment external to the actual JTR that will be required to make the JTR an operational set of equipment.

B-Kit.  Functional configuration of radio communications software and hardware that is the complete Airborne JTR Set

Channel.  An independent operational capability providing a waveform capability.  A channel is a single processing path within a single JTR Set that supports all functionality required by a specific waveform.

Communications Security (COMSEC).  Measures and controls taken to deny unauthorized persons information derived from telecommunications and ensure the authenticity of such telecommunications.

Control Protocol. A protocol that defines how to control, manage, or monitor a device. 

Cryptographic Subsystem (CS/S). The CS/S provides a scaleable, embedded programmable cryptographic capability, which supports red and black key entry and benign fill techniques. The CS/S provides many other important capabilities, to include; COMSEC capabilities, TRANSEC Keystream generation, key management, CEA management, red/black isolation, controlled bypass of communicator and radio information, and identification and authentication.

Cryptographic Equipment Applications (CEA). A CEA is a software emulation of cryptographic services that is hosted on Type 1 cryptographic device with-in the CS/S. A CEA of a Legacy device shall be interoperable with the Legacy equipment. CEAs provide COMSEC or TRANSEC services with the modes and functions appropriate to the operation of a specific waveform. Upon waveform instantiation on a channel, the corresponding CEA(s) is instantiated with-in the cryptographic device.
Embedded.  An embedded system or subsystem is some combination of computer hardware and software; either fixed in capability or programmable that is specifically designed for a particular kind of application device. 
Embedded Cryptography.  NSTISSI No. 4009 dated January 1999 defines embedded cryptography simply as “Cryptography engineered into an equipment or system whose basic function is not cryptographic.”  For JTR System context this means placement of a chip, module or subsystem dedicated to performing cryptographic operations as a component in communications or information processing equipment in a certified manner.  This cryptography or cryptographic resource must interface with remaining JTR System components in accordance with the Software Communication Architecture and its supplements.  It must also properly support approved JTRS waveforms instantiated in/on the JTR Set.  Specific physical location of the embedded cryptography is not defined by the terms “embedded” or “JTR System compliant” since detailed implementation approaches may vary.  In a JTR Set, embedded cryptography cannot be realized by simply connecting to existing legacy cryptographic hardware devices (such as KG-40, KG-84, etc) or bulk/in-line encryptors.

Extendibility.  Pertains to the ability to support new functions (qualitative growth).

Form Factor.  The term is used to describe the physical size and/or arrangement of the case or chassis housing the JTR.  Where appropriate, a form factor may include ancillaries such as low power amplifiers.

Full Duplex Operation   Operating method in which transmission is possible simultaneously, in both directions of a telecommunication channel.

Gateway.  A gateway in a communications network is a network node equipped for interfacing with another network that uses different protocols.  A gateway may contain devices such as protocol translators, impedance matching devices, rate converters, fault isolators, or signal translators as necessary to provide system interoperability.  It also requires that mutually acceptable administrative procedures be established between the two networks.  A protocol translation/mapping gateway interconnects networks with different network protocol technologies by performing the required protocol conversions. 

Half-Duplex Operation.  Communications between two terminals can occur in either direction, but in only one direction at a time.  Note: Half-duplex operation may occur on a half-duplex circuit or on a full-duplex circuit, but it may not occur on a simplex circuit.

Information Systems Security (INFOSEC).  The protection of information systems against unauthorized access to or modification of information, whether in storage, processing or transit, and against the denial of service to authorized users or the provision of service to unauthorized users, including those measures necessary to detect, document, and counter such threats.

Initial Capability Cost. The non-recurring and recurring cost of the JTR System plus platform integration and one (1) year of recurring sustainment cost.

Interoperability.  Interoperability is the condition achieved among communications-electronics systems or items of equipment when information or services can be exchanged directly and satisfactorily between them and their users. 

Item Performance Specification.  A program unique specification usually approved as part of the allocated baseline (formerly called a “B2 specification” or “development specification”).  This specification states all necessary design requirements of a configuration item in terms of performance.  Essential physical constraints are included.  Item performance specifications state requirements for the development of items below the system level.  They specify all of the required item functional characteristics and the tests required to demonstrate achievement of those characteristics.

Joint Tactical Radio (JTR).  The JTR is the equipment in a platform that is required to perform the minimal requirements of a radio. The JTR when hooked up with ancillary equipment (either JTR Set Ancillary Equipment or certain Legacy Ancillary Equipment) shall provide basic radio communication functionality. The JTR includes, but not limited to, the following: 

· Processing (Red and Black)

· Receiver

· Exciter

· Modem

· Cryptographic Subsystem(s)) 

· Baseband Interfaces 

· Internal PA’s (as applicable)

· Networking Services 

· Basic JTR Control Functionality

JTR Set.  The common set of equipment and service specific ancillaries across all platforms.  The JTR Set shall be interoperable with existing legacy equipment.  The JTR Set shall consist of hardware and software components that provide common capabilities. The JTR Set includes, but not limited to, the following: 

· JTR 

· External Power amplifiers (High Frequency (HF) Narrowband, Very High Frequency/Ultra High Frequency (VHF/UHF)) 

· Control and Management (LOC (Low Order Control )) 

· Filters

· Co-site mitigation

· Antenna(s) (as required*)

· Platform/site-specific power amplifiers (e.g., Broadband HF Power Amplifiers) 

· Automated RF switching

· Coupler/multi-couplers

· Higher level control and management

· Baseband and RF Legacy interface capabilities

· Networking Services (e.g., Local Area Network/Wide Area Network (LAN/WAN) routers and switches) 

· SIK/A-Kit

JTR System (JTRS).  The JTR System is a generic reference to the system that encompasses the aggregate of all aspects and components (including JTR Sets) that constitute and enable the installation, operation, and maintenance of the JTR System communications architecture.  Unless explicitly stated otherwise, it is a collective term that refers to the entire system.
Line Replaceable Unit (LRU). A box or assembly that is installed or removed from the JTR Set by the operator/maintainer as a single serviceable entity.

Modular.  Modular pertains to a design concept in which interchangeable units are used to create a functional product. A modular system is constructed with standardized units or dimensions for flexibility and variety in operational use and cost-effective modifications to either hardware or software.

Modularity.  Modularity for hardware is defined to be the packaging of functions into self contained assemblies (modules) which can be easily accessed and removed and reinstalled by plugging and unplugging such that the functions and parts of individual modules can be replaced without impacting the remaining modules. Modularity for software is defined to be the separation of code into grouping (components) of like functionality such that these groupings can be changed or replaced without affecting other software components. Modularity may be scaled to any system functional or design level that promotes desired efficiency.

Module.  A module is an interchangeable subassembly that constitutes part of a larger device or system.    

Network.  A network is an inter-connection of three or more communicating entities.

Network Management.  Network management is execution of a set of functions required for controlling, planning, allocating, deploying, coordinating, and monitoring the resources of a telecommunication network.  Network management includes performing functions such as initial network planning, frequency allocation, predetermined traffic routing to support load balancing, cryptographic key distribution authorization, configuration management, fault management, security management, performance management, and accounting management.  Network management does not usually include management of user terminal equipment.

Node.  A general term used to describe either a terminal connection point common to two or more branches of a network; a switch forming a network backbone; patching and control facilities; technical control facilities.

Open System Architecture.  Open systems architecture is non-proprietary. Open systems architecture is the layered hierarchical structure, configuration, or model of a communications or distributed data processing system that:

(a) Enables system description, design, development, installation, operation, improvement, and maintenance to be performed at a given layer or layers in the hierarchical structure;

(b) Allows each layer to provide a set of accessible functions that can be controlled and used by the functions in the layer above it;

(c) Enables each layer to be implemented without affecting implementation of other layers; and

(d) Allows the alteration of system performance by the modification of one or more layers without altering the existing equipment, procedures, and protocols at the remaining layers.
Over-the-Air Rekeying.  Changing traffic encryption key or transmission security key in remote cryptographic equipment by sending new key directly to the remote cryptographic equipment over the communications path it secures.

Over-the-Air-Transfer.  Electrically distributing key without changing traffic encryption key used on the secured communications path over which the transfer is accomplished.

Over-the-Air-Zeroization. Effecting a zeroize in a remote crypto-equipment by sending an authenticated "zeroize" command directly to the remote crypto-equipment over the communications path it secures.
Platform Network. A LAN on an airborne, maritime, or fixed station platform that provides network capability for the different Automated Information Systems on the platform.  The platform LAN will link JTRS with existing and planned systems, including routers, switches, hosts, servers, etc., on the airborne platform.  

Portability.  The capability to move from one environment to another through use of standardized data and interfaces, common languages, etc.

Porting.  The capability of a program or component to be used, possibly with modifications, in host or target environments other than the one for which it was originally developed.  For a software program to be considered portable, it must be able to operate in a different environment without losing any of its original functionality and without incorporating additional functionality into the program. The process of implementing a waveform to third party hardware, including a successful repeat of the software tests and successful interoperability assessment.

Presets.  Storable operating parameters that can be used to configure a channel from end to end.

Protocol.  A protocol is a formal set of conventions governing the format and control of interaction among communicating functional units.  In layered communications system architecture, a protocol is a formal set of procedures that are adopted to facilitate functional inter-operation within the layered hierarchy.

Protocol Converter.  A protocol converter is a functional unit that uses a specified algorithm to translate a bit-stream from one protocol to another protocol to enable inter-operation between the two using systems.

Protocol Translator.  In a communications system, a protocol translator is the collection of hardware, software, firmware, or any combination of these, that is required or used to convert the protocols used in one network to those used in another network.  

Route and Retransmission.  Previously termed “cross-banding,” a generic “gateway & relay” functionality, and used herein in the context of JTR Sets.  The capability to automatically and satisfactorily exchange user information between JTR System channels, normally to achieve interoperability and/or range extension, with the following example characteristics:

1.  Normally employs like modes, such as voice, or data, or video, and

2.  If data, at like rates (normally with buffers and flow control).

3.  May include user information conversion, such as voice vocoder or data element format.

4.  May include COMSEC conversion (“RED patch”).

5.  Normally in real or near-real time (and potentially non-real-time).

6. Normally between two (or more) JTR System channels, for different bands, frequencies, waveforms, propagation coverages, etc., but

7. May be between different user links on a single channel (such as via non-real time alternate retransmission, etc.)”

Routed Protocol. A protocol that defines a formal set of rules for communicating between hosts on a network. Routed protocols manage the packaging of data into packets that get routed (by routing protocols) on different paths and reassemble at their destination. An example includes IP routed protocols including ICMP, IPv4/v6, TCP, UDP, Telnet, etc.

Routing Protocol. Protocol that accomplishes routing through the implementation of a specific routing algorithm. An example includes OSPFv2/v3, IS-IS, IS-ISv6, RIPing, BGP4+, MPLS, PIM-SM, PIM-DM, and IGMP.

Scalability.  The capability to move from one environment to a smaller or larger environment (including increased, decreased data flows) through use of standardized data and interfaces, common languages, etc.

Service Integration Kit (SIK).  The components that make up the SIKs shall be dependent on the needs and requirements of the individual platforms.  The SIKs are required when the JTR Set interfaces with legacy equipment destined to remain in place after a JTR Set upgrade via Fleet Modernization Program (FMP) and fixed site communication system upgrades.  The SIKs are also required when no legacy equipment (between the power amplifier output and the antenna input) is to remain after a JTR Set installation (e.g., Shipbuilding and Conversions, Navy (SCN) platforms or new fixed stations).   

System Specification.  A document that states all necessary functional requirements of a system in terms of technical performance and mission requirements, including test provisions to assure that all requirements are achieved. Essential physical constraints are included. System specifications state the technical and mission requirements of the system as an entity.

System/Subsystem Specification.  States the system/subsystem requirements, interfaces, physical and performance adaptation requirements, security and privacy requirements, computer resource requirements, design constraints (software architecture, data standards, programming language), and software support. 

Terminal.  A logical entity composed of physical components to enable information to be transmitted, received, or transmitted and received over a communications channel.  Radio terminals include full-duplex Receiver/Transmitter (R/T), and/or half-duplex R/T, and/or receive only, an associated modem, and all associated interfaces.

Transmission Security (TRANSEC).  A component of COMSEC resulting from the application of measures taken to protect transmissions from interception and exploitation by means other than cryptanalysis. (Cryptanalysis is defined as “Operations performed in converting encrypted messages to plain text without initial knowledge of the crypto-algorithm and /or key employed in the encryption.)  Transmission security is the protection of the communications paths against attack.  Defensive measures include anti-jam, low probability of detection, low probability of intercept, spread spectrum techniques such as frequency hopping and direct sequence spreading, and protected distribution.

Waveform. A waveform is the representation of a signal that includes the frequency, modulation type, message format, and/or transmission system. In general usage, the term waveform refers to a known set of characteristics, for example, frequency bands (VHF, HF, UHF), modulation techniques (FM, AM), message standards (Link 16), and transmission systems (SINCGARS, EPLRS, HAVEQUICK). In JTR System usage, the term waveform is used to describe the entire set of radio functions that occur from the user input to the RF output and vice versa. A JTR System "waveform" is implemented as a re-useable, portable, executable software application that is independent of the JTR System operating system, middleware, and hardware.
Wideband.  A wide band circuit may have a bandwidth wider than normal for the type of circuit, frequency of operation, or type of modulation.  In common usage, "wideband" refers to a high capacity for information transfer.  In JTR System usage, wideband refers to a networked radio waveform that has a node-to-node capacity for information transfer of 512 Kbps or greater.
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