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Section I  -  Integrated Processes and Capabilities

	Integrated Process Areas / Key Questions
	Comments / Observations

	1.  Program Management
	

	a.  Cost and Schedule Management

Does Offeror have experience running a CSS like program?

Does Offeror have Government approved Cost and Schedule control and monitoring systems in place?  Describe what is used.

Does the Offeror track progress through Earned Value Management (EVM) methods?  Examples?


	

	b.  Technical Management

Does Offeror have an effective technical management structure?

Are all technical functions represented?

Does the Offeror use Integrated Product Teams (IPTs)?  If so, how are they organized?

Are technical processes rigorously controlled through Capability Maturity Model - Integrated (CMMI) techniques?


	

	c.  Effective Management Structure

Are organizational charts available?

Are all support functions responsive to program management needs?


	

	2.  Engineering
	

	a.  Engineering Design Capability

Does Offeror have engineering design capabilities?

Example:  If Offeror's baseline system does not have an operator touch screen control (TSC), does he/she have the capability to integrate a new or modified TSC?

Are outsourced components supported with engineering capability?


	

	b.  Design Documentation

Does Offeror have design specifications and drawings for his baseline system?

Examples?  i.e. System/Subsystem Specification, Interface Design Documentation, Commercial drawings


	

	c.  Configuration Control

Does Offeror have strict configuration control processes in place and in use?

How does Offeror control his baseline?

How are product line changes introduced?


	

	3.  Manufacturing & Quality
	

	a.  Internal/Outsourced Manufacturing

Does Offeror have a manufacturing capability for proposed CSS products?

What kind of lead times are required to deliver CSS yearly quantities?

What components are outsourced?  What lead times do these items have?


	

	b.  Vendor Internal Inventory Management

Does Offeror plan to maintain (or need to maintain) an inventory to support the CSS?

How do major vendors support inventory requirements?


	

	c.  Quality Standards

Does the Offeror have current quality certifications?  Which ones?

How does Offeror address and correct quality defect issues?

Are defects fully covered under commercial warranty?


	

	4.  Test and Evaluation
	

	a.  Test Facilities

Does the Offeror have adequate test facilities to support CSS in-plant testing?

Does Offeror need to use outsourced facilities?  If so, how is access assured for the CSS testing?


	

	b.  Test Equipment

Does Offeror have adequate test fixtures and equipment to verify CSS requirements in-plant?

Does Offeror maintain laboratory calibration standards?


	

	c.  Documentation

Does Offeror have example test plans, procedures, and reports approved by the Government?

Does Offeror's Quality Assurance function perform independent review of test data?


	

	d.  Test Personnel

Does Offeror have personnel dedicated to test and evaluation?

Does Offeror have a Quality Assurance function that supports testing?


	

	5.  Logistics
	

	a.  Product Support Planning

Does Offeror have experience in planning logistics activities for Government equipment?

Does Offeror have and plan to use experienced logistics engineers and managers?

Are logistics considerations included in all phases of product development and sales?


	

	b.  Contractor Product Support

Does Offeror have board level diagnostics and repair capability for proposed CSS components?

What is a typical turn around time for a diagnosis and repair?

Does Offeror maintain a technical support line for proposed CSS products?  Is field support available if necessary?


	

	c.  Technical Manuals

Does Offeror have commercial manuals for their proposed CSS available for review?

Do these manuals meet CSS operations and maintenance requirements?


	

	d.  Training

Does the Offeror have a training capability?

Does Offeror have a training management plan?

Are examples of a training materials available for review?


	

	e.  Packing and Shipping

What packaging standards does Offeror propose to use for the CSS?

What methods of shipping and tracking are used?


	


Section II  -  System Capability Demonstration

This section consists of the Offeror conducted in-plant demonstration of his/her Off-the-Shelf capability to meet the BCS-M Block 20 Communications Switch Subsystem System Capabilities Document.

The following tables were extracted from the CSS SCD.

BCS-M Block 20 Communications Switch Subsystem System Capabilities Document (Extract)

	Reqt #
	Priority
	Capability Statement
	Demo?
	In-Plant Demo Comments / Observations

	2.3  Communications Switch Requirements
	
	

	The following communications switch requirements will be met by the CSS contractor.


	
	

	The EC3 and MSS will be connected to RRSVS systems for voice communications.  One RRSVS system will be located at each operational node.  Voice communications will be supported by a voice communications system.  That system will include the software for the initialization and control of voice radio, intercom, and telephone circuits.  The communications switch will provide the capabilities listed in Appendix A at each operations node.  Each operator workstation will be fully integrated into the comm switch.  The Air Forces Theater Deployable Communications will be used to connect the BCC, EC3, and RCC.


	
	

	1
	1
	The system shall provide at all operator workstations and ancillary positions (Mission Planning Cell, Unit Command Post, etc) the following capabilities:

a.  [1] The capability to select and control the use of internal voice communications connectivities including the capability to initiate, join, exit and terminate nets between operators in any configuration from two to the total number of intercom units available

b.  [2] The capability to independently and collectively distinguish internal and external voice nets by adjustment of receive volume and apparent spatial direction of each voice net in the headset (objective, Priority 2)

c.  [3] The capability to simulcast over selected voice radio nets designated as having the same cryptographic mode (i.e., clear or secure) up to a maximum of four nets
	
	

	2
	1
	Provide individual volume controls for each internal and external radio/net at each station
	
	

	3
	1
	Provide a minimum of 2 communications plug-in headsets per station with the ability to selectably determine which headset microphones are active and which are passive (receive only).
	
	

	4
	1
	Provide the ability for the operator to isolate on internal or external communications (e.g. intercom and radios)
	
	

	5
	1
	Provide 1 foot operated switch at each station


	
	

	6
	1
	Provide ability to monitor and transmit on UHF, VHF (AM & FM), HF, SATCOM radios in clear and secure modes
	
	

	7
	1
	Secure communication shall not transmit over nonsecure circuits
	
	

	8
	1
	Intercom communication shall not transmit over radio circuits
	
	

	9
	1
	Each workstation shall have an user defined default profile
	
	

	10
	1
	Provide ability to monitor all voice communication at each workstation from any other workstation
	
	

	11
	1
	Provide an interface to support an audio recording system
	
	

	12
	3
	Provide two speakers per position with ability to choose source for each speaker.  Each channel shall have independent volume controls.
	
	

	13
	2
	Provide headsets that blocks/cancels out ambient noise.  Any power required by noise reduction capabilities will be provided by the headset plug.
	
	

	14
	1
	[1] BCS-M shall have a single point for zeroing for all COMSEC with manual/individual item-by-item zeroing as a backup.

[2] BCS-M shall have as an objective, provide single point fill for all COMSEC to the maximum extent allowable per AFI.
	
	

	15
	2
	Where appropriate, the BCS-M shall implement DoD Cryptographic Modernization Initiative (CMI) delivered programmable cryptography modules and robust algorithms.  This will improve standardization and interoperability of the BCS-M cryptographic infrastructure within the DoD and between allied and coalition partners
	
	

	16
	2
	Support simulated voice capability (secure and clear)


	
	

	17
	2
	Support Distributed Ineractive Simulation (DIS) and  Hgih Level Architecture (HLA) interfaces


	
	

	The CSS contractor shall support the following BCS-M system level requirements:
	
	

	2.5.3  Reliability
	
	

	Mean Time Between Critical Failure (MTBCF) is a measure of system reliability.   The system composes the MSS, EC3, TOC, MPC, and ECUs.  MTBCF is defined as the total duration of system operating time divided by the total number of critical failures that occur during the mission.  A critical failure is defined as a failure or combination of failures that prevents the performance of a specified mission.  It is also considered a critical failure when greater than 10 percent of operator workstations are inoperative.  A failure is not considered critical if critical mission operations are restored within 2 minutes.  MTBCF excludes scheduled maintenance.  Restoral of critical operations through redundancy, restart, or other methods, in less than two minutes makes such outages not countable against the MTBCF numerical requirements.  However, all critical outages, regardless of length, are countable and represent down states for Operational Availability (Ao) purposes.  As an objective, and to the maximum extent possible, mission reliability should be achieved through improved component reliability as opposed to redundancy.
	
	

	Mean Time Between Maintenance (MTBM) is a measure of the average operating time between maintenance events, scheduled and unscheduled. It is defined as total operating hours divided by number of maintenance events.
	
	

	Duty Cycles - For reliability design requirements and estimation purposes, when in an operating location, the BCS-M system shall be assumed to operate from a minimum of 8 hours a day, 3 days a week to continuous use, that is, always powered on. 
	
	

	Critical Mission Capability is defined as that level of performance at a site which will allow the BCS-M to perform its mission of supporting the required communications and information flow without degradation, as well as status sufficient to identify transmission problem: (e.g., crypto out-of-sync status).

Critical mission failures are those failures of the system, including I/O devices, which result in the inability to provide the following critical functions:

8 Operator Workstations and 2 Maintenance workstations must be operational to perform the Critical Mission.
	
	

	129
	1
	The BCS-M shall have an MTBCF of at least 500 hours(Threshold) and 1000 (Objective).  
	
	

	130
	1
	Automatic switchover from a primary server/central processor to a secondary redundant server/central processor shall be accomplished without disrupting any mission operations.   
	
	

	131
	1
	Manual switchover from a primary to secondary redundant unit shall be accomplished without disrupting any mission operations.  
	
	

	132
	1
	Failure, damage, or removal of one Line Replaceable Unit (LRU) shall not cause failure or damage to any other LRU.
	
	

	133
	2
	The BCS-M shall have a mean time between maintenance actions (MTBM) of at least 100 hours.
	
	

	134
	2
	Single point failure is defined in accordance with MIL-STD-721C as follows: it is a failure in hardware or software which will result in BCS-M failure and for which there is no compensation by redundancy or alternative operational procedure. BCS-M critical mission single point failures shall be minimized and will be consistent with meeting the Critical Mission Capability (CMC8) Ao requirement.  All BCS-M critical mission single point failures (including hardware and software) shall be identified and subjected to government approval.  
	
	

	135
	2
	All potential faults on the critical path shall be identified and their interrelationships established to ensure that, in the event of multiple failure indications resulting from a single fault, the most likely problem is addressed first, followed by the next most likely problem, and so on, until the system is operationally restored.  Critical path is defined generally as any path within BCS-M which is necessary for the continued flow of data supported by the networks.
	
	

	2.5.4  Maintainability
	
	

	The BCS-M will accommodate a two-level maintenance concept: organizational and depot.  Organizational level maintenance is defined as those activities performed at the BCS-M site, according to the Technical Orders (TO), to sustain operations without the support of on-site depot or contractor support.  This includes preventive maintenance and corrective actions such as removal and replacement of an LRU to return the BCS-M to an operational condition.  Depot maintenance is defined as any action beyond those identified for organizational maintenance.  Details for maintainability will be in the Product Support Management Plan (PSMP) and the Source of Repair Assignment Process (SORAP).  The depot support concept will be determined as part of the acquisition process by following the SORAP.
	
	

	136
	1
	All BCS-M equipment selection, design and packaging shall:

Maintenance tasks requiring more than one technician shall be kept to an absolute minimum.  For lifting purposes, a maximum of two persons is allowed.
	
	

	137
	1
	To the maximum extent practicable, automatic fault detection schemes, such as BIT, will be designed to be fail-safe so as to give an indication in the event that the fault detecting mechanism itself fails.
	
	

	138
	1
	Where feasible and except to the extent that functional dependence is involved, removal and absence of a unit(s) during on-site maintenance shall not interrupt or disturb the operation of any other unit(s).  For example, removal and absence of a printer will not disturb any other aspect of operation. Maintenance of a disk drive shall not require more than one drive to be disabled in order to repair the failed drive
	
	

	139
	1
	Error checking and correcting (ECC) features shall be employed to correct single bit errors in computer memory words and data/control bus transactions, as well as I/O operations.  ECC shall provide appropriate fault indications and logging
	
	

	140
	1
	In order to avoid occurrences of system operational interruption and down time, sufficient power control switches shall be provided to enable troubleshooting, and removal and replacement of failed units and assemblies without loss of FMC operations at a site.  
	
	

	An LRU will be the lowest element of the BCS-M which can be isolated to be faulty through inspection, built in test (BIT), technical manual, spares, or any other diagnostic aid approved by the Government for organizational level maintenance.
	
	

	141
	1
	An LRU shall not be lower than the card/module level in order to support organizational.  LRUs shall be exclusive of expendables such as fuses and LEDs.
	
	

	142
	1
	No special test or support equipment shall be required for removal or replacement of an LRU at the organizational level.
	
	

	Prime Mission Equipment:
	
	

	143
	1
	Shall have units and assemblies which are structurally self-supporting during prescribed maintenance.  
	
	

	144
	1
	Shall have accessibility of test points and physically isolatable units and assemblies in accordance with MIL-STD- 454, requirement 36.  
	
	

	145
	1
	Shall have easily removable units and assemblies.  
	
	

	146
	1
	Shall have interchangeable replacement units and assemblies.  
	
	

	147
	1
	Shall have easily and correctly replaceable units, and assemblies, which preferably will not fit in the wrong location or orientation.
	
	

	148
	1
	Shall have accessible adjustments.  The design shall have the fewest possible adjustments.  
	
	

	149
	1
	Shall be able to lay any removable units or assemblies on a workbench (with electrostatic discharge protection) without causing damage.
	
	

	150
	1
	Shall be within the capability of the Using Command, with 100% of activities being capable of accomplishment at Air Force skill level five or equivalent. 
	
	

	The following organizational level requirements shall be met for the BCS-M, by the prescribed trained personnel, using the prescribed test equipment/software, technical manuals, and spares:
	
	

	151
	1
	The BCS-M mean repair time (MRT) shall be < 2 hours.  MRT is a measure of corrective maintenance time on equipment only.  MRT is defined as the total amount of corrective maintenance time divided by the total number of failures repaired by corrective maintenance.  Repair time includes isolation, removal, replacement, alignment, and checkout; but not the time required for maintenance personnel to arrive at site or to obtain replacement spares.  The MRT which results from the design choices will be compatible with the Ao requirements.
	
	

	152
	3
	The BCS-M mean time to repair (MRT) shall be  < 1 hour.  MRT is a measure of corrective maintenance time on equipment only.  MRT is defined as the total amount of corrective maintenance time divided by the total number of failures repaired by corrective maintenance.  Repair time includes isolation, removal, replacement, alignment, and checkout; but not the time required for maintenance personnel to arrive at site or to obtain replacement spares.
	
	

	153
	1
	The repair approach for the system at its operating location shall be fault isolation and then sequential "remove and replace" and retest until the fault is repaired.
	
	

	154
	1
	Remove and replace shall be at the lowest item level (see MIL-HDBK 505 for guidance) compatible with the quantitative maintenance time requirements specified below.  Replaceable items shall be limited to any of the following: unit, assembly, subassembly.
	
	

	155
	1
	The level chosen shall be consistent with the objective of minimizing total life cycle cost.
	
	

	156
	
	The objective shall be to maximize system restoral through assembly and subassembly removal and replacement with the objective to minimize the total cost of spares and support equipment.
	
	

	157
	1
	Ninety-five percent (95%) of the repairs shall be completed in less than 90 minutes.
	
	

	158
	1
	The Fraction of Failures Detected (FFD) using automated BIT shall be 95%.
	
	

	159
	1
	Ninety-five percent (95%) of the detected faults shall be isolated by BIT to a single LRU.  Ninety-nine percent (99%) of detected faults shall be isolated by BIT to four or less LRUs.  Ninety-nine percent (99%) of all LRUs shall be isolated using any combination of BIT, test procedures, and technical documentation.
	
	

	160
	1
	Functional isolation procedures shall require no special fixtures (e.g. extender cards).  The BCS-M should be in its operational configuration during functional isolation.
	
	

	161
	1
	The BIT false alarm rate shall be less than 10%.
	
	

	162
	3
	The BIT false alarm rate shall be less than 5%.
	
	

	163
	1
	Preventive maintenance will be performed as necessary.  The time associated with duration of these BCS-M hardware maintenance actions shall not exceed 4 hours per week and shall be performed without interruption to mission critical operations.
	
	

	164
	1
	Preventitive maintenance shall  not be required more frequently than every 30 days.  
	
	

	2.5.5  Operational Availability
	
	

	Ao is equal to the total amount of mission uptime divided by total amount of mission uptime plus downtime.  Operational availability measures the probability that, at any point in time, the system is either operating or can operate satisfactorily when operated under specified conditions.  Operational availability (Ao) considers all down time from any source: hardware failure, software errors, periodic maintenance, intermittent failures, human errors in operation and maintenance, etc.  Only non-relevant failures are excepted (see definition in MIL-STD-781, paragraph 3.1.5). Non-relevant failures are failures that due to their unique nature are not expected to be encountered in field service.  Ao is computed as:
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MTBCF is defined in paragraph 2.2.3.  MDT is equal to the total amount of mission downtime due to critical failures, including administrative and logistics delays, divided by the total number of critical failures that occur during the mission.  The administrative and logistics delay time (ALDT) is assumed to be 2 hours.
	
	

	165
	1
	The BCS-M shall have an operational availability (Ao) equal to or greater than 95%
	
	

	166
	4
	The BCS-M shall have an operational availability (Ao) equal to or greater than 98%
	
	

	3.8  User Interface
	
	

	Elements of the user interface are present in almost all BCS-M functions and capabilities.  Those presented here are not specific to any other function or capability, but provide general capabilities centered on the operator workstations.   Human Machine Interface (HMI) should have the following characteristics: intuitive, simple to learn and use,  easily modified, to provide ‘look and feel’ commonality with other major USAF C2 systems being modernized.
	
	

	559
	1
	The HMI uses terminology that is familiar to trained users. The application presents text in mixed case, following standard capitalization rules.  Upper-case letters are used for acronyms, abbreviations and for emphasis.  Arabic numerals are used when information is numbered.
	
	

	560
	1
	The HMI application uses acronyms and abbreviations only when they are significantly shorter than the full word and are commonly understood by trained users.
	
	

	561
	1
	On the HMI, the date is displayed as YYYYMMDD, where YYYY is the year, MM is the month, and DD is the day. Time is displayed as HHMM[SS]Z, where HH is the hour of a 24-hour day, MM is the minute, SS (optional) is the second, and Z is the time zone (Zulu is the default).
	
	

	562
	1
	The HMI provides prompts for cases where the operator must provide parametric data or “fill in the blank” information,.  The system allows the operator to correct data entry and/or action entry errors before completing the action by allowing the operator to change only the erroneous information without having to re-enter correct information.
	
	

	563
	2
	The HMI windows consist of a frame for accessing window management functions and a client area for displaying information and interacting with users.  The window frame includes a title bar, Close button, Maximize button and Minimize button.  The Close button is displayed at the right edge of the title bar.  The Minimize and Maximize buttons, are displayed to the left of the Close button
	
	

	564
	2
	Pull-down menus consist of a title and a set of options from which users choose.  The title describes the category or type of options presented in the menu.  The title does not appear as an option in the menu itself.   The title is a single word whenever possible.  The first letter of each word is capitalized, except for prepositions and articles. Acronyms are capitalized.  The title does not contain numbers and is not followed by an ellipsis or a right-pointing arrow.
	
	

	565
	1
	Pop-up menus contain options that provide redundant access to frequently executed actions in a window.
	
	

	3.9.1  Operating Environment
	
	

	The BCS-M will use the Defense Information Infrastructure (DII) Common Operating Environment (COE) and comply with the applicable standards of the Joint Technical Architecture (JTA).

The system shall:
	
	

	602
	1
	Operate in a DII COE Level 6 (or equivalent) environment.
	
	

	603
	1
	Be compliant with the current version of the Joint Technical Architecture.
	
	

	604
	1
	The BCS-M shall support Internet Protocol V4 (IPv4) and Internet Protocol V6 (IPv6).  IPv6 will be implemented IAW Internet Engineering Task Force (IETF) Request for Comments (RFC) 2460, 2463, and 3513 or the approved IPv6 standards in effect at time of contract award.  System IP functional testing shall be done in IPv4, mixed IPv4/IPv6, and IPv6 network environments.
	
	

	605
	1
	The system shall comply with the architectual tenets of the Air Force C2 Enterprise Reference Architecture (C2ERA) as further refined in the Designated Acquisition Commander (DAC) Enterprise Directives:
	
	

	606
	2
	System shall meet DoD Information Assurance (IA) criteria and be certified and accredited IAW DoD 8510.1-M, Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) Application Manual, DoD Directive 8500.1, Information Assurance and DoD Instruction 8500.2, Information Assurance Implementation or the DoD certification and accreditation process in place at time of acquisition contract award.
	
	

	607
	1
	The BCS-M shall use DoD approved COMSEC encryption devices and keying materials to protect user information.  Operational use of the workstations and system components themselves will be protected through compliance with operational, physical, and C4 System security requirements.
	
	

	624
	
	The CSS contractor shall make use of any organic Simple Network Management Protocol (SNMP) capability resident in the COTS equipment that will comprise the system components.  Contractor developed system components or software will implement the current version of the SNMP protocol available at the time of system acquisition contract award.
	
	


APPENDIX A - Communication Switch Capabilities (Extract)

	No.
	Priority
	Functional Area
	Requirement
	Remarks
	Demo?
	In-Plant Demo Comments / Observations

	18
	1
	Comm switch #1 -No. of Operators
	35 (expandable) (includes 6 combined maintenance/operator positions)
	MSS switch
	
	

	19
	1
	Comm switch #2 -No. of Operators
	15 (expandable) (includes 4 combined maintenance/operator positions)
	EC3 switch
	
	

	20
	1
	Comm switch #1 - Communications interfaces
	96 simultaneous (expandable)
	MSS switch
	
	

	21
	1
	Comm switch #2 - Communications interfaces
	57 simultaneous (expandable)
	EC3 switch
	
	

	22
	1
	Communications interface
	The CSS shall provide interfaces for the following:

Tactical Radio and Cryptographic devices (KY-57/58/99/100, AN/PSC-5, ARC-210, VRC-103, ANDVT, COMSEC Bypass, GRC-171, SINCARS, Hav-Quick, etc.)

Secure Voice (KY-68 or equivalent, STU, STE, STE-R)

Specific interface quantities shall be provided as identified in the remarks in 22, 25, 26, & 27.
	Communications Switches

MSS

56 x KY-100 in series with the following radios

24 x UHF GRC-171B(V4) w/Hav-quick

16 x UHF Satcom ARC-210

4 x VHF-Hi ARC-210

4 x VHF-Lo ARC-210

4 x HF RT-9000A

24 x STE-R

2 x T-1 PRI trunks

Note: The T-1 trunk lines will provide access to a total of 46 telephone lines


	

	22
	1
	Communications Interface
	[Continued]
	Communications Switches

EC3

27 KY-100 in series with the following radios

 12 x UHF GRC-171B(V4) w/Have-quick

 8 x UHF Satcom ARC-210

 2 x VHF-Hi ARC-210

 2 x VHF-Lo ARC-210

 3 x HF RT-9000A

3 x Multi-band ARC-210s using ICOM (UHF, VHF, UHF Satcom)

12 x STE-R

2 x T-1 PRI trunks

Note: The T-1 trunk lines will provide access to a total of 46 telephone lines
	

	23
	1
	Communications interface
	Wire Radio/Crypto interface – plain and secure voice signaling between radio, crypto device and user terminals. Interface signals include cipher mode indicate, cipher mode detect, cipher mode select, disconnect, hook switch and PTT.
	
	

	24
	1
	Communications interface


	Half Duplex and Full Duplex capable
	
	

	25
	1
	Communications interface
	Multi-channel voice recorder interface

Communications Switches

MSS - 1 x voice recorder interface

EC3 - 1 x voice recorder interface
	
	

	26
	1
	Communications interface
	Tactical Data Link Computers (JTIDS voice)
	3 x JTIDS voice

EC3

2 x JTIDS voice
	
	

	27
	1
	Communications interface
	Provide access for STU phones, FAX machines, and standard phone systems.
	Provide 10 x RJ11 access points 
	
	

	28
	1
	Communications interface


	150 to 600 ohm balanced audio transmit and receive (-6 dbm and 0 dbm respectively)
	
	

	29
	1
	Communications interface
	Provide ability to monitor and transmit on UHF, VHF (AM & FM), SATCOM radios in clear and secure modes
	
	

	30
	1
	RED/BLACK


	A integrated Secure and Non-secure switch (red/black)
	
	

	31
	1
	Intercom


	Hands-free intercom
	
	

	32
	1
	Intercom
	The capability to select and control the use of internal voice communications connectivities including the capability to initiate, join, exit and terminate nets between operators in any configuration from two to the total number of intercom units available 
	
	

	33
	1
	Radio Monitoring


	Multiple net monitoring
	
	

	34
	1
	Radio Monitoring
	Monitoring source for each channel available and the user shall be capable of transmitting on all channels simultaneously.
	
	

	35
	2
	Radio Monitoring
	The capability to independently and collectively distinguish internal and external voice nets by adjustment of receive volume and apparent spatial direction of each voice net in the headset
	
	

	36
	1
	Distribution Media


	Standard cables, connectors
	
	

	37
	2
	Operator Voice Interface


	Push to talk Handset
	
	

	38
	1
	Operator Voice Interface


	Headset
	
	

	39
	1
	Operator Voice Interface


	Speaker and Jack-boxes (600 ohm balanced lines)
	
	

	40
	1
	Operator Control


	Select any selectable circuits which may include all.
	
	

	41
	1
	Operator Control - Workstation Comm Assignment
	Operators will have the ability at each workstation to assign a minimum of 32 radio circuits in any combination, all of which can be active; and 8 telephone circuits
	
	

	42
	1
	Operator Control - Workstation Comm Assignment
	Each operator shall be assigned a minimum of 1 POTS phone accessible through the operator terminal
	
	

	43
	1
	Operator Control - Workstation Comm Assignment
	Operator will have the ability to simultaneously transmit and monitor on Tadil J Voice (A & B channels) on both terminals
	
	

	44
	1
	Operator Control
	All operator switch capabilites shall be available simultaneously unless otherwise stated in this SCD or restricted by security regulations.
	Example: Active secure phone and radio circuits may be placed on hold to access a non-secure phone and radio.
	
	

	45
	1
	Operator Control


	Provide Multi-Level Preemption & Precedence
	
	

	46
	1
	Operator Control


	Selectable PTT for all voice circuits
	
	

	47
	1
	Operator Control


	PTT footswitch
	
	

	48
	1
	Operator Control


	In-line hand PTT switch
	
	

	49
	1
	Operator Control


	Speaker and Headset Volume control
	
	

	50
	1
	Operator Control


	Individual volume control for each internal and external radio/net at each workstation
	
	

	51
	1
	Operator Control
	The capability to simulcast over selected voice radio nets designated as having the same cryptographic mode (i.e., clear or secure) up to a maximum of four nets
	
	

	52
	1
	Operator Control
	The microphones shall have hands-free mode that can be manually disabled. Each transmission shall require a PTT unless hands-free is enabled.
	
	

	53
	2
	Operator Control


	Speaker mute control and Dim control at workstations.
	
	

	54
	1
	System Programming


	Protected configuration settings
	
	

	55
	1
	Operating Temperature Range
	0 to 40 degrees Celsius
	
	

	56
	1
	Storage Temperature Range
	 - 40 to 63 degrees Celsius
	
	

	57
	1
	Humidity Range


	Up to 95% noncondensing
	
	

	58
	1
	TEMPEST electrical separation integrity
	Interface shall meet NSTISSAM TEMPEST electrical separation requirements. Electrical separation shall ensure that every signal conductor from a RED device is routed only to another RED device. Electrical separation requirements shall apply to all signal distribution, power, and grounding circuits. The interface equipment between RED and BLACK interface circuits shall exhibit the following port-to-port isolation characteristics: 100 db over audio frequency range of .3 to 15Khz, and 60 db over digital data rate.
	
	

	59
	1
	Architecture


	Open commercial bus structure
	
	

	60
	1
	Redundancy


	Power Supply
	
	

	61
	1
	Redundancy


	Channel Cards
	
	

	62
	1
	Maintenance


	Built-in Test
	
	

	63
	1
	Maintenance


	Organization Level Card Swapping
	
	

	64
	1
	Maintenance
	During interface channel equipment failure or damage, the remaining portion of the system shall continue to operate.
	
	

	65
	1
	Maintenance


	On-line diagnostics without interruption of system operation
	
	

	66
	2
	MTTR


	<2 hr
	
	

	67
	1
	Logistics Support


	Supply parts readily available
	
	

	68
	2
	VoIP


	Expansion capability
	
	

	69
	1
	Radio Control
	Government provided radio control software shall be executed and accessible on the operator computer and touch screen display.
	
	

	70
	2
	Wireless Capability


	Expansion capability
	
	

	71
	1
	Size
	All components in less than a 72” rack for the MSS switch and a 54" rack for the EC3 excluding operator workstations
	
	

	72
	1
	Weight


	Not critical selection criterion
	
	

	73
	1
	Current Applications


	Fielded in similar system if possible
	
	

	74
	1
	Integration of system switching


	Voice and Data Links
	
	

	75
	1
	Flexibility of system


	System capable of reconfiguration by user when requirements change.
	
	

	76
	1
	Simplicity of Operation


	Minimize control operations
	
	

	77
	1
	System Software


	COTS and meeting current JTA standards
	
	

	78
	1
	Password Restricted Programming
	3 levels (Maintenance, Communications Officer, and User terminals)
	
	

	79
	1
	System Configuration


	Each user shall have unique access and configuration profile that can allow users to change locations
	
	

	80
	1
	System Configuration


	Computer based system administration function capable of naming voice channels and radio frequencies
	
	

	81
	2
	System Programming/Setup
	Configuration of the system shall be loaded from a removable memory medium.
	
	

	82
	1
	Controls and Indicators


	Plain Text and Cipher Text control and indications.
	
	

	83
	1
	Controls and Indicators


	Remote radio squelch activation.
	
	

	84
	1
	RED/BLACK


	Secure and non-secure voice shall be accessible through the system.
	
	

	85
	1
	RED/BLACK


	Integration of secure and non-secure signals shall be in accordance with current National Security Agency standards.
	
	

	86
	1
	System Operation
	An operator customizable voice communications control capability shall be provided on the operator workstation display to identify all callers, nets, and radio channels, by name that are occupying each channel on each workstation.
	
	

	87
	1
	System Interface
	Workstation terminal shall provide a connection port for a supervisory handset or headset that monitors all activities. The supervisory headset shall have the ability to override the user for training purposes.
	
	

	88
	2
	System Operation


	Provide headset plug power for Active Noise Reduction headsets
	
	

	89
	1
	System Interface
	The operator control interface software shall execute from a Microsoft Windows or LINUX based COTS computer.
	
	

	90
	1
	System Interface


	The operator computer shall have access to an external Ethernet connection.
	
	

	91
	1
	System Interface
	The system shall accept external GPS reference timing from an input source and/or slave to input timing from the T-1 PRI input.
	
	

	92
	1
	System Interface
	The operator and maintenance user interfaces shall be a single computer based graphic user interface (GUI).
	
	

	93
	1
	System Interface
	The operator workstation pc controlling the single touch screen display shall be remoted from the operator workstation to a central rack location.
	
	

	94
	1
	System Interface
	Operator terminal software shall be capable of being loaded on a touch screen display to be provided by the Government
	
	

	95
	1
	System Interface
	The GFE radio control software and the CSS contractor operator terminal software shall be capable of running on the same PC and touch screen display.
	
	

	96
	1
	System Interface
	All operator access of red/black voice communication control capabilities shall be through a single GUI.
	
	

	97
	1
	System Interface


	All headset jacks shall provide simultaneous access to both red & black voice channels.
	
	

	98
	2
	Shock and Vibration


	MIL-STD-810E
	
	

	99
	1
	Interface connections


	Use of standard shielded cables and connectors and not having punch-down blocks
	
	

	100
	1
	Ruggedization


	Industrial or Military
	
	

	101
	1
	Distribution Media
	All non-volatile electronic media storing classified data must be capable of daily removal for storage in a secure location.
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