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Solicitation FA8720-04-R-0004

Questions and Answers  (As of 9 April 2004)

1.  Question:  The February 10th, 2004 Notice of Contract Action for the Battle Control System-Mobile Block 20 Communications Switch Subsystem (CSS) Demonstration and Production effort stated that participation on this contract would be limited to U.S. firms only.  Does this mean that responding organizations need to be registered and certified with the Defense Logistics Service Center (DLSC) in order to be considered for this contract?  If so, how does my company get registered and certified with DLSC?

Answer:  YES.  IAW with AFMCFARS 5352.227-9001, all Offerors responding to this solicitation must be registered and certified with DLSC in order to be considered.  (Note: DLSC has been renamed the Defense Logistics Information Service (DLIS)).  An Offeror's certification information should be included with their proposal certifications.

A company receives their registration and certification through the DLIS by completing and submitting DD Form 2345.  This certification process may take a week or more, so Offeror's interested in responding to this solicitation who have not obtained their DLIS registration and certification should take appropriate action as soon as possible.

DLIS can be contacted at:

Defense Logistics Information Service

74 Washington Ave. N

Battle Creek, MI 49017-3084

Phone: 1-800-352-3572

Additional information can be found on the DLIS Joint Certification Program website at http://www.dlis.dla.mil/jcp/.  For Offeror convenience a pdf copy of DD Form 2345 is embedded as an icon below:
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2.  Question:  The BCS SCD references a BCS-Fixed Program and states that the BCS-M Software will be identical.  Has the government already purchased the BCS-Fixed equipment?

Answer:  The BCS-Fixed and BCS-Mobile are separate acquisition programs.  The BCS-Fixed is already on contract and well on its way towards delivery.  There is an intention to try to have both programs use a common mission software that processes and displays target data and interfaces with the command and control (C2) data network.  The paragraph in question is referring in general to this C2 software and NOT the voice subsystem.  Although the BCS-Fixed and BCS-Mobile programs also both have voice subsystem requirements, each program has its own unique requirements and is pursuing its own unique solution.  These voice subsystems are also being acquired by different agencies.  There is no intention to restrict the BCS-F and BCS-M voice subsystems to have common software or hardware.

3.  Question:  Are the T1 trunk lines to be regarded as "Black"?  (SCD Appendix A requirement #22)

Answer:  Yes.  These T1 lines will carry all phone traffic.  Secure telephone connections will be provided through STE-R equipment installed between red and black channels.

4.  Question:  Are the 10 x RJ11 access points to be regarded as "Black"?  (SCD Appendix A requirement #27)

Answer:  Yes.  The RJ11 connections will be for general phone line connections.  Some or all of these RJ11 access points may have dedicated STE connected to them to provide secure communications for discrete telephones or fax machines.

5.  Question:  Does the requirement that each operator be assigned a minimum of one POTS phone imply that the operator shall have the capability to make and receive telephone calls, or is it necessary to have a physical POTS phone assigned to the position?  (SCD Appendix A requirement #42)

Answer:  The operator stations will not have separate POTS phones.  The ability to make and receive telephone calls must be an integral capability of the operator station interface and control for the CSS.

6.  Question:  If a proposed COTS system uses LCD displays which are not rated to -40C for storage.  Is a waiver on this requirement possible?  (SCD Appendix A requirement #94)

Answer:  No.  The Government's objective is to have all the BCC equipment capable of storage at -40 degrees C.  Per requirement #94, the Government will provide the necessary touch screen displays for the BCC equipment.  However, the Offeror will need to provide all necessary equipment--including touch screen displays--for in-plant integration and Factory Acceptance Testing.  Requirement #94 will be changed in a forthcoming RFP amendment to read:

Operator terminal software shall be loaded on a COTS 8" to 15" diagonal touch screen display to be provided by the Government

7.  Question:  Is it a requirement that the touch screen display be provided by the government?  (SCD Appendix A requirement #94) 

Answer:  Yes, it is the Government's intention to provide the touch screen displays for the BCC.  The Government's objective is to provide a common control interface for the CSS and the Government's Remote Radio Secure Voice System.  In order to clarify this requirement, the Government is going to modify requirement #95 in a forthcoming RFP amendment to read:

The GFE radio control software and the CSS contractor operator terminal software shall run on the same PC and touch screen display.

8.  Question:  If a proposed COTS solution already includes radio control software.  Is it essential to use the Government software?  (Appendix A requirement #95)

Answer:  Yes it is essential to use the Government radio control software.  The Government radios are physically remoted over long haul communications to distant transmit and receive sites.  The Government has made a significant investment in establishing this capability with a special control system that actually operates the remoted radios.

9.  Question:  Please explain the term, "on both terminals", with respect to SCD Appendix A requirement #43.

Answer:  There was a typographical error in the SCD.  The wording for requirement #43 will be changed in a forthcoming RFP amendment to read:

Operator will have the ability to simultaneously transmit and monitor on TADIL J Voice (A & B channels) through the operator terminal

10.  Question:  When will demonstrations be scheduled?

Answer:  In-plant surveys and demonstrations will be conducted after an initial review of Offeror technical proposals.  The demonstrations are tentatively scheduled to begin the first week in May.  The Government will coordinate exact in-plant visit dates with individual Offerors during the week of 19 April 2004.

11.  Question:  Would an operational site visit be an acceptable alternative to the in-plant demonstrations?

Answer:  The Government's main restriction is time.  The Government will only be able to spend one eight-hour workday with each Offeror, and this will probably preclude visiting widely separated locations for a particular Offeror.  A visit to an operational site would be acceptable as long as the Offeror makes all arrangements for access and support at the operational site, meets the Government's time constraints, and the visit does not require international travel for the Government team.  If the demonstration is done away from the plant, the Offeror can mitigate the missed in-plant opportunity by providing knowledgeable personnel and videos, briefings, etc. to answer the Government team's questions about the Offeror's integrated processes.  Please note that this US Government procurement office will not request nor endorse any request for access to any operational site for demonstration purposes towards this competitive source selection.

12.  Question:  When will pricing submittals be required?

Answer:  The proposal pricing information will not be submitted until after the completion of the in-plant review and demonstration for all Offerors.  Although not firm at this time, the in-plant reviews/demonstrations will likely not be completed until around the middle of May.

13.  Question:  SCD Appendix A-Communication Switch Capabilities, requirement  # 22.  There are 56 KY-100s listed, but there are only 52 radios listed to connect them to.  What are the other KY-100s for or is this a typo?

Answer:  There is an error in the number of KY-100s listed for the MSS in SCD Appendix A requirement #22.  The correct number of KY-100s is 52 for the MSS.  Requirement 22 will be changed to indicate 52 KY-100s and requirement #20 will also be reduced by four interfaces for a new total of 92 interfaces.  These changes will be included in a forthcoming amendment to the RFP.

14.  Question:  How do I find DI-MISC-81334A on the ASSIST website.  Is another source available?

Answer:  All of the Data Item Descriptions referenced from the CSS RFP are available on the ASSIST Quick Search website, http://assist.daps.dla.mil/quicksearch.  One of the easiest ways to find a document is to use the Document Number search option.  Just type in the numerical part of the document title or short title (no alpha characters or punctuation) and click submit.  For example to find DI-MISC-81334A, Contract Work Breakdown Structure, type in 81334 into the Number Box and submit.  DI-MISC-81334A is the third (and last) item in the retrieved list of documents.  If there are other documents referenced from the RFP that are not available from ASSIST then the Government can post them on the CSS RFP page on HERBB.

15.  Question:  How can my company get of copy of the Government's radio control software information referenced in paragraph 4.5 of the CSS Statement of Objectives (RFP Attachment 1)?

Answer:  The Government is restricting release of this information to US companies who are interested in responding to the CSS RFP.  In order to receive this information a company must first comply with AFMCFARS 5352.227-9001 (see question 1) and then make a written request, with company information, point of contact, and e-mail address, to the PCO, Ms. Debra Hamilton, Debbie.Hamilton@hanscom.af.mil.  If these conditions are met, the company POC will be sent e-mails with instructions for logging onto a Government secure website where the information (which is contained in a single Zip file) can then be download.

16.  Question:  Attachment 1 - Statement of Objectives for BCS-M CSS.  Paragraph 4.4.9 states "The Government objective is to acquire an integrated red/black voice communications switch solution that has passed Government approved TEMPEST certification . . .".  This would appear to preclude the modification of COTS equipment to meet the requirement and subsequent certification of the upgraded equipment.  Is it the Government's intention to preclude the modification of COTS equipment to meet this requirement?

Answer:  It is not the Government's intention to preclude the modification of COTS for the CSS.  An off-the-shelf solution is desirable, but the main objective is to achieve an affordable solution that meets our performance and schedule requirements.

17.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirements #18, #19, #20 and #21 lists quantities of interfaces with growth potential inferred by the term "expandable."  For each of the interfaces, can you estimate the expandability in a percentage factor, for example 20%?

Answer:  The design of the system should not preclude the ability to add additional interfaces in the future.  A specific growth factor is not required.

18.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #25 describes the recorder requirement.

a.)  Is the recorder(s) GFE?

Answer:  The voice recorder for the Battle Control System will be provided through a separate developer.  The CSS contractor only needs to provide and describe the interface for a recorder.

b.)  Is the Communications Switch to provide separate red and black recorder interfaces?

Answer:  The need for separate red and black recorder interfaces depends on the architecture of a particular CSS solution.  Either method is acceptable as long as all voice channels can be provided to a recorder and TEMPEST / security requirements can be satisfied.

c.)  For each operator position, is the two-way red operator audio to be recorded on a separate channel?

Answer:  Having the red voice traffic recorded separately for each operator depends on the architecture of particular CSS solution.  Each operator position needs to have all voice (red and black) traffic recorded.  The objective is to be able to record (and replay) the composite voice traffic for each operator station.

d.)  For each operator position, is the two-way black operator audio to be recorded on a separate channel?

Answer:  Having the black voice traffic recorded separately for each operator depends on the architecture of particular CSS solution.  Each operator position needs to have all voice (red and black) traffic recorded.  The objective is to be able to record (and replay) the composite voice traffic for each operator station.

e.)  For each radio interface, is the two-way red audio to be recorded on a separate channel? 

Answer:  This depends on the architecture of particular CSS solution.  It is preferred to have the voice traffic for each radio interface recorded on a separate channel.  However, the main objective is to be able to record (and replay) the composite voice traffic for each operator station.

f.)  For each radio interface, is the two-way black audio to be recorded on a separate channel? 

Answer:  This depends on the architecture of particular CSS solution.  It is preferred to have the voice traffic for each radio interface recorded on a separate channel.  However, the main objective is to be able to record (and replay) the composite voice traffic for each operator station.

g.)  For each telephone interface, is the two-way red audio to be recorded on a separate channel?

Answer:  This depends on the architecture of particular CSS solution.  It is preferred to have the voice traffic for each telephone interface recorded on a separate channel.  However, the main objective is to be able to record (and replay) the composite voice traffic for each operator station.

h.)  For each telephone interface, is the two-way black audio to be recorded on a separate channel?

Answer:  This depends on the architecture of particular CSS solution.  It is preferred to have the voice traffic for each telephone interface recorded on a separate channel.  However, the main objective is to be able to record (and replay) the composite voice traffic for each operator station.

19.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirements #26 and #43 refer to TADIL interfaces.  Will the Communication Switch interface to the Tactical Data Link Computers JTIDS voice channels as analog signals (A&B voice groups), or as digital signals (A&B voice groups)?

Answer:   Either analog or digital interfaces will be acceptable.  However, a DIGITAL interface is preferred since all JTIDS terminal interfaced too presently support this format. 

20.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #35 refers to radio monitoring.  Is it correct to assume that to distinguish between internal and external voice nets by spatial direction, infers separate left and right headset earpiece paths?

Answer:   The method by which spatial direction requirement is met depends upon a particular CCS solution.  However, it is assumed that stereo sound is required for a spatial direction capability.  Spatial direction and separate volume control are required (Priority 2) capabilities for all active channels at an operator position, whether internal or external.
21.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #58 lists TEMPEST as a Priority 1 Requirement for CSS.  Section M, M001 Source Selection, paragraph (f) states that positive consideration is given if the RED/BLACK switch solution has been TEMPEST Certified.  The latter reference seems to imply that TEMPEST certification is not mandatory but could be obtained after contract award.  Is previous TEMPEST certification a mandatory requirement?

Answer:  It is not mandatory, although it is highly desirable, for a proposed solution to be TEMPEST Certified off the shelf.  It is mandatory for the CSS to be TEMPEST Certified prior to going into Development Test and Evaluation which is tentatively scheduled for the April - May 2005 timeframe.

22.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #70 refers to wireless capability.  Does the term wireless capability apply to the LAN, the operator headsets, the operator positions or to something else?

Answer:  Initially to Operator headsets.  Any wireless capability provided would need to be certifiable.
23.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #74 states that the Communications Switch will integrate data links, while requirement #82 states that the switch will support plain/cipher text control and indications.  

a)  To what extent will the Communications Switch interface with radio data ports as well a GFE data terminals and/or GFE computer data ports?

Answer:  The CSS is voice only and does not to interface with other non-voice computer data ports in the BCC.

b)  Will the Communications Switch function as a data switch to set up the path between a data terminal/computer and a radio? 

Answer:  No.  The CSS is voice only.  However, the CSS must have the ability to support plain/cipher text control and indications (reference requirement #82).

24.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #95 identifies a priority 1 requirement for the GFE Radio Control Software and the CSS operator terminal software to be capable of running on the same PC and touch screen display.  Attachment 1 (Amendment 1) identifies this radio control software as Rome Touch-Radio Control System (RTCS).  Would the Government consider the substitution of another Radio Control software product, an open system running under Windows NT, that is widely used today in the Air Force?

Answer:  No.  Please see Government Answer to Question 8.
25.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #90 refers to the Ethernet connection.  Is the purpose of the external Ethernet connection to support radio control messages between the operator position and the GFE radio control system?

Answer:  Yes, the Ethernet port is needed to interface the RTCS radio control software to a server controlling the remote radios.
26.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #14 refers to zeroing of COMSEC equipment.  Is the intent for the Communications Switch to support remote zeroing and remote fill of all COMSEC equipment? 

Answer:  No.  However, the CSS design should not preclude a capability external to the CSS providing single point fill and zeroing of COMSEC material.
27.  Question:  Attachment 4, CSS Systems Capability Document, Appendix A.  Requirement #17 refers to Support Distributed Interactive Simulation (DIS) and High Level Architecture (HLA) interfaces.  What general and/or specific requirements will be levied on the Communications Switch in order to support the DIS environment and HLA interfaces?

Answer:  The BCS-M system is migrating toward supporting Distributed Mission Operations (DMO) and Distributed Mission Training (DMT).  These networked simulated missions pass radar, data link, and voice data over IP networks using DIS and HLA protocols and formatting.  It is planned for the CSS to provide both the live voice connectivity (Priority 1) and the ability to create virtual radios with DIS/HLA outputs to support DMO (Priority 2).  A total of 12 virtual radios will need to be supported.

28.  Question:  Attachment 4, CSS Systems Capability Document, System Level Requirements Tab.  Requirement #130 refers to automatic switchover.  During a switchover between primary and secondary Communications Switch equipment, it is understood that the mission operations is not to be disrupted.  However, is it acceptable that operators will need to reestablish intercom and telephone calls?

Answer:  If the solution requires a redundant processor to meet the Ao requirement, then the system also needs to meet SCD requirements #130 and #131.  If redundancy is used, it is preferred that active intercom and telephone channels automatically reestablish in the event of a switchover to a redundant processor.  However, a manual process for reestablishing intercom and telephone calls is also acceptable.
29.  Question:  Attachment 4, CSS Systems Capability Document, System Level Requirements Tab.  Requirement  #606 refers certification and accreditation IAW DoD 8510.1-M, 8500.1 and 8500.2.  To what extent will the Communications Switch supplier be involved with the system level certification and accreditation IAW DoD 8510.1-M, 8500.1 and 8500.2?

Answer:  The normal data provided through the CDRL list should provide most of the information required for the Government to seek system level certification and accreditation.  However, the actual support required depends on a particular CSS solution.  If a CSS Offeror envisions additional support and/or information beyond the CDRL requirements, as might be the case with a Voice Over Internet Protocol (VoIP) solution, then the projected additional scope should be included as appropriate costs under the Integration and Technical Support Contract Line Item, CLIN 0003.

30.  Question:  Section L-III Instructions for Proposal Preparation Paragraph 4.2.2.  Volume Organization Mission Capability and Proposal Risk is a topic not included in the outline yet according to paragraph 4.2.1 this topic is required to be addressed in the Mission Capability Volume.  Where in the outline should this major topic be placed?

Answer:  Proposal risk should be addressed in the section (5) Technical Approach discussion in the Mission Capability, Volume II.  Risk mitigation approaches should also be addressed in the Contractor Statement of Work, Integrated Master Plan, and Integrated Master Schedule as appropriate.  Significant risks should be highlighted in the Volume I Executive Summary.

31.  Question:  Section L-III Instructions for Proposal Preparation Paragraph 4.2.7,  Volume Organization, Proposed Spare Parts List, requires that this topic be address in the Mission Capability Volume.  It is not included in the outline provided.  Where should the topic be included in the initial Proposal submittal?

Answer:  As indicated in Section L-III, Table 2.7, provide the Proposed Spare Parts List as Appendix 4 to Volume II.  Item (9) Proposed Spare Parts List (Appendix 4) was inadvertently left out of section 4.2.2 and will be included in a forthcoming administrative modification to the RFP.

32.  Question:  Section L-III Instructions for Proposal Preparation, Attachment 1, Cross Reference Matrix.  The example Cross Reference shows a column marked "work Req".  To what document does that term refer?

Answer:  The WORK REQ (second Column) heading in the example Cross Reference Matrix is intended to refer to a Contract Work Breakdown Structure item.  REQ. DOC. (Column one) refers to a Requirements Document.  For this RFP, REQ. DOC. can be assumed to mean our SCD (Attachment 4).  However, the Cross Reference Matrix provided is an example only and can be tailored by an Offeror to best suite his proposal.  The Government will clarify this in a forthcoming Amendment to the RFP.

Please note corrected text in question 19.
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INSTRUCTIONS FOR COMPLETING DD FORM 2345 
 


MAIL THE ORIGINAL COMPLETED COPY OF THIS FORM, AND A COPY OF YOUR 
COMPANY’S INCORPORATION CERTIFICATE, OR STATE/PROVINCIAL BUSINESS 


LICENSE, OR SALES TAX IDENTIFICATION FORM OR ANY OTHER DOCUMENTATION 
WHICH VERIFIES THE LEGITIMACY OF THE COMPANY TO THE BATTLE CREEK, MI 


ADDRESS INDICATED AT THE TOP OF THE DD FORM 2345.   
 
Item 1. (Type of submission) mark only one box. 
 
Item 2.a. (Name) Enter full legal company name, or parent company 
(if applicable), or institution.   
 
Item 2.b. (Address) The address, street address included, of the 
entity applying for "certified contractor" status is required in 
Item 2.b.  Unless a P.O. Box address is inserted in Item 3.b., the 
information provided in Items 2.b. and 3.b. must be the same. 
 
Item 2.c. (Name of subsidiary/division/department) Enter the name of 
the subsidiary, division, or department applying for “certified 
status”.  If not applicable, state none or leave item blank. 
 
Item 2.d. (CAGE Code) Enter CAGE Code. If you do not have a CAGE 
Code, leave blank. 
 
Item 3 (DATA CUSTODIAN) enter the full name, business telephone 
number, and title of the individual who will receive military 
critical technical data for the company, and be responsible for its 
further dissemination.  A position designation may be used only when 
conditions described in Item 5.a. are prerequisites for holding that 
position.   
 
Item 4 (DESCRIPTION OF RELEVANT BUSINESS ACTIVITY) Describe the 
business activity of the entity identified in Item 2.a. in 
sufficient detail for the U.S. or Canadian agency controlling the 
data to determine whether the military critical technical data that 
you may request is related to your stated business activity.  For 
example, state that you design and construct high-pressure, high 
volume hydraulic pumps for use in connection with aircraft control 
surfaces; do not state simply “hydraulic pumps.”  Provide concise 
statements within the space provided, if necessary, a continuation 
page may be used. 
 
Item 5.a. (CITIZENSHIP/RESIDENCE STATUS) If the location of the 
entity is the United States, the individual named in Item 3.a. must 
be a U.S. citizen or a person admitted lawfully for permanent 
residence into the United States.  If the location of the entity is 
in Canada, the individual named in Item 3.a. may be either a 
Canadian or U.S. citizen or a person admitted lawfully for permanent 
residence into Canada. 
 
Item 6. (CONTRACTOR CERTIFICATION) This must be the original 
signature of a person who can obligate the entity to a contract.  
 







DD FORM 2345, JUL 2003 


MILITARILY CRITICAL TECHNICAL DATA AGREEMENT 


PREVIOUS EDITION IS OBSOLETE. 


Form Approved 
OMB No. 0704-0207 
Expires Oct 31, 2004 


(Please read Agency Disclosure Notice, Privacy Act Statement and Instructions on back 
before completing this form.) 


MAIL THE ORIGINAL, COMPLETED COPY OF THIS FORM AND A COPY OF YOUR COMPANY'S INCORPORATION CERTIFICATE, STATE/ 
PROVINCIAL BUSINESS LICENSE, SALES TAX IDENTIFICATION FORM OR OTHER DOCUMENTATION WHICH VERIFIES THE LEGITIMACY 
OF THE COMPANY TO: 


U.S./CANADA JOINT CERTIFICATION OFFICE 
DEFENSE LOGISTICS INFORMATION SERVICE 


FEDERAL CENTER, 74 WASHINGTON AVE., NORTH 
BATTLE CREEK, MI USA 49017-3084 


1. TYPE OF SUBMISSION (X one) a. INITIAL SUBMISSION b. REVISION c. 5-YEAR RENEWAL 


2. ENTERPRISE OR INDIVIDUAL DATA (Referred to as a "certified contractor" upon acceptance of certification by the U.S./Canada - JCO) 
a. NAME (Name of Enterprise or Individual) b. ADDRESS (Physical address, including P.O. Box if applicable) 


c. NAME OF SUBSIDIARY/DIVISION/DEPARTMENT 


d. CAGE CODE 


3. DATA CUSTODIAN 
a. NAME OR POSITION DESIGNATION (See Instructions) b. TELEPHONE NUMBER (Include Area Code) 


c. TITLE d. E-MAIL ADDRESS 


4. DESCRIPTION OF RELEVANT BUSINESS ACTIVITY (Print or type) 


5. AS A CONDITION OF RECEIVING MILITARILY CRITICAL TECHNICAL DATA, THE ENTERPRISE OR INDIVIDUAL CERTIFIES THAT: 
a. CITIZENSHIP/RESIDENCY STATUS. 


The individual designated either by name or position designation in Item 3, 
who will act as custodian of the militarily critical technical data on behalf of the 
contractor, is a citizen or person admitted lawfully for permanent residence into: 
(X (1) or (2)) 


(1) THE UNITED STATES (2) CANADA 


b. The data are needed to bid or perform on a contract with any agency of the 
U.S. Government or the Canadian Government or for other legitimate business 
activities in which the contractor is engaged, or plans to engage. 


c. They (1) acknowledge all responsibilities under applicable U.S. export control 
laws and regulations (including the obligation, under certain circumstances, to 
obtain an export license from the U.S. Government prior to the release of 
militarily critical technical data within the United States) or applicable Canadian 
export control laws and regulations, and (2) agree not to disseminate militarily 
critical technical data in a manner that would violate applicable U.S. or Canadian 
export control laws and regulations. 


d. They will not provide access to militarily critical technical data to persons 
other than their employees or eligible persons designated by the registrant to 
act on their behalf unless such access is permitted by U.S. DoDD 5230.25, 
Canada's TDCR, or by the U.S. or Canadian Government agency that provided 
the technical data. 


e. No person employed by the enterprise or eligible persons designated by the 
registrant to act on their behalf, who will have access to militarily critical 
technical data, is disbarred, suspended, or otherwise ineligible to perform on 
U.S. or Canadian Government contracts or has violated U.S. or contravened 
Canadian export control laws or has had a certification revoked under the 
provisions of U.S. DoDD 5230.25 or Canada's TDCR. 


f. They are not themself debarred, suspended, or otherwise ineligible to per-
form on U.S. or Canadian Government contracts, and have not violated U.S. or 
contravened Canadian export control laws, and have not had a certification 
revoked under the provisions of U.S. DoDD 5230.25 or Canada's TDCR. 


6. CONTRACTOR CERTIFICATION 
I certify that the information and certifications made by me are true, complete, and accurate to the best of my knowledge and belief and are 


made in good faith. I understand that a knowing and willful false statement on this form can be punished by fine or imprisonment or both. 
(For U.S. contractors see U.S. Code, Title 18, Section 1001 and for Canadian contractors see Section 26 of the Defense Production Act.) 


a. TYPED NAME (LAST, First, Middle Initial) b. TITLE c. SIGNATURE d. DATE SIGNED 


7. CERTIFICATION ACTION (For JCO Use Only) 


a. CERTIFICATION ACCEPTED. This certification number, along with a 
statement of intended data use, must be included with each request for 
militarily critical technical data. 


b. NUMBER c. EXPIRATION DATE 


8. DOD OFFICIAL 
a. TYPED NAME (LAST, First, Middle Initial) 


b. TITLE 


c. SIGNATURE d. DATE SIGNED 


9. CANADA OFFICIAL 
a. TYPED NAME (LAST, First, Middle Initial) 


b. TITLE 


c. SIGNATURE d. DATE SIGNED 







INSTRUCTIONS FOR COMPLETING DD FORM 2345 


AGENCY DISCLOSURE NOTICE 


The public reporting burden for this collection of information is estimated to average 20 minutes per response, including the time for reviewing 
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of 
information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for 
reducing the burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports 
(0704-0207), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding 
any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a 
currently valid OMB control number. 


PRIVACY ACT STATEMENT 


AUTHORITY: U.S. ENTERPRISES AND INDIVIDUALS: 10 USC, Section 140c, as added by PL 98-94, Section 1217, September 24, 1983; 
and implemented by DoDD 5230.25, "Withholding of Unclassified Technical Data From Public Disclosure," November 6, 1984 (32 CFR Part 
250). 


FOR CANADIAN ENTERPRISES AND INDIVIDUALS: Defense Production Act. 


PRINCIPAL PURPOSE(S): To identify enterprises and individuals eligible to receive militarily critical technical data. 


ROUTINE USE(S): To support decisions regarding dissemination or withholding of militarily critical technical data. Information provided on 
this form describing your business may be published from time to time for the benefit of the "certified contractors." 


DISCLOSURE: Voluntary; however, failure to provide the information may result in a denial of access to militarily critical technical data. 


SPECIFIC INSTRUCTIONS 


1. Mark only one box. Mark "REVISION" (of a previously accepted 
submission) to show revised information, such as addresses or 
business description. Mark "5-YEAR RENEWAL" in response to a 
renewal notice from U.S./Canada - JCO. When either the 
"REVISION" OR "5-YEAR RENEWAL" box is marked, enter your 
current Certification Number in Item 7.a. 


2.a. For an enterprise, show full name of corporate parent; or 
institution. For an individual, show full name (LAST, First, Middle 
initial). 


b. Enter the physical mailing address of the enterprise or 
individual making the certification. If a P.O. Box is used for mailing 
purposes, include street address as well. 


c. Each corporate subsidiary or division that is to receive militarily 
critical technical data must be certified separately. If not applicable, 
so state. 


3. Show the name, business telephone number (including area 
code), title of the individual and their e-mail address (optional) who 
will receive militarily critical technical data and be responsible for its 
further dissemination. A position designation may be used only 
when conditions described in Item 5.a. are prerequisites for holding 
that position. 


4. Describe the business activity of the entity identified in Item 2 in 
sufficient detail for the U.S. or Canadian Government agency 
controlling the data to determine whether the militarily critical 
technical data that you may request from time to time are 
reasonably related to your stated business activity. For example, 
state that you design and construct high-pressure, high volume 
hydraulic pumps for use in connection with aircraft control surfaces; 
do not state simply "hydraulic pumps." Provide concise statements 
within the space provided. 


5. If certifications 5.e. and 5.f. cannot be made, provide (on a 
separate sheet) a description of any extenuating circumstances that 
may give sufficient reason to accept your certification. 


5.a. If the location of the entity identified in Item 2.a. is the United 
States, the individual named in Item 3 must be a U.S. citizen or a 
person admitted lawfully for permanent residence into the United 
States. If the location of the entity is in Canada, the individual 
named in Item 3 may be either a Canadian or U.S. citizen or a person 
admitted lawfully for permanent residence into Canada. 


6. If Item 2 identifies an individual, that individual must sign. If 
Item 2 identifies an institution or a corporate entity, a person who 
can legally obligate the enterprise to a contract must sign. 


7. CERTIFICATION ACTION. 


a. ACCEPTED. The U.S./Canada - JCO has assigned the 
enterprise or individual identified in Item 2.a., a Certification Number 
which will identify the individual or enterprise as a "certified 
contractor" as defined in U.S. DoDD 5230.25 or Canada's TDCR. 
The acceptance is valid for a period of five years from the 
acceptance date unless sooner revoked under the provisions of U.S. 
DoDD 5230.25 or Canada's TDCR. If at any time a certified 
contractor is unable to adhere to the conditions under which a 
certification was accepted, the contractor's certification is 
considered void, and the contractor will either submit a revised 
certification or surrender all militarily critical technical data obtained 
under this agreement to the data controlling offices specified on the 
documents. 


b. NUMBER. Certification Number (assigned by the JCO). 


c. EXPIRATION DATE. Date Certification Number will expire 
(assigned by the JCO). 


LEGEND: 
DoD = Department of Defense 
DoDD = Department of Defense Directive 
U.S./Canada - JCO = United States/Canada Joint Certification Office 
TDCR = Technical Data Control Regulations 
Militarily Critical Technical Data = Unclassified technical data as governed by U.S. DoDD 5230.25 or Canada's TDCR. 
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