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EXHIBIT A

F19628-03-R-0054

DATE 8-25-03

B-2 TADIL J BLOS Contract Data Requirements List (CDRL)

1) All electronic copies of deliverables shall be submitted in a format readable using Microsoft (MS) Word 2000, MS Excel 2000, MS Project 2000, and MS Power Point 2000.  If the contractor believes these formats are inappropriate, the Contractor shall provide rationale and the application needed to read the electronic copy.  

2) Documents will provide on the title sheet and the footer of each page the electronic file name.  The electronic file name shall start with the CDRL number and include the posting date and version number; e.g. A002 Verification Test Procedures  100202 v1.doc

3) Unless specified in the CDRL item, all CDRLs shall be provided electronically via email.  The distribution list is provided in Table 1.  

4) Classified sections of CDRLs or Classified CDRLs will be initially submitted on CD ROMs or Diskettes via mail or Courier until the information can be transmitted directly using SIPRNET with an e-mail sent to parties listed in Table 1 informing them of the posting.  

5) All revised documentation will be submitted using Microsoft Word’s “Revisions” tool, which will clearly highlight all changes from the previous version.  

6) All classified documentation and corresponding soft copy will be processed and marked in accordance with the DD254 instructions.  All unclassified documentation and corresponding soft copies will be provided separately where possible.

7) Unless specified in the remarks section, CDRLs subject to approval must be resubmitted within 10 working days of receipt of Government Comments.  

8) Unless specified in the remarks, Government approval time is 10 days after receipt of CDRL.

9) Contractor Format is acceptable.

Table 1 Distribution List

	Organization:
	Hard Copy Mailing Address:
	Email Address:


	
SIPRNET Address:


	ESC/DIVG:


	For Unclassified:
45 Arnold Street, Bldg. 1600Hanscom AFB MA 01731-3010

Attn: 1Lt Jim Horne

For SECRET:

TBD
	Jim.Horne@hanscom.af.mil

Stephen.Thompson@hanscom.af.mil

bws@mitre.org
	TBD


	Exhibit
	DID No.
	Title
	Approval
	Frequency
	SOO Ref
	Remarks

	
	
	
	
	
	
	

	A001
	DI-CMAN-81248A
	Interface Control Document
	Y
	See Remarks
	
	ICD - 5 calendar days prior to OUE

	A002
	DI-MISC-80508A
	Technical Report
	Y
	See Remarks
	
	Verification Test Procedures - 5 calendar days prior to Verification Test Execution

	A003
	DI-MISC-80508A
	Technical Report
	Y
	See Remarks
	
	Acceptance Test Procedures - 7 calendar days after Verification Test.

Acceptance Test Results – 5 working days after completion of Acceptance Test Execution

	A004
	DI-IPSC-81431A
	System/Subsystem Specification
	Y
	ONE/R
	
	SSS - 5 calendar days prior to OUE

If the B-2 TADIL_J BLOS solution is software centric, clearly identify a recommended hardware architecture that is suitable for the proposed software solution and provides an upgrade path for future capabilities/expandability.  The recommended/proposed components should be based on industry standards and best practices.  The components should be readily available and suited to the environment defined in the TRD.

	A005
	DI-IPSC-81434A
	Interface Requirements Spec.
	Y
	ONE/R
	
	IRS - 5 calendar days prior to OUE

	A006
	DI-IPSC-81441A
	Software Product Specification
	N
	See Remarks
	
	Initial Delivery at verification test.

Revision at Acceptance test (if required).

Final Delivery and updates on 24 CDs

	A007
	DI-IPSC-81442A
	Software Version Document
	N
	ONE/R
	
	Initial Delivery at verification test.

Revision at Acceptance test. (If required)

Deliver with each unit   Final Delivery and updates on same CDs as SPS

	A008
	DI-ILSS-80872
	Training Materials
	Y
	ONE/R
	
	Provide all information required necessary to develop a training manual.

	A009
	DI-IPSC-81443A
	Software Users Manual
	Y
	ONE/R
	
	Include in this description any hardware information as well.  Provide all information necessary to develop Technical Manual Operations and Maintenance Users Manual

	A010
	DI-CMAN-80639C
	Engineering Change Proposal
	Y
	ASREQ
	
	ECPs due as required/as requested

	A011
	DI-EMCS-80201B
	Electromagnetic Interference Test Procedures  
	Y
	ONE/R
	0
	Due 5 days prior to the start of EMI test execution

	A012
	DI-EMCS-80200B
	Electromagnetic Interference Test Report
	N
	ONE/R
	0
	Due 5 days after the completion of EMI test execution

	A013
	DI-MISC-80508A
	Technical Report
	N
	ONE/R
	0
	Decompression Testing and Test Results 

Results are due 5 days after the completion of the decompression test execution and no later than the start of OUE.

	A014
	DI-MISC-80508A
	SSAA
	Y
	ONE/R
	
	This will be used to support Certification and Accreditation.  See details below



	A015
	DI-MGMT-80368
	Status Report
	N
	Monthly
	0
	The first submission shall be provided 10 working days after the close of the first complete account period.


SSAA Details

The IT SSAA is a management plan that addresses program protection and system security requirements throughout the system’s life cycle in order to ensure un-compromised operational effectiveness.  The plan shall include a determination of what assets must be protected, identification of system vulnerabilities, analysis of critical information (CPI), assessment of the threat, establishment of protection planning criteria, application of protection principles, and identification of trade-offs between countermeasure implementation, cost, and operational effectiveness.   The purpose of this document is to provide source data to enable the B-2 SPO to apply for system accreditation for the system.

The deliverable shall be submitted in accordance with the contractor’s internal Quality Assurance standards.  

Contractor shall follow the Department of Defense Information Technology Security and Accreditation Process (DITSCAP- DoD 5200.40) and the DITSCAP Application Manual (DoD 8510.1-M).  Format will be in accordance with DoD 8510.1M.  In cases of conflicting guidance or lack of specific guidance, direction will be provided from the SPO.  

The initial Draft SSAA (body) due 60 calendar days after contract award.  The final version of the document is due at the completion of Acceptance Testing.  Specific guidance for SSAA section submittals is provided below. The initial installment will include a detailed Security CONOPS that will graphically depict all interfaces.

The first draft of SRTM is due 30 calendar days after contract award.  The final SRTM is due 60 calendar days after contract award.  Any changes in the contract, security requirements, or direction by the DAA may require revising the SRTM, and shall be due 15 calendar days after the contractor is notified of the change.
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