section l  – instructions, conditions, and notices to offerors
11 April 03


Attachment L-8

Sample Problem Instructions

1.  Introduction

This section contains instructions for preparing responses for the four sample problems.  Three of the sample problems are in the Site Design and Installation area and deal with site design, installation, acceptance testing, training and organizational level maintenance for a large installation, a medium size installation and a small size installation.  The fourth problem is in the Technology Insertion and Integration area and deals with resolving a Wide Area Thermal Imager problem and defining an approach for establishing a second source.

2.  Proposal Content and Format

The offerors shall submit the responses to the sample problems into four stand-alone documents.  Each document shall contain all the information dealing with that specific problem.  These responses should be structured and contain all information necessary for the Government to compare proposals and subsequently issue Delivery Orders for implementing the proposals.  Furthermore, each document shall have two sections, a technical and management section and a cost section.  The technical and management section shall contain all the information applicable to implementing the capabilities identified in the sample problems.  The cost section shall contain all cost information submitted per the Attachment L-6, IBDSS PWBS and include a proposed maximum award fee (expressed in a dollar amount) to be earned for each sample problem.  The cost section is not included in the page count limitations nor will travel cost be included in the award fee calculation.

3.  Site Design and Installation Sample Problem Instructions.

a.  Site design and installation:

The site design and installation descriptions shall contain a preliminary design; listing of all the equipment, locations of the equipment, and the connectivity of the equipment.  The equipment list shall be used in the cost section of the sample problem.  The tasks associated with the design effort shall be defined.  The installation plan shall describe all the activities associated with the installation, testing and turnover and identify all the proposed required material.  This shall include a list of labor categories and the associated labor hours.  This labor hour estimate shall be used in the cost section of the sample problem.

b.  Organizational Level Training:

The training approach shall address all activities associated with training 10 Security Forces personnel at the site.  The training shall include the operation of all installed equipment, the fault isolation to a component and the replacement of the failed component.  The Security Forces personnel are fully trained on existing fixed Electronic Security Equipment and TASS equipment.  The labor categories and the associated hours shall be proposed for training material preparation and class room presentation.  This information shall be used in the cost section of the sample problems.  The classroom will be provided by the Government at the installed location

c.  Organizational level maintenance:

The offeror shall describe their approach for contractor provided organizational level maintenance.  The contractor is required to provide organizational maintenance support for all of the installed equipment.  The proposed approach shall provide a list of initial on site spares.  It shall provide for fully qualified contractor personnel being on-site within 24 hours from notification.  The labor categories and the associated hours shall be proposed for providing the organization level support for 12 months.  This information shall be used in the cost section of the sample problems.  

d.  General:

The offeror shall include a list of assumptions and a list of required Government actions.

The proposal shall be based on the following conditions:

-  The sites are located in CONUS.

-  Travel to the sites and the associated costs should not be included.

-  The soil is sandy and very granular.

-  The local weather conditions, during the installation, are always favorable.

-  Commercial power is available on base and is of high quality.

e.  Cost Section:

The cost section shall include all the costs associated with the above activities.  The cost information shall be presented per the WBS contained in Attachment L-6.

4.  Technology Insertion Sample Problem Instructions

These instructions are applicable to the Wide Area Surveillance Thermal Imager (WSTI) Failure Resolution sample problem.  The offeror’s proposal shall describe their approach for performing the problem resolution and developing a second source for the WSTI.  For the problem resolution effort the offeror shall consider the WSTI equipment as GFE.  This shall include all the activities and costs associated with qualifying the second source.  A project schedule shall be provided.  The cost information shall include all the labor and equipment associated with this effort.  This shall include the delivery of one second source WSTI to the Government.  The cost information shall be presented per the WBS contained in Attachment L-6.

5.  Sample Problems:

The sample problems are included below:

1.  Large Base Site Design and Installation

2.  Medium Base Site Design and Installation

3.  Small Base Site Design and Installation

Attachment 1, System Specification For the Notional Air Base IBDSS Installation Project, dated 9 April 2003.

4.  Wide Area Surveillance Thermal Imager (WSTI) Failure Resolution

Sample Problem #1

IBDSS 

Large AFB

Installation Project

Capability Requirements

The Large AFB Installation Project shall implement all of the requirements shown below.  It consists of providing security for the basic base, (Large AFB Site Drawing) the WSA area (Figure 2) and the Mass Parking Area (Figure 1) on the base and a remote Launch Facility (Figure 3) 50Km from the base.  The proposed solutions shall meet the requirements contained in the enclosed System Specification For the Notional Air Base IBDSS Installation Project, dated 9 April 2003, Attachment 1.

	Capability
	No. of Locations/Coverage

	Intrusion Detection

Exterior
	20,000 meters perimeter; 3 MPAs

	Intrusion Detection

Interior 
	3 Hangars, 1 SFCC

	Wide Area Detection
	As determined by offeror

	Remote Assessment
	As required

	Assessment Video Recording
	WSA and SFCC

	Assessment Display
	WSA and SFCC

	Base Entry Control
	4 gates/2 lanes per gate

	WSA Entry Control
	1 at WSA

	Delay/Denial
	As required

	Command, Control and Display Equipment (CCDE)
	WSA and SFCC

	Communications 

Provide hardwired connectivity from above equipment to the CCDE
	As required

	Power

Power connectivity for the above equipment
	As required by specification.

	WSA
	3.2 Km perimeter, 1 gate

	LF
	310 m perimeter.  Located 50 Km from base.


Note:  The equipment being proposed to fulfill the above requirements must be in compliance with Performance Specification System Specification For the Notional Air Force Base IBDSS Installation Project, dated 9 April 2003.
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Launch Facility


Sample Problem #2

IBDSS 

Medium AFB

Installation Project

Capability Requirements

The Medium AFB Installation Project shall implement all of the requirements shown below.  It consists of providing security for the basic base, (Medium AFB Site Drawing) and the Mass Parking Area (Figure 1) on the base.  The proposed solutions shall meet the requirements contained in the enclosed System Specification For the Notional Air Base IBDSS Installation Project, dated 9 April 2003, Attachment 1.

	Capability
	Locations/Coverage

	Intrusion Detection

Exterior 
	12,000 meters perimeter; 2 MPAs

	Intrusion Detection

Interior 
	2 Hangars, 1 SFCC

	Wide Area Detection
	As determined by offeror

	Remote Assessment
	As required

	Assessment Video Recording
	1 SFCC

	Assessment Display
	1 SFCC

	Base Entry Control
	2 gates/2 lanes per gate

	Delay/Denial
	As required

	Command, Control and Display Equipment (CCDE)
	1 SFCC

	Communications 

Provide hardwired connectivity from above equipment to the CCDE
	As required

	Power

Power connectivity for the above equipment
	As required by specification.


Note:  The equipment being proposed to fulfill the above requirements must be in compliance with Performance Specification System Specification For the Notional Air Force Base IBDSS Installation Project, dated 9 April 2003.
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Sample Problem #3

IBDSS 

Small AFB

Installation Project

Capability Requirements

The Small AFB Installation Project shall implement all of the requirements shown below.  It consists of providing security for the basic base, (Small AFB Site Drawing) and the Mass Parking Area (Figure 1) on the base.  The proposed solutions shall meet the requirements contained in the enclosed System Specification For the Notional Air Base IBDSS Installation Project, dated 9 April 2003, Attachment 1.

	Capability
	Locations/Coverage

	Intrusion Detection

Exterior (Boundary)
	9,000 meters perimeter; 1 MPAs

	Intrusion Detection

Interior 
	1 Hangar, 1 SFCC

	Wide Area Detection
	As determined by offeror

	Remote Assessment
	As required

	Assessment Video Recording
	1 SFCC

	Assessment Display
	1 SFCC

	Base Entry Control
	1 gates/2 lanes per gate

	Delay/Denial
	As required

	Command, Control and Display Equipment (CCDE)
	1 SFCC

	Communications 

Provide hardwired connectivity from above equipment to the CCDE
	As required

	Power

Power connectivity for the above equipment
	As required by specification.


Note:  The equipment being proposed to fulfill the above requirements must be in compliance with Performance Specification System Specification For the Notional Air Force Base IBDSS Installation Project, dated 9 April 2003.
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9 April 2003

System Specification

For The

Notional Air Force Base

IBDSS Installation Project

1.0
SCOPE

1.1
Identification.  This specification establishes the functional, performance, integration and test requirements for the Notional AFB Security System Project, hereinafter referred to as the project, or the system.

1.2
Program Objective.  Provide an integrated security system solution for a Notional AFB of small, medium, and large size.  The system design and implementation involves the integration of tactics, techniques, procedures, and technology, including the use of transformational (“Leap Ahead”) technologies where applicable.  Capabilities to be addressed by the integrated system may include the following: area intrusion detection, access control, alarm assessment and reporting, integrated C2 and display, and delay/denial.
1.2.1
Resources.  See base maps

1.2.2
Security System.  The security system may be a combination of electronic security equipment and physical barriers that, when applied in concert with appropriate tactics, techniques and procedures, enhances the ability of Security Forces to detect, assess, track, delay and ultimately defeat a hostile force before it is able to seize, damage or destroy resources.  Integral to the security system is a command and control element that collects, transports, processes, integrates, displays and disseminates alarm and response information.  The installation effort includes equipment installation, integration, site-specific software configuration, lay-in of logistics support elements, system test and turnover, and two years of O’Level maintenance.

1.2.3
Transformational Security Technology and Performance-Based Requirements.  This project presents an opportunity to introduce transformational security technologies and the application of performance, rather than compliance-based requirements.  Transformational security technologies are those that will provide a “leap in capability” over today’s traditional, stovepipe restricted area security systems.  Examples include, but are not limited to, wide area intrusion detection and tracking; long range assessment; integrated C2 - "Situational Awareness"; wireless, secure communications; identification friend or foe; robotics; rapid, positive base access control; remote weapons; integration of "smart" sensors; stand-off explosives detection; non-lethal denial systems; remote sensing (e.g., aerostat, UAV).  Performance-based requirements specify the effect we expect the security system as a whole to provide, e.g., reduction in the loss of protected resources through earlier detection, reduced communication time, faster response time, etc., rather than how well individual elements of the system comply with regulatory requirements.

1.3
System Functions.  The project will include all of the seven (7) principal security functions:


a.
Detection


b.
Assessment


c.
Base Entry Control


d.
Command, Control and Display


e.
Communications


f.
Power


g.
Delay/Denial

2.0
APPLICABLE DOCUMENTS

2.1
General.  The documents listed in this section are specified in sections 3 and 4 of this specification.  This section does not include documents cited in other sections of this specification or recommended for additional information or as examples.  While every effort has been made to ensure the completeness of this list, document users are cautioned that they must meet all specified requirements documents cited in sections 3 and 4 of this specification, whether or not they are listed.

2.2
Government Documents.

2.2.1
Specifications, Standards, and Handbooks.  The following specifications, standards, and handbooks of the exact revision listed below form a part of this specification to the extent specified herein.

SPECIFICATIONS


DEPARTMENT OF DEFENSE



SMART GATE-001
25 Nov 02
Performance Specification, System Specification for the Smart Gate System

STANDARDS


DEPARTMENT OF DEFENSE



MIL-STD-461E
20 Aug 99
Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems and Equipment



MIL-STD-810F
01 Jan 00
Environmental Engineering



  Notice 1
01 Nov 00
Considerations and Laboratory



  Notice 2
30 Aug 02
Tests



MIL-STD-882D
10 Feb 00
Standard Practice for System Safety



MIL-STD-1472F
23 Aug 99
Design Criteria Standard for Human Engineering

 (Unless otherwise indicated, copies of the above specifications and standards are available from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094.)

SITING AND DESIGN GUIDANCE

UFC 3-260-01
01 Nov 01
Unified Facilities Criteria (UFC) Airfield And Heliport Planning And Design
DEPARTMENT OF DEFENSE



ESE-SIT-0001
01 Mar 03
Standardized Electronic and Security Equipment Siting and Design Guidance for Permanent Installations

 (Copies of the above documents are available from ESC/FD, 5 Eglin St., Bldg. 1624, 1st Floor, 
Hanscom AFB, MA 01731-2100.)

2.4
Order of Precedence.  In the event of a conflict between the text of this document and the references cited herein, the text of this document takes precedence.  Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.

3.0
REQUIREMENTS

3.1
Functional and Performance Requirements.  The Notional AFB security system shall provide the below stated capabilities.  Note that Intrusion Detection System (IDS) equipment and components need not be selected from the approved listing published by USAF/XOF.

3.1.1
Detection.  The detection capability shall provide immediate warning and locate targets to within 100 meters or less (see table 3 for additional details).  It is desired that the detection capability include long range and wide area detection and surveillance within zones that vary in size, location and performance, based on method of operational employment.  A line of detection may be defined as an area of detection that extends beyond the restricted area or resource boundary.  Specific detection capability requirements are: 

3.1.1.1  Target Characteristics.  The system shall detect targets with the characteristics described in Table 1.

TABLE 1.  Target Characteristics

	
	Minimum
Height & Weight
	Target Speed
	Intrusion Tactics

	
	
	Exterior
	Interior
	

	Human
	1.5 m (5 ft.) height; 
34 Kg. (75lb.) weight
	0.15 to 10 m per sec

(0.5 to 33 ft per sec)
	Not Applicable
	Running, Jumping, Walking, Crawling, or Rolling; Climbing, Bridging, Cutting or Lifting Fence Fabric



	Human
	1.5 m (5 ft.) height, 34 Kg. (75lb.) weight
	Not Applicable
	0.3 to 4 m per sec

(1 to 13 ft per sec)
	running, jumping, walking, crawling, or rolling



	Motor Vehicles
	ATV Sized
	Up to 30 m per sec.

(67 mph)
	Not Applicable
	Moving


3.1.1.2  Probability of Detection.  The Probability of Detection (Pd) is defined as the probability that an intruder will be detected and assessed at any element of the system.  The goal is to maximize the distance at which an intruder is detected from the resource.  For boundary and interior line of detection applications, the Probability of Detection (Pd) shall be 85% with a confidence level of 90%. It is desired that a Pd of 95% with a confidence level of 90% be achieved.  For boundaries around nuclear assests (e.g. WSAs), the Pd shall be 95% with a confidence level of 90%.  

3.1.1.3  False and Nuisance Alarm Rates.  Alarm rates per detection zone shall not exceed those shown in Table 2.

TABLE 2.  Allowable Alarm Rates

	
	Allowable Alarm Rates Per Detection Zone 
	

	Sensor Type
	False
	Nuisance
	Averaging Period

	Interior IDS
	1 per sensor region (zone, sector, etc.) per month
	3 per sensor region per month
	12 months 

(calendar year)

	Boundary Exterior IDS
	1 per sensor region per day
	3 per sensor region per day 
	30 days 

(month)

	Individual Resources IDS:  (IDS configured to protect an individual exposed resource, such as an aircraft).
	3 per day per individual resource 
	3 per day per individual resource
	30 days

(month)


3.1.1.4  Tamper.  The system shall provide tamper protection to resist and detect attempts by unauthorized personnel to access, bypass, spoof, jam or otherwise sabotage the system regardless of system status or mode of operation.  All components where the above actions are possible shall have tamper protection, unique tamper alarms, and the detection requirement for tamper protection is 100%.  The system shall provide notification of compromised sensors to the operator in near real time.

3.1.1.5  Self-Test.  The system shall have self-test capability for individual sensors that can be tested.  Computer-based systems with inherent capability of constant polling and status display shall meet the intent of self-test. 

3.1.1.6  Wide Area Detection .  The Wide Area Detection shall provide a mid- to long-range capability to automatically detect, locate, track, and report human or vehicle movement within its field of view, at the ranges from the restricted area boundary indicated in Table 3 below.

3.1.1.6.1  Target Data.  The system shall make target coordinates and tracking information available to the system operator on a geographic display.

3.1.1.6.2  Masking.  The system shall provide a capability to allow masking of nuisance alarm sources and to display masked areas to the system operator.

3.1.2  Assessment.  The assessment function shall provide adverse weather, day and night capability to remotely assess in near real time the cause of intrusion detection alarms.  Specific assessment capability requirements are specified below.

3.1.2.1  Alarm Display.  The system shall display the associated composite alarm scene upon activation of any sensor in that alarm zone in a timeframe that enables the operator to assess the alarm cause. The views of all surveillance devices associated with an alarm zone shall be displayed with an accuracy of 100%.

3.1.2.2  Automatic Tracking.  It is desired the system provide a capability to receive target information from detection equipment and to survey, assess and automatically track targets within or at the approaches to restricted or controlled areas.

3.1.2.3  Surveillance.  The system shall provide a capability for the system operator to perform area surveillance.

TABLE 3.  Long/Mid Range Detection

	Distance
	Target
	Pd*
	False Alarms

(Per Day)
	Nuisance Alarms

(Per Day)
	Avg. Period

(Days)
	Locate
	Track
	Classify

	
	
	T*
	O*
	T
	O
	T
	O
	30
	T
	O
	T
	O
	T
	O

	Long Range

5 – 10 km
	Vehicle
	.85
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	
	2-5 People (W)
	.75
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	
	1 Person (W)
	.75
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	Long Range

1 – 5 km
	Vehicle
	.90
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	
	2-5 People (W)
	.80
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	
	1 Person (W)
	.80
	.95
	3
	1
	3
	1
	30
	100m
	1m
	
	Yes
	
	Yes

	Mid Range

500 – 1000 m
	Vehicle
	.90
	.95
	3
	1
	3
	1
	30
	50m
	1m
	
	Yes
	
	Yes

	
	1 Person (W)
	.80
	.95
	3
	1
	3
	1
	30
	50m
	1m
	
	Yes
	
	Yes

	
	
	.
	.
	3
	
	
	
	
	
	
	
	
	
	

	Mid Range

100 – 500 m
	Vehicle
	.90
	.95
	3
	1
	3
	1
	30
	50m
	1m
	
	Yes
	
	Yes

	
	1 Person (W)
	.85
	.95
	3
	1
	3
	1
	30
	50m
	1m
	
	Yes
	
	Yes

	100m Only
	1 Person (C)
	.75
	.95
	3
	1
	3
	1
	30
	50m
	1m
	
	Yes
	
	Yes


*Notes:
All probabilities of detection listed shall be at the 90% confidence level.

When wide-area detection is employed, the Pd should not be measured at a single line, but instead should be measured as a cumulative probability taken across the adversary path.


T = Threshold
(W) = Walking


O = Objective
(C) = Crawling

3.1.2.4  Video Recording.  The system shall provide a capability for video recording, archiving and retrieval of alarm event video.  This capability shall:


a.
Enable stored video images to be selectable by the operator for playback.


b.
Enable stored video associated with subsequent alarms to be switched to designated monitors when manually selected or automatically when the previous alarm is cleared.


c.
Enable unit level setup of the video surveillance and alarm event video capability.

3.1.2.5  Communication/Video Loss.  The system shall alert the operator when any assessment device loses communication with the Command, Control and Display Equipment (CCDE) or when an assessment device loses its picture.

3.1.2.6  Display Capabilities.  The display function shall perform the following:


a.
Provide a capability to simultaneously display up to four (4) live or recorded alarm zone scenes.  


b.
The assessment monitors shall be integrated into the operator’s CCDE in accordance with industry standards for man-machine interface (MMI).


c.
Uniquely identify live and recorded video scenes presented to the operator from each assessment device.

3.1.2.6.1  Operator Display Control.  The system shall provide a capability for the system operator to manually select any alarm zone for display at any time.  If the operator manually selects a video device when no alarm condition is present, and subsequent alarms occur, automatically display the images from the alarmed sector.  When subsequent alarms occur, queue these alarms and associated video and prompt the operator.

3.1.3
Base Gate Entry Control.  The entry control capability shall meet the requirements of SMART GATE-001.

3.1.4
Command, Control and Display Equipment (CCDE).  The command, control and display equipment (CCDE) shall provide an integrated capability for operator monitoring and control of all connected equipment, including those that provide capabilities for detection, assessment, entry control, delay/denial, communications and power functions. All alarm points and assessment systems shall be routed to the Security Forces Control Center (SFCC).  It is required that all alarm points and assessment systems be assimilated into a single operators console.  If any integration is required it shall be accomplished to ensure no more than one operator is required to handle all tasks.  The CCDE shall provide the following capabilities:


a.
User Friendly.  Minimize the need for operator training, provide step-through screens and have the capability to skip menus.  Provide an on-line operator “help” capability.

b.
Correct Annunciation.  Provide 100 percent correct annunciation, audibly and visibly displayed in both text and graphic format of each alarm generated by an associated sensor.

c.
Graceful Degradation.  Minimize the effects of component degradation/failure on total system operation.

d.
Hardware Modularity.  Provide a modular architecture that accommodates a console or desktop configuration.


e.
Display Characteristics.  Provide the capability to import or create, modify, select and display:  military symbols; icons for sensors, sensor fields and sensor zones/sectors; installation maps, floor plans; map overlays; and other information when required without obstructing the view of underlying map features.

f.
Geographical/Text Displays.  Provide the capability for separate geographic and text displays of alarm data.

g.
Graphics Layering.  Provide a capability for layering graphics.

h.
Alarm Display Prioritization.  Prioritize and display alarms and status conditions according to user defined parameters.  Always display the highest priority alarm in the queue regardless of the arrival sequence.  Route subsequent alarms to the alarm queue.  Subsequent alarms of equal priority to the first alarm shall not replace the first alarm.  Indicate the alarm type, physical location (building/structure/ boundary) and sector or zone for each alarm.  Display in text form, a minimum of five (5) alarms in near real time.  Provide a scrolling capability for queued alarms.  Display all alarms in the geographic map display.

i.
Alarm Reporting.  Automatically report by user-defined priorities the status (secure/alarm/ entry) and status changes of each alarm point (structure or sensor sector or sensor zone), line supervision, power source in use and tamper switch.  Report these audibly and visually in both text format and on a map display in near real time and depict each alarm point or sensor sector or sensor zone in relation to the restricted area configuration, roads, area perimeter, and facilities in the area.


j.
System Administrator.  Allow a system administrator to configure all CCDE alarm priorities, text and graphics information, locate display alarm points, video displays/video recording and playback characteristics, password management and other related information.

k.
System Protection.  Protect system components with tamper detection devices when not otherwise protected.  Detect all unauthorized attempts to access, bypass, spoof or sabotage the system regardless of system status or mode of operation.

l.
Alarm Queuing.  Queue alarms and associated video.  Place each subsequent alarm in a queue according to user-defined priorities.  Record for playback video associated with each alarm in the queue.


m.
Archiving.  Provide a capability to archive, retrieve and produce reports in electronic and paper media of all system events and operator actions by event type, date and time.  This includes maintenance periods, alarms received/alarm status, accessing/securing sensors, sensor access attempts, response device status, entry control, battery/line power source status/change, automatic test, self-test, fail safe information, line supervision status, configuration data, configuration file changes and any other system events that occur.  Required archiving capacity is 15 days.  Alert the operator prior to archive capacity being exceeded.  Provide a capability to download archived files to permanent storage media.  Overwrite oldest data when maximum archival capacity is reached.

3.1.5
Communications.  The communications system shall maintain the integrity of data and information being communicated.

3.1.5.1  Security.  The communication system shall provide, as a minimum, Class II (UL Class AA or equivalent) Line Supervision.  Class I (DES or equivalent) Line Supervision shall be provided for data links that are expected to traverse uncontrolled areas

3.1.5.2  RF Communications.  If a radio frequency communications capability is included, it shall be one that:


a.
Enables the user to select operating frequencies.


b.
Alerts the operator of all communications media malfunctions, jamming and interference.

3.1.5.3  Communications Network.  The Communications Network shall provide the hardwired connectivity from the various IDS, Wide Area Detection equipment, assessment devices, Entry Control, and Delay/Denial equipment to the CCDE.  A cable reserve of 25% shall be included in all installed cables to allow for future growth and unforeseen requirements.

3.1.6
Power.  The system shall be continuously operable from local commercial 120 VAC/60 Hz power (GFE) for system operations, emergency generator back-up power (GFE), and a minimum of four hours of battery back-up power for sensors, annunciators, and data transmission equipment.  Assessment devices and their supporting lighting systems need only be provided with emergency generator back-up power (GFE).  Annunciators must receive low battery messages for system components before degradation occurs.  Switchover from commercial power to battery backup power shall be automatic so operation of the system is uninterrupted, and intrusion alarms, system degradation, and data loss does not occur.  Audible and visual indications of power switching and on-line source(s) shall be provided at the alarm monitor’s console.  The transfer alarm must be distinguishable from intrusion alarms.  Batteries used for backup power shall be maintained at full charge by automatic charging circuits.  All batteries must be fully charged within twelve hours from a discharged condition.

3.1.7  Delay/Denial – Remotely controlled delay/denial equipment, if employed, shall, as a minimum, provide the capability to impede the intruder’s progress long enough for a response force to arrive.  Denial equipment meant to be lethal shall always require a man-in-the-loop.  Delay equipment can be manually or automatically activated, as selected by the operator.  When protecting nuclear assets, absolute denial to the asset is required.  Delay/Denial devices shall not endanger authorized personnel or impede normal weapons system operations.

3.1.8
Environmental Conditions.  The system shall be designed to operate and survive under the environmental conditions specified below:

3.1.8.1  Temperature.

3.1.8.1.1  Exterior Components.  All exterior components not within the CCDE facility shall operate in temperatures between -20 and +130 degrees Fahrenheit.

3.1.8.1.2  Interior Components (Except CCDE).  All interior components (except those in CCDE) shall operate in temperatures between -14 and +120 degrees Fahrenheit.

3.1.8.1.3  CCDE Components.  All components within the CCDE facility shall operate in temperatures between +50 and +95 degrees Fahrenheit.

3.1.8.2  Solar Radiation.  All exterior components shall withstand exposure to solar ultraviolet radiation without performance degradation.

3.1.8.3  Humidity.  All exterior components shall operate satisfactorily in non-condensing relative humidity ranges up to 95% and condensing relative humidity up to 100%.

3.1.8.4  Wind.  All exterior components shall survive winds up to 130 mph and operate in winds up to 
35 mph.

3.1.8.5  Rain.  All exterior components shall operate in a sustained rainfall of up to 2 inches per hour.

3.1.8.6  Airfield Operations.  Exterior components shall be compatible with aircraft flying operations and maintenance activities, as well as with grounds maintenance activities such as vegetation control and snow removal.

3.1.8.7  Lightning.  All components shall be protected against the effects of lightning, surges and stray electrical charges.

3.1.9
Nuclear, Biological and Chemical (NBC) Survivability.  Equipment intended for use in an unprotected environment must be operable and maintainable in an NBC-contaminated environment by personnel in mission oriented protective posture 4 (MOPP-4).  To the extent that is cost effective, the system will be designed so electromagnetic effects will not impact the system.  The system must be resistant to the effects of chemicals and vapors normally present as a result of air base operations; e.g., gasoline, JP-8, engine oil, hydraulic fluid, ammonia, paint thinner, etc.  External components will be capable of being rapidly decontaminated using standard decontaminants and procedures (e.g., soap and water, and individual decontamination kits) to reduce the hazard to personnel operating and maintaining the system.
3.1.10
Security.  System components and software shall be protected through both physical and appropriate software security measures

3.1.11  System Architecture.   The system architecture shall meet the requirements of AFI 33-124, Communications and Information Enterprise Information Technology Architectures, to ensure compliance with appropriate standards and conventions for interoperability among IBDSS components and with external Air Force Information Technology (IT) systems.

3.1.11.1  Interfaces.  Internal and external interfaces shall be implemented using the Extensible Markup Language (XML) data format to the extent possible.  For sensors that output XML, that format shall be the preferred input to an annunciator.  It is desired that the annunciator generate XML to represent the state of the security system.  

3.1.11.2  Software Requirements.  Software capabilities shall include:


a.
Changes to site configurations shall not require operating system or application program changes.


b.
Provide equipment operator manuals and documentation suitable for base personnel to perform maintenance and repairs.


c.
Software source code, documentation and architecture design must facilitate post-deployment software support.


d.
All codes used in the installed system must be capable of being regenerated and maintainable using commercially available, government-owned or contractor-deliverable hardware and software.

3.2
Electromagnetic Radiation.  The system shall comply with the emission and susceptibility requirements of MIL-STD-461.  These requirements are RE102 and RS103 for ground equipment.

3.3
Logistics.  It is desired that the system meet the following criteria:

3.3.1
Operational Availability (AO).  AO is expressed as mean time between downing events (MTBDE) divided by the sum of MTBDE and mean down time (MDT).  MTBDE is the average time between events that bring the system down, including critical or non-critical failures, preventive maintenance and training.  MDT is the total elapsed time to fully restore the system/subsystem to an operational state as a result of a downing event.  It is desired that the installed system exhibit an AO of .978.

3.3.2
Mean Repair Time (MRT).  It is desired the installed system exhibit a MRT of less than 30 minutes for on-equipment repair.

3.3.3
Line Replacement Units (LRUs).  It is desired the system maximize the use of line replaceable units (LRUs) to minimize extensive disassembly or down time.

3.4
Design and Construction.  The design and construction of the system shall conform to best commercial practices.

3.4.1
Electrical Grounding, Bonding and Shielding.  The contractor is encouraged to refer as guidance to section 2.5 of ESE-SIT-0001 for electrical grounding, bonding and shielding design requirements, which have proven successful in numerous DoD security installations.

3.4.2
Security Sensor-Compatible Fence Requirements.  The contractor is requested to refer to as guidance, section 2.6 of ESE-SIT-0001 for perimeter fence construction design requirements, as applicable.

3.5
Weapon Storage Areas (WSAs).  WSAs are restricted areas in which nuclear weapons are stored (see map for location).  WSA security systems must be in compliance with all the above specifications.  In addition, WSAs have their own perimeter that must be protected by two lines of detection.  WSA alarms shall report to a primary annunciator, located within the WSA inside of the Master Surveillance Control Facility (MSCF), and a secondary annunciator, which is located in the SFCC and is the same annunciator that monitors the rest of the base.  Specific facilities within the WSA, which require security sensors, assessment and access controls, are the:  MSCF, Entry Control Point (ECP), Integrated Maintenance Facility (IMF) and/or the Maintenance & Inspection (M&I) facility, and storage Igloos (drive-thru design).  At the ECP, Level III verification is required.

3.6
Launch Facilities (LFs).  The launch facility is located 50 Km from the main base (beyond line of sight).  It contains a single missile silo and a single nuclear missile.  Security systems for LFs must be in compliance with all the above specifications, including having detection and assessment of personnel and vehicle intrusions within the outer boundary.  LF alarms shall annunciate at the primary annunciator in the WSA and at the secondary annunciator in the SFCC.  Note:  Below ground security is outside the scope of this notional installation project.

4.0
VERIFICATION
4.1
Methods of Verification.  The security system will be tested at the system-level in accordance with the performance requirements set forth in this specification.  Testing of individual IDS equipment and components is only required to the extent that data is needed to verify system-level performance.  Methods utilized to accomplish verification include:

4.1.1
Analysis.  An element of verification that utilizes established technical or mathematical models or simulations, algorithms, charts, graphs, circuit diagrams, or other scientific principles and procedures to provide evidence that stated requirements were met.

4.1.2
Demonstration.  An element of verification, which generally denotes the actual operation, adjustment, or re-configuration of items, to provide evidence that the designed functions were accomplished under specific scenarios.  The items may be instrumented and quantitative limits of performance monitored.

4.1.3
Examination.  An element of verification and inspection consisting of investigation, without the use of special laboratory appliances or procedures, of items to determine conformance to those specified requirements which can be determined by such investigations.  Examination is generally non-destructive and typically includes the use of sight, hearing, smell, touch, and taste; simple physical manipulation; mechanical and electrical gauging and measurement; and other forms of investigation.

4.1.4
Test.  An element of verification and inspection, which generally denotes the determination, by technical means, of the properties or elements of items, including functional operation, and involves the application of established scientific principles and procedures.  

4.2
Detailed Verification Requirements.  This section defines any specific verification requirements, which must be performed to verify selected requirements of section 3.

4.2.1
Analyses.  No specific analyses requirements.

4.2.2
Demonstrations.  No specific demonstration requirements.

4.2.3
Examinations.  No specific examination requirements.

4.2.4
Tests.

4.2.4.1  Environmental Testing.  It is desired that all environmental testing be accomplished using 
MIL-STD-810 as a guide.

4.3
Requirements/Verification Cross-Reference Matrix.  The matrix in Table 1 correlates each of the requirements in section 3 with the verification method that must be performed.  In those instances where detailed verification requirements apply to a particular section 3 requirement, the paragraph describing the verification will be listed in the matrix.

TABLE 1 - REQUIREMENT/VERIFICATION CROSS-REFERENCE MATRIX

	METHOD OF VERIFICATION


N/A - Not Applicable


1 - Analysis


2 - Demonstration


3 - Examination


4 - Test

	SECTION 3
	VERIFICATION METHOD
	SECTION 4

	REQUIREMENT
	N/A
	1
	2
	3
	4
	VERIFICATION

	3.0  REQUIREMENTS
	X
	
	
	
	
	

	3.1  Functional and Performance Requirements
	X
	
	
	
	
	

	3.1.1  Detection
	
	
	
	
	X
	4.1.4

	3.1.1.1  Target Characteristics
	
	
	
	
	X
	4.1.4

	3.1.1.2  Probability of Detection
	
	
	
	
	X
	4.1.4

	3.1.1.3  False and Nuisance Alarm Rates
	
	
	
	
	X
	4.1.4

	3.1.1.4  Tamper
	
	
	
	
	X
	4.1.4

	3.1.1.5  Self-Test
	
	
	
	
	X
	4.1.4

	3.1.1.6  Wide Area Detection and Tracking
	
	
	
	
	X
	4.1.4

	3.1.1.1.6.1  Target Data
	
	
	
	
	X
	4.1.4

	3.1.1.1.6.2  Masking
	
	
	X
	
	
	4.1.2

	3.1.2  Assessment
	
	
	
	
	X
	4.1.4

	3.1.2.1  Alarm Display
	
	
	
	
	X
	4.1.4

	3.1.2.2  Automatic Tracking
	
	
	X
	
	
	4.1.2

	3.1.2.3  Surveillance
	
	
	
	
	X
	4.1.4

	3.1.2.4  Video Recording
	
	
	X
	
	
	4.1.2

	3.1.2.5  Communication/Video Loss
	
	
	X
	
	
	4.1.2

	3.1.2.6  Display Capabilities
	
	
	X
	
	
	4.1.2

	3.1.2.6.1  Operator Display Control
	
	
	X
	
	
	4.1.2

	3.1.3  Entry Control
	
	X
	X
	X
	X
	4.1.1,4.1.2,4.1.3,4.1.4

	3.1.4  Command, Control and Display Equipment (CCDE)
	
	X
	X
	X
	X
	4.1.1, 4.1.2, 4.1.3, 4.1.4

	3.1.5  Communications
	
	
	X
	
	
	4.1.2

	3.1.5.1  Security
	
	
	X
	
	
	4.1.2

	3.1.5.2  RF Communications
	
	
	X
	
	X
	4.1.2, 4.1.4

	3.1.5.3  Communications Network
	
	
	
	X
	X
	4.1.3, 4.1.4

	3.1.6  Power
	
	
	X
	
	X
	4.1.2, 4.1.4

	3.1.7  Delay/Denial
	
	X
	X
	X
	X
	4.1.1,4.1.2,4.1.3,4.1.4

	3.1.8  Environmental Conditions
	X
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	X
	
	
	
	
	

	3.1.8.1.1  Exterior Components
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.1.2  Interior Components (Except CCDE)
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.1.3  CCDE Components
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.2  Solar Radiation
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.3  Humidity
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.4  Wind
	
	X
	
	
	
	4.1.1

	3.1.8.5  Rain
	
	
	
	
	X
	4.1.4, 4.2.4.1

	3.1.8.6  Airfield Operations
	
	
	X
	
	
	4.1.2

	3.1.8.7  Lightning
	
	X
	
	
	
	4.1.1

	3.1.9  Nuclear, Biological and Chemical (NBC) Survivability
	
	
	X
	
	
	4.1.2

	3.1.10  Security
	
	
	
	X
	
	4.1.3

	3.1.11  System Architecture
	
	X
	
	
	
	4.1.1

	3.1.11.1  Interfaces
	
	
	
	
	X
	4.1.4

	3.1.11.2  Software Requirements
	
	
	X
	
	
	4.1.2

	3.2  Electromagnetic Radiation
	
	X
	
	
	
	4.1.1

	3.3  Logistics
	X
	
	
	
	
	

	3.3.1  Operational Availability (AO)
	
	X
	
	
	
	4.1.1

	3.3.2  Mean Repair Time (MRT)
	
	
	X
	
	
	4.1.2

	3.3.3  Line Replacement Units (LRUs)
	
	
	
	X
	
	4.1.3
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6.0
NOTES
6.1
Definitions.

6.1.1
Threshold.  A minimum acceptable operational value below which the utility of the system becomes questionable.  The system must meet the threshold parameters.

6.1.2
Objective.  An operationally significant increment above the threshold.  It is desired that the system provide the objective increment of capability.

Sample Problem 4

Wide Area Surveillance Thermal Imager (WSTI)

Failure Resolution

Problem Statement:  The Government has fielded approx. 300 Un-cooled Thermal Imaging systems, WSTIs, with an advertised 5000-hour MTBCF.  Almost half of these units were sitting unused in warehouses when a call for heightened security, due to an act of domestic terrorism, required them to be pulled from storage for immediate use.  Over the next (approximately) three months, these imagers experienced a 20% failure rate (most failures were occurring with the stored Thermal Imagers and within 300 hours of use).   Upon analysis, it was determined that ALL these units were out of warranty and that the failures were tracked to a few key components and mechanical assemblies.  Upon notification the vendor replaced or redesigned the faulty components and assemblies, and agreed to fix (at no cost to the Government FOB their facility) all fielded Thermal Imagers.

1. Describe:

a. Your approach for verifying the redesigned WSTI actually works, both for retrofit units and for “new” units.

b. The Quality Assurance processes your company implements to ensure the problem doesn’t recur.

2. The Government has a requirement to obtain a second source for the WSTI. Describe your approach/process for identifying, qualifying, and proposing a product that meets the requirements for a second source Thermal Imager that meets the requirements of the WSTI specification, PRF BISS-IMG-27654, contained in the IBDSS Technical Data Package.

3. Investigate various COTS thermal imagers and identify one that meets the requirements of PRF BISS-IMG-27654.  Define the qualification and system engineering tasks and risks that need to be addressed prior to AF fielding the selected systems.  Detail those requirements you consider to be most critical to meet a relocatable and fixed installation operational environment.
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