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This instruction implements policies directed by NORAD/USSPACECOM Policy Directive (NUPD) 90-6, Mission Integrity and the Mission Oversight Board (MOB).  It establishes procedures for the Commander in Chief, North American Aerospace Defense Command (CINCNORAD) and the Commander in Chief, United States Space Command (USCINCSPACE) System Certification Process.  These procedures apply to systems which support CINCNORAD's two missions: aerospace warning and aerospace control and USCINCSPACE's eight missions: space control, force enhancement, force application (when operational capability exists), space support, planning for Ballistic Missile Defense, space advocacy, Computer Network Defense and Computer Network Attack.  Major systems under the purview of the North American Aerospace Defense Command (NORAD) and United States Space Command (USSPACECOM) certification process include NORAD/USSPACECOM Warfighting Support System (N/UWSS), and elements of the Integrated Tactical Warning and Attack Assessment (ITW/AA) system not covered by N/UWSS, Missile Defense (MD) system, and Theater Event System (TES).  Additionally, CINCNORAD/USCINCSPACE may designate other systems not listed here as requiring certification to ensure total system integrity.  NORAD access to information contained in this document is approved in accordance with U.S. National Disclosure Policy and implementing Department of Defense (DoD) Directives.  This instruction applies to HQ NORAD and its supporting commands and responsible agencies, HQ USSPACECOM and its components, and other commands and agencies that participate as members of the system development, system sustainment and operational testing communities.  This includes the Air Force Materiel Command (AFMC) with its supporting centers and depots, the Air Force Operational Test and Evaluation Center (AFOTEC), and the National Reconnaissance Office and its supporting centers and depots.  This instruction also applies to the Air National Guard units whose mission supports the production or use of any strategic, theater or air warning system.  It does not apply to Air Force Reserve units.  Any external agencies responsible for a system that interfaces with a NORAD-USSPACECOM controlled system will comply with this instruction.

SUMMARY OF REVISIONS

This document has been rewritten in its entirety.  Updates the definition of system certification. Increases the number of certification elements from 10 to 16 to enable the certification community to address the unique characteristics of the enterprise environment. Updates the system certification process to include N/UWSS, MD, and TES, previously not addressed by this regulation.  This instruction incorporates and supercedes UI 10-17, Tactical Event System (TES) (Note: The title of UI 10-17 is the only time the word "tactical" is referred to by the acronym TES.  From here on the acronym TES refers to Theater Event System).  Changes are intended to clarify the entire certification process as it applies to strategic and tactical missile and air warning systems and space systems. Establishes procedures for decertification.  Establishes a format and instructions the certification issues matrix.

1. General:

1.1. Purpose.  The certification process provides CINCNORAD/USCINCSPACE with assurance that a system or system change satisfies all system integrity requirements and is capable of accomplishing its assigned mission without violating the integrity of the overall N/UWSS and ITW/AA networks. The certification process is a systematic approach to determine whether a system or a family of systems fulfills the mission requirements for which it is being developed without adversely impacting or degrading system integrity. This instruction provides for the application of the certification framework and process to existing systems while addressing the migration of missions from current stovepipe legacy systems to mission applications residing in an enterprise environment. 

2. Responsibilities:

2.1.  USCINCSPACE is responsible to the President and the Secretary of Defense, through the Chairman, Joint Chiefs of Staff, for the management and control of the integrity of the ITW/AA System.  Additionally, USCINCSPACE is responsible to the National Command Authority for the overall integrity of TES.  The CINC may also designate systems outside the scope of ITW/AA, N/UWSS and MD for certification.  These CINC-designated systems, along with N/UWSS, ITW/AA and MD elements, will be scrutinized using the certification process outlined in this instruction. 

2.2.  Senior management responsibility for N/UWSS and ITW/AA integrity is exercised on behalf of CINCNORAD/USCINCSPACE by the Mission Oversight Board (MOB), which is co-chaired by Deputy CINCs NORAD and USSPACECOM.  The Operations Approval Board (OAB) exercises operational control over the change control management of the N/UWSS and ITW/AA systems.  Change control management of Attack and Launch Early Reporting to Theater (ALERT)/ Space-Based Infrared System (SBIRS), Joint Tactical Ground Station (JTAGS) and Tactical Data and Reporting (TACDAR) are the responsibility of the COMSPACEAF Operations Approval Panel (OAP), US Army Space Command and other outside agencies, respectively.  Change management of Shared Early Warning System (SEWS) is the responsibility of the SEWS Program Office, Electronic Systems Center, as part of the Strategic and Nuclear Deterrence Command and Control System Program Office (ESC/ND). 

2.3.  CINCNORAD/USCINCSPACE delegates to NORAD-USSPACECOM/J6C (N-SP/J6C), Chief, System Certification Oversight Division, system certification authority. N-SP/J6C is responsible for the day-to-day integrity management and oversight of N/UWSS, ITW/AA, MD, and TES system integrity including system certification, testing oversight, direction and supervision of the technical performance evaluation (TPE) program, which includes the live event analyses and end-to-end testing. Headquarters Air Force Space Command, CINC Systems Certification Branch, (HQ AFSPC/SCMV), under the operational control of N-SP/J6C, carries out the day-to-day certification mission and systematic procedures.  A memorandum of agreement between N-SP/J6C and AFSPC/SCM defines the specifics of this relationship.

2.4.  USCINCSPACE has directed that N-SP/J6C certify the TES reporting elements.  These elements include ALERT, SBIRS, JTAGS, TACDAR and Multi-Mission Mobile Processor (M3P). The N/UWSS Functional Manager assumes functional management responsibilities for selected TES display hardware and software suites.

2.5.  USCINCSPACE has directed that N-SP/J6C certify MD. MD is a deployment readiness program that integrates and tests the key components (called Elements) of a Missile Defense system. The proposed MD System will be composed of the Operational System and the Test, Training and Exercise Capability (TTEC).  Operational system elements are the Ground-Based Interceptor (GBI), X-Band Radar (XBR), Battle Management Command, Control, Communications (BMC3) (including In-Flight Interceptor Communications System (IFICS) and External Interface Subsystem (EIS)), Defense Support Program (DSP)/Space-Based Infrared System (SBIRS) and Upgraded Early Warning Radars (UEWR).  

3. Working Relationships:

3.1. Figure 3.1 depicts the relationships of the upper level staffs and boards that administer N/UWSS, ITW/AA and MD change control management and system integrity.  To ensure effective staff communications while protecting the independence of the system integrity function, the following arrangements apply:

Figure 3.1. System Certification/Change Management Board Relationships.
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3.1.1.  N-SP/J6C is an advisor to the OAB.  Representatives of the OAB are invited to attend System Integrity Boards (SIB).  This cross representation serves to improve coordination between the two board structures.

3.1.2.  The Chief, System Certification Oversight Division (N-SP/J6C) chairs the SIB.  The SIB is charged with the responsibility to confirm to CINCNORAD/USCINCSPACE through an independent process that a CINC-designated system, or elements thereof, satisfies integrity requirements, and is therefore capable of accomplishing its assigned mission. The SIB meets on a monthly basis to determine if new acquisitions or system modifications require certification, approves certification classification, reviews on-going certification actions, and makes certification/decertification decisions.  The composition of the board is depicted in table 3.1.

3.1.2.1.  The SIB Secretariat, a member of AFSPC/SCMV, is charged with the following responsibilities:

3.1.2.1.1.  Inform members and advisors of meeting schedules and agendas.

3.1.2.1.2.  Coordinate all administrative and logistics activities associated with the SIB meeting.

3.1.2.1.3.  Record, document and distribute decisions.  Distribute agendas, briefings and minutes to members and advisors in a timely manner.

3.1.2.1.4.  Enter SIB certification decisions in the N/UWSS Integrated Weapons System Database (IWSD).  This database serves as the system of record for certification status.  For those systems not included in this database, the final certification decision signed by the Chief, N-SP/J6C and maintained by the appropriate N-SP/J6C action officer serves as the official record of certification.

3.1.2.1.5.  Operational, logistics, and other interested staffs serve in an advisory capacity to N-SP/J6C through the SIB.  Different advisors may attend the SIB depending upon the topics under review. (See Table 3.1.) 

Table 3.1 System Integrity Board Composition.

	Title/Organization
	Status

	Chief, System Certification Oversight Division (N-SP/J6C)
	Chairman

	Chief, Certification Issues and Policy Branch (N-SP/J6CC)
	Member

	Chief, ITW/AA and TES System Evaluation Branch (N-SP/J6CE)
	Member

	Chief, CINC Systems Certification Branch (AFSPC/SCMV)
	Member

	Section Chiefs, CINC Systems Certification Branch (AFSPC/SCMV)
	Member

	System Integrity Board Secretariat (AFSPC/SCMV)
	Advisor

	Program Manager's Representative
	Advisor

	Change Control Manager (CCM)
	Advisor

	System Engineer
	Advisor

	System Integrator
	Advisor

	System Owner/Operator/Manager
	Advisor

	OAB Representative(s)
	Advisor

	NORAD C2 OAP Representative
	Advisor

	USSPACE C2 OAP Representative
	Advisor

	CMOC C2 OAP Representative
	Advisor

	HQ AFSPC (COMSPACEAF) OAP Representative
	Advisor

	COMARSPACE OAP Representative
	Advisor

	COMNAVSPACE OAP Representative
	Advisor

	Missile Warning Operators OAP Representative
	Advisor

	Supporting Agencies Representative(s)
	Advisor


4. System Certification Framework. This instruction defines the certification process applied to N/UWSS, ITWAA, MD and other missions as designated by the CINC.  A system certification process flowchart is provided in Attachment 2.  This provides a graphic representation of the certification process N-SP/J6C action officers (AO) will follow.  Although the certification process routinely addresses each element of the certification framework, each system has different requirements and unique procedures and therefore, requires a unique certification plan. N-SP/J6C makes a certification decision only after evaluating system integrity using the certification framework comprised of information, enterprise and foundation elements.  Figure 4.1 depicts the 16 elements that comprise the certification framework.  These elements are common among all systems, but the certification process emphasizes the elements differently for each system due to that system's unique mission requirements and the overarching requirement to ensure system integrity. N-SP/J6C will make maximum use of procedures used by other organizations that produce documentation supporting a N-SP/J6C assessment of the 16 certification elements.  Every effort will be made to prevent duplication of effort with regards to producing data and information used in the analysis of these elements.

Figure 4.1.  Certification Framework. 
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4.1. Information Elements.  Information elements are high-level, quantifiable parameters of operational performance relating to the acquisition, processing, transmission, correlation, and display of information concerning both non-threat and possible threat events.  System accuracy, reliability, timeliness, and unambiguity compose the information elements for system integrity.  N-SP/J6C derives measures of merit for these elements principally from system operational requirements, and then verifies and validates the integrity of the system by comparing demonstrated performance to those requirements.  In addition N/UWSS, ITW/AA, and MD must meet established system baselines and system-wide guidelines.
  Fundamental differences in the mission and purpose of N/UWSS, ITW/AA and MD drive different approaches to certification; while the same information elements may be relevant to the different systems, they may not be applied in the same manner.  For example, the accuracy element, as defined by mission requirements, may be more stringent when applied to an ITW/AA system than to TES because TES accuracy may be considered subordinate to timeliness.  Therefore, each certification plan published by N-SP/J6C will define how each of the certification elements applies to the subject system and tailor the certification plan accordingly. Definitions for each of the information elements are provided in Attachment 1.

4.2. Enterprise Elements.  The transition from legacy stovepipe mission systems to an enterprise environment creates the necessity to explore the elements that comprise this environment.  The enterprise environment is defined as the combination of information technology (IT) elements enables individuals and organizations to use computers in a networked environment to access information from a wide range of sources, collaborate on projects, and communicate easily with text, graphics, video and/or sound.  Enterprise elements represent a set of variables that must be considered in rendering a comprehensive certification assessment and decision. Certification is granted to a CINC-designated mission system, string or data element, of which a network can be an integral part, if the system's performance meets mission requirements. The evaluation of these elements should not be misinterpreted as certification of a network as a separate entity. The enterprise elements critical to certification are security, interoperability, integration, architecture, standards and availability.  Definitions for each of the enterprise elements are provided in Attachment 1.  

4.3 Foundation Elements.  A system’s demonstrated performance may not reveal all potential system integrity deficiencies.  System certification uses foundation elements to ensure the basic program building blocks are in place.  The foundation elements of a program are doctrine, mission requirements, concept of operations (CONOPS), configuration management, operational readiness, and integrated logistical sustainment requirements. Foundation elements are addressed during the certification process and are required before a new or modified system gains unrestricted operational use.  N-SP/J6C relies upon the expertise and assistance of external agencies to help observe and assess these areas for potential system integrity deficiencies. Definitions for each of the foundation elements are provided in Attachment 1.

5. Certification Determination. System certification may not be required due to the nature of the change or because of a decision by the CINC and/or N-SP/J6C.  Not all changes require system certification, however, N-SP/J6C may monitor a change or new acquisition to confirm system integrity after its implementation.  This is referred to as a non-degradation certification.  System certification decisions follow system developmental and operational testing and must occur before the new or modified system gains unrestricted operational use.  The older (legacy) system must remain operational and cannot be decommissioned or removed until the new system (or change) is certified and the OAB approves.  In turn, the appropriate approval authority cannot declare unrestricted operational use for a system requiring certification until N-SP/J6C certifies the system.  

6. System Certification Process.  The overall System Certification Process involves four distinct phases: identification, strategy, assessment, and decision.  Early involvement in programs by N-SP/J6C AO sets the conditions for the most efficient and effective execution of the certification process.  These phases, summarized below, are defined in detail in Attachments 3 through 6.  Figure 6.1 shows their relationship to the critical milestones in the acquisition/change process.  A system certification checklist has been developed to serve as a guide for N-SP/J6C AO's through the process and to promote uniform application of the certification process to each program. The verification column in the checklist lists organizations N-SP/J6C AO's can contact to gain information to confirm the status of the checklist items.  The intent is use existing information rather than generate a new reporting requirement.  The checklist is published as a separate N-SP publication, NUCL 10-XXX, System Certification Checklist.  Any time during this process, if a potential certification issue is identified, it will be brought to the attention of the responsible system program office (SPO), implementing command and operators.

Figure 6.1. Generic Acquisition/Change Timeline.
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6.1. Identification Phase.  N-SP/J6C determines if a proposed acquisition or change to any system within N/UWSS, ITW/AA, MD or other CINC-designated system requires certification based upon its potential to adversely impact overall system integrity.  The SIB will approve this determination, as well as the other decisions detailed below, after consultation with the appropriate organizations within the commands.  N-SP/J6C will provide notification in writing as to whether or not certification is required. Attachment 3 provides details on the identification phase.

6.2. Strategy Phase.  The strategy phase contains three distinct actions.  A risk analysis is conducted to determine the potential impact of a change or new acquisition to system integrity. Following the outcome of the risk assessment, a System Certification Classification recommendation is developed and presented to the SIB.  A detailed explanation of the System Certification Classification is provided in Attachment 4.  N-SP/J6C, through the SIB, assigns a System Certification Classification to the acquisition or change. Finally, N-SP/J6C prepares a System Certification Plan detailing the specifics of how the system certification process applies to the specific change.  The certification plan is the formal agreement between N-SP/J6C and the appropriate organizations specifying the details of each certification element as it applies to the particular acquisition or change. This plan also answers the question, “What must be done in order to certify the system?” Attachment 4 provides details on the strategy phase.

6.3. Assessment Phase.  N-SP/J6C evaluates the demonstrated performance of the new system or change to an existing system during developmental and operational testing, implementation and integration in accordance with the System Certification Plan.  It closely examines any noted deficiencies for potential adverse impact to the system integrity.  N-SP/J6C then categorizes those certification issues as serious deficiencies, caveats, or watch items, documenting them in a published Certification Assessment. Attachment 5 provides details on the assessment phases.

6.4. Decision Phase.  N-SP/J6C, through the SIB, renders a certification decision documenting whether or not the acquisition or change meets the mission and integrity requirements necessary for System Certification.  The certification decision is documented, provided to the appropriate organizations and entered into the N/UWSS database. Attachment 6 provides details on the decision phase.

7. Decertification:  Maintaining system integrity is the second part of certification and requires constant vigilance.  This is done through monitoring to ensure system baselines continue to meet mission requirements and certification standards equal to or exceeding the day the system was certified.  In situations where conditions have changed and operational capability or other certification elements drop below the acceptable standard, N-SP/J6C will investigate to determine if decertification is required (Figure 7.1).  Decertification means a system, or element thereof, is no longer authorized for unrestricted operational use and is limited to restricted use.  Given the impact of such a decision, N-SP/J6C will work closely with the appropriate organizations within the commands to make every effort to ensure deficiencies are fixed and will decertify only as a last resort.  At no time will a decertification decision be delayed when system integrity is jeopardized.  The procedures N-SP/J6C will follow are:

Figure 7.1. Decertification Process. 
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7.1. Identify system integrity threat.  Through working with the seven N/UWSS Operations Approval Panels (OAPs), the OAB and other appropriate organizations, N-SP/J6C maintains visibility of the daily operational status of NORAD-USSPACECOM systems.  This includes immediate notification to N-SP/J6C of system anomalies, review of incident reports (IR's), attendance at status meetings and participation in Operations Review Board in compliance with NUI 10-6.  Through these information sources and others, N-SP/J6C is made aware of a potential threat to system integrity.  N-SP/J6C will initiate steps in paragraph 7.2 in cases where additional investigation is warranted. 

7.2. Investigate problem and coordinate with the appropriate organizations.  Once a problem is identified, the N-SP/J6C AO will investigate to determine the cause and the impact on system integrity.  Given the potential adverse impact on system integrity, the investigation of a system integrity issue will be the AO's top priority.  The AO will coordinate with all affected parties to ensure the full scope of the issue is addressed and all affected parties understand the ramifications a decertification decision will have.  If the AO determines there is an impact to system integrity, he will continue with the steps in paragraph 7.3.  If there is no impact on system integrity, the AO will document the actions taken to date, inform the Chief, N-SP/J6C and brief the issue at the next SIB.

7.3. Assessment completed/recommendation formulated.  In consultation with all affected organizations, N-SP/J6C will render an assessment of the impact of the problem and draft a recommendation on a course of action that will ensure continued system integrity.  At the completion of this process the AO must present his findings to the SIB.

7.4. Recommendation decision by SIB.  The AO will present his recommendation to the SIB for review and decision.  The SIB Secretariat will ensure notification of all interested parties so that they can be present and provide additional information to assist the SIB in making an informed decision.  If time constraints dictate and a special SIB is required, the SIB chairman will direct the SIB Secretariat to issue a notification to the appropriate organizations of a special SIB containing all pertinent information.  Every effort will be made to ensure all positions are addressed prior to making a decertification decision.   

7.5. Provide formal decertification notification to appropriate organizations.  Upon approval by the SIB to decertify the system or element, formal notification will be made to the appropriate organizations.  As a minimum, formal notification of a decertification action will be made to the CINC, Deputy CINCs NORAD and USSPACECOM (co-chairs of the MOB), CMOC/CC, NORAD and USSPACECOM J3's (co-chairs of the OAB) and the appropriate change control manager within 48 hours.  This declaration means the system is no longer authorized for unrestricted operational use.  The Functional Managers will determine the appropriate course of action in the event of decertification and execute the operational decision from the OAB by tasking the appropriate service component using the operational chain of command.The change control manager (CCM) or mission operators is responsible to initiate safeguards to prevent the transfer of data or information that can result in false reporting.  

7.6. Re-certification upon correction.  The goal for any decertified system is to re-certify it as soon as the serious deficiencies can be corrected.  Re-certification requires the system be reviewed using the four-phase certification process to ensure it once again meets mission and system integrity requirements.  The system will remain decertified until it is formally re-certified by the SIB.
8. Waivers:

8.1. N-SP/J6C considers, on a case-by-case basis, requests for waivers to standards required for system certification.  Compliance with system integrity requirements is never waived.

8.2. Agencies wishing to apply for waivers to this instruction or to system certification elements as outlined in a specific System Certification Plan must request such waivers in writing to HQ NORAD-USSPACECOM/J6C, 150 Vandenburg Street, Suite 1105, Peterson AFB CO 80914-4300.  N-SP/J6C, through the SIB, will consider the waiver request.

8.3. Waivers to the Joint Technical Architecture (JTA) standards can only be granted by service (United States Air Force (USAF)), agency (DoD), and other component acquisition executives, with concurrence of the Assistant Secretary of Defense (ASD) for Command, Control, Communication and Intelligence (C3I) and the Under Secretary of Defense for Acquisition and Technology (USD/A&T).  Requests for waivers to these requirements will be presented to the Architecture Review Panel (ARP) for a decision.

9. Emergency/Urgent Change Notification:  As emergency/urgent changes may require system certification, the certification process can be modified to accommodate the operational urgency.  An emergency is defined as a problem or situation that if left uncorrected will result in immediate mission failure.  In cases meeting that criteria the following process is used:

9.1.   Implementation of an emergency change is accomplished in accordance with the appropriate change control management process found in NUI 10-21, Change Control Management Process for NORAD/USSPACECOM Warfighting Support System (N/UWSS).  N-SP/J6C AO's will execute the four phases of the certification process but will expedite steps as necessary.  Steps in the certification process will never be abbreviated or skipped if doing so will have an adverse impact system integrity. 

9.2. The implementing agency tests and installs the change, and provides test procedures and test results to N-SP/J6C immediately following change implementation.  A Trial Period assessment is not required, but the test is monitored by N-SP/J6C and the certification decision is based upon test results.

9.3.  Simultaneously, N-SP/J6C, through the SIB, reviews the change, approves a System Certification Class, and reaches a certification decision based upon the implementing agency's test results.

DALE W. MEYERROSE, Brig Gen, USAF
Director, Command Control Systems

Attachments:
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Attachment 1

GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References

CJCSI 5119.01A, Charter For the Centralized Direction, Management, Operation, and Technical Support of the Nuclear Command, Control, and Communication System
NUPD 90-6, Mission Integrity and the Mission Oversight Board (MOB)
NUPD 99-1, Integrated Tactical Warning and Attack Assessment (ITW/AA) System Technical Performance Evaluation
NUI 10-6, Operations Review Boards (ORB)
NUI 10-21, Change Control Management Process for NORAD/USSPACECOM Warfighting Support System (N/UWSS)
NUI 10-48, Test Control
NUI 33-18, Command Control, Communications, Computer, Intelligence, Surveillance and Reconnaissance (C4ISR) Mission System Integration Process (MSIP)
NUCL 10-XXX, System Certification Process Checklist
N/SP-STD-1200B, Advanced Data Communication Control Procedures (ADCCP) within the Integrated Tactical Warning and Attack Assessment (TW/AA) System
N/SP-STD-3000, Integrated Tactical Warning and Attack Assessment (TW/AA) System Test and Demonstration Standard
ITW/AA-STD-3200, Integrated Tactical Warning and Attack Assessment (TW/AA) System Test Capability Standard
NORAD/USSPACECOM Warfighting Support System (N/UWSS) Configuration Baseline contained in the N/UWSS Integrated Weapons System Database (IWSD) 

ITW/AA SCF Database, https://scfdb.peterson.af.mil/
Terms

Accuracy -  System products (event reports, displays, etc.) provided to the user contain information reflective of ground truth necessary to support operational requirements.

Architecture -  A framework or structure that portrays relationships among all the elements of the subject system.  A description of all functional activities to be performed to achieve the desired mission, the system elements needed to perform the functions, and the designation of performance levels of those systems.  An architecture also includes information on the technologies, interfaces, and location of functions and is considered an evolving description of an approach to achieving a desired mission. Typically, Architecture Review Panel (ARP) is the point of contact for all issues concerning compliancy with N-SP Command, Control, Communications, Computer, Intelligence, Surveillance and Reconnaissance (C4ISR) architectures.  The three types of architecture are:

Operational Architecture: A description (often graphical) of the operational elements, assigned tasks, and information flows required to support the warfighter.  It defines the type of information, the frequency of exchange, and what tasks are supported by these information exchanges.

Systems Architecture: Defines the physical connection, location, and identification of key nodes, circuits, networks, warfighting platforms, etc. and specifies system and component performance parameters.  The systems architecture is constructed to satisfy operational architecture requirements per standards defined in the technical architecture.  The systems architecture shows how multiple systems within a subject area link and interoperate, and may describe the internal construction or operations of particular systems within the architecture.

Technical Architecture: The technical architecture identifies the services, interfaces, standards, and their relationships.  It provides the technical guidelines for implementation of systems upon which engineering specifications are based, common building blocks are built, and product lines are developed.
Availability -  The property of a resource being accessible and usable upon demand by an authorized user. 

Categorization -  The assessment of the potential adverse impact of a system integrity deficiency (system certification issue) as a serious deficiency, caveat, or watch item.

Caveat -   A system integrity deficiency that impairs or degrades mission accomplishment but does not prevent unrestricted operational use of the system.

Change -  Any addition, deletion or alteration to the configuration of an existing mission system.  Changes include any temporary or permanent modification, fix, addition (acquisition/prototype), or deletion to a configuration item, to interfaces between N/UWSS or ITW/AA, or to a N/UWSS or ITW/AA interface to a non-N/UWSS or ITW/AA network. 

Classification -  The assessment of a change’s potential risk to adversely impact the integrity of all systems which provide warning and assessment of ballistic missile, space, and atmospheric attacks against North America; warning of a missile or space attack against United States’ interest worldwide; and warning and assessment of attacks against United States’ and allied space assets. This includes systems like N/UWSS, MD, and TES. The classification will be identified as System Certification Class I, II, or III.  Definitions for each system certification classification are included in this listing of terms.

Configuration Control -  The systematic proposal, justification, evaluation, coordination, approval or disapproval of proposed changes, implementation and documentation of all changes to
 the formal baseline.

Configuration Management -  A discipline applying technical and administrative direction and oversight to:

a.  Identify and document the functional and physical characteristics of configuration items.

b.  Audit configuration items to verify conformance to specifications, interface control documents, and other contract requirements.

c.  Control changes to configuration items and their related documentation.

d.  Record and report information needed to manage configuration items effectively, including the status of proposed changes and implementation status of approved changes.

CONOPS -  Concept of Operations:  Description of how the warfighter intends to operate and employ the system in conjunction with other existing and projected systems to execute the mission. 
Decertification -  Formal N-SP/J6C declaration that a condition exists in a previously certified system that significantly degrades system integrity, preventing continued unrestricted operational use of the system.

Developmental Test and Evaluation (DT&E) -  Testing following development to demonstrate that design and development are complete, design risks have been minimized, and performance is as required and specified.

Doctrine -  Fundamental principles by which the military forces or elements thereof guide their actions in support of national objectives. It is authoritative but requires judgment in application. 
Emergency Change -  A priority assigned to prevent one or more of the following: a serious compromise of national security, fatal or serious injury to personnel, or extensive loss or damage of equipment.  Emergency change determination and notification will be accomplished in accordance with the appropriate configuration control processes.

End-to-End System -  From the face of the sensor to the face of the user display -- i.e., the point at which an input/stimulus is received at the sensor, through the intermediate communications processing facilities and correlation/assessment centers, to the displays or correlation centers at the command centers and forward user sites.

Enterprise Environment - The combination of information technology (IT) elements that enables individuals and groups to use computers in a networked environment to access information from a wide range of sources, collaborate on projects, and communicate easily with text, graphics, video and/or sound.
Ground Truth -  Absolute reality; the facts precisely as they occurred, down to the most minute detail.  For example, the ground truth of a missile event is what is really, physically, happening as opposed to how a missile warning string interprets and reports the data about the event.

Hardware Maintenance Change -  A hardware form, fit, or function change that does not affect the current configuration or operability of the hardware and is transparent to operations (e.g., replacing a failed card with a like card, replacing a failed modem with a like modem; etc.).

Integrated Logistics Support Plan -  A composite of all the support considerations necessary to assure the effective and economical support of a system throughout its life cycle. It is an integral part of all other aspects of system acquisition and operation. Also called ILSP.

Integration -  The condition achieved by forming, coordinating, or blending into a functioning or unified whole the elements of systems so they are mutually supporting and/or do not degrade the capability of each other.

Interoperability -  The condition achieved among communications-electronics systems or items of communications-electronics equipment when information or services can be exchanged directly and satisfactorily between them and/or their users. The degree of interoperability should be defined when referring to specific cases. The DII COE Integration and Runtime Specifications (I&RTS) defines four areas in which compliance is measured called Compliance Categories, and eight Runtime Environment Category Integration Levels. 

	PRIVATE
Four Compliance Categories 

- Category 1: Runtime Environment
- Category 2: Style Guide
- Category 3: Architectural Compatibility
- Category 4: Software Quality 

Eight Integration Levels 

- Level 1: Standards Compliance
- Level 2: Network Compliance
- Level 3: Platform Compliance
- Level 4: Bootstrap Compliance
- Level 5: Minimal DII Compliance
- Level 6: Intermediate Compliance
- Level 7: Interoperability Compliance
- Level 8: Full DII Compliance 


ITW/AA System -  A "system of systems" consisting of ballistic missile, space, and atmospheric warning sensors; intelligence indicators; associated communications links; operations and command centers, correlation nodes; forward users; and standard processing and display equipment.

Message Accountability -  The process of documenting the successful delivery of all messages transmitted from a designated source and ensuring that they are received at the specified destination.  This also includes accounting for messages that are intentionally discarded.

Missile Defense (MD) - MD is a deployment readiness program that integrates and tests the key components (called Elements) of a Missile Defense system. The proposed MD System will be composed of the Operational System and the Test, Training and Exercise Capability (TTEC).  Operational system elements are the Ground-Based Interceptor (GBI), X-Band Radar (XBR), Battle Management Command, Control, Communications (BMC3) (including In-Flight Interceptor Communications System (IFICS) and External Interface Subsystem (EIS)), Defense Support Program (DSP)/Space-Based Infrared System (SBIRS) and Upgraded Early Warning Radars (UEWR).

Mission Requirements -  Specified or implied need justifying the timely allocation of resources to achieve a capability to accomplish approved military objectives, missions, or tasks.   These requirements are derived from mission need statements (MNS), capstone requirements documents (CRD), operational requirements documents (ORD), architectures and other technical and non-technical documentation as well as verbal instructions from the chain of command.

NORAD/USSPACECOM Warfighting Support System (N/UWSS) – An integrated battle management/command, control, communications, computer and intelligence system of systems that provides comprehensive Battle Management/Command and Control (BM/C2) capabilities needed to execute all existing and future NORAD and USSPACECOM missions including support to theater CINCs.  N/UWSS consists of terrestrial and space based sensors, processing and control nodes, BM/C2 nodes, and communications and dissemination links including the US and Canadian defense information networks. (NUPD 90-6, 1 Nov 2000)

Operational Acceptance -  Formal acknowledgment by the appropriate authority upon successful completion of a designated Trial Period that an implemented change or new acquisition meets the operational mission requirements and is granted restricted operational use pending certification.

Operational Performance -  The system’s ability to meet operational requirements in an operational environment.

Operational Readiness -  The capability of a system to perform the missions or functions for which it was designed.  This is a combination of many elements including manning, system performance, training (including tactics, techniques and procedures) and logistics.

Operational Test and Evaluation (OT&E) -  Programs structured to determine the operational effectiveness and suitability of a system under realistic combat conditions and to determine if the minimum acceptable operational performance requirements as specified in the Operational Requirements Document have been satisfied.

Reliability -  System products (event reports, displays, etc.) are consistently provided to the user under all expected operating conditions.

Restricted Use - Use of an implemented change with sufficient operational safeguards in place to prevent erroneous reporting of events. The CCM will determine these safeguards.

Security -  A condition that results from the establishment and maintenance of protective measures that ensure a state of inviolability from hostile acts or influences.  With respect to classified matter, it is the condition that prevents unauthorized persons from having access to official information that is safeguarded in the interests of national security. 
Serious Deficiency -  A system integrity deficiency that significantly impairs or degrades mission accomplishment and for which there is no workaround with acceptable risk available, thereby preventing unrestricted operational use of the system.

Shared Early Warning System (SEWS) - 
a system designed to provide timely and accurate early warning information to US partner nations

Standards - The exact values, performance criteria, practices, and procedures established and defined by governing documents such as government specifications, standards, and other publications.

System - All hardware, software, and firmware that supports a missions.

System Certification - A formal N-SP/J6C declaration through an independent process that a CINC designated system, or elements thereof, satisfies integrity requirements, and is therefore capable of accomplishing its assigned mission.

System Certification Baseline -  The certification status of the elements of all systems which support CINCNORAD and USCINCSPACE's missions.

System Certification Class I -  Any change that has significant potential (high risk) to adversely impact the integrity of the system.

System Certification Class II -  Any change that has potential (moderate risk) to adversely impact the integrity of the system.

System Certification Class III -  Any change that has minimal potential (low risk) to adversely impact the integrity of the system.

System Certification Issue -  A system integrity deficiency that is categorized as either a serious deficiency, caveat, or watch item.

System Certification Plan -  The formal plan that identifies the change or acquisition specific strategy, criteria, requirements, and key milestones used to certify a change.  This plan is the formal agreement between N-SP/J6C and the appropriate organizations documenting the detailed requirements, technical and operational performance to be certified.   

System Integrity -  The state of a system in which information, enterprise and foundation elements of technical and operational performance, relating to the acquisition, processing, transmission, correlation, and display of information concerning possible threat events are present to a degree that ensures that these essential elements are divided into system accuracy, reliability, timeliness, and unambiguity.

System Level Integration -  The unified and iterative approach to the management and technical activities necessary to ensure that all parts of a system work together.  It is the combination of technical, operational, intra-program, and facilities integration at the system level.  The elements of system level-integration may be accomplished by different agencies; however, a single agency should have top-level responsibility for system level-integration. 

Technical Performance -  Measurement of the system's capability to fulfill its operational functions under all required conditions.

Temporary Change -  A change implemented for a short time that is not intended to be implemented permanently in a subsequent version.  Temporary changes are normally used for test data capture or troubleshooting.

Timeliness -  System products (event reports, displays, etc.) are provided to the user in the operationally required time frames.

Theater Event System (TES) -  Composed of the three elements of ALERT, JTAGS and TACDAR.  The purpose of TES is to provide tactical ballistic missile warning to U.S. forces located in a specific area of responsibility.  This warning information is used by the various theater CINCs to enact attack operations (e.g., fighter aircraft scud hunting), active defense (e.g., Patriot battery defense) and passive defense (e.g., city warning alarms).
Trial Period -  A formally scheduled period of time to demonstrate the mission capabilities and operational suitability of a system in an operational environment.  The CCM determines the appropriate length for trial period.  

Unambiguity -  System products (event reports, displays, etc.) provided to the user are properly defined and clearly presented in a manner that precludes misinterpretation.

Version -  An identified and documented collection of hardware, software, firmware, or communication media configuration changes scheduled to be released at a specific date.

Watch Item -  A potential system integrity deficiency whose severity cannot be categorized due to insufficient information or lack of recurrences.

Abbreviation and Acronyms

AFMC - Air Force Materiel Command

AFOTEC - Air Force Operational Test and Evaluation Center

AFSPC - Air Force Space Command

ALERT - Attack and Launch Early Reporting to Theater
AO - Action Officer

ARP - Architecture Review Panel

ASD - Assistant Secretary of Defense

BMC3 - Battle Management Command, Control, Communications 
CCM - Change Control Manager

CINCNORAD - Commander in Chief, North American Aerospace Defense Command

CONOPS - Concept of Operations

CRD - Capstone Requirements Document

C3I - Command, Control, Communications and Intelligence

C4ISP - Command, Control, Communications, Computers and Intelligence Support Plan

DoD - Department of Defense

DSP - Defense Support Program
DT&E
 - Developmental Test and Evaluation

EIS - External Interface Subsystem

ESC - Electronic Systems Center


GBI - Ground-Based Interceptor

GBR - Ground-Based Radar

IFICS - In-Flight Interceptor Communications System 

ILSP - Integrated Logistics Support Plan

IR - Incident Report

ISC2 - Integrated Space Command and Control

IWSD - Integrated Weapons System Database

IT - Information Technology
ITW/AA - Integrated Tactical Warning and Attack Assessment
JCS MCM - Memorandum in the Name of the Chairman, Joint Chiefs of Staff

JTA - Joint Technical Architecture

JTAGS - Joint Tactical Ground Station
M3P - Multi-Mission Mobile Processor

MD - Missile Defense

MNS - Mission Needs Statement

MOB - Mission Oversight Board

NCA - National Command Authority
NORAD - North American Aerospace Defense Command

N/SP - NORAD/USSPACECOM

NUI - NORAD USSPACECOM Instruction

NUPD - NORAD USSPACECOM Policy Directive

N/UWSS - NORAD/USSPACECOM Warfighting Support System
OAB -
Operations Approval Board

OAP - Operations Approval Panel
OPR -
Office of Primary Responsibility
ORD - Operational Requirements Document
OT&E
 - Operational Test and Evaluation

PM - Program Manager

SBIRS - Space Based Infrared System

SEWS - Shared Early Warning System

SIB - System Integrity Board

SMC - Space & Missile Systems Center

SMTS - Space and Missile Tracking System 

SPO - System Program Office
TACDAR - Tactical Data and Reporting

TBMW - Theater Ballistic Missile Warning
TEMP - Test and Evaluation Master Plan

TES - Theater Event System

TPE - Technical Performance Evaluation

TP - Trial Period

TTEC - Test, Training and Exercise Capability

UEWR - Upgraded Early Warning Radar

USAF - United States Air Force 
USCINCSPACE - Commander in Chief, United States Space Command

USD/A&T - Under Secretary of Defense for Acquisition and Technology 
USSPACECOM - United States Space Command

XBR - X-Band Radar

Attachment 2

SYSTEM CERTIFICATION PROCESS FLOWCHART 
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Attachment 3

CERTIFICATION PROCESS PHASE I - IDENTIFICATION 

A3.1.  Purpose.  During this phase N-SP/J6C determines whether a system acquisition or change requires certification.

A3.2.  Duration.  The Identification Phase extends from notification of the system change through the decision to evaluate the change for certification or to exclude it from certification.

A3.3.  Notification.  N-SP/J6C involvement begins with notification of a change to a system. Through working with the seven N/UWSS Operations Approval Panels (OAPs), the OAB, program leads and other appropriate organizations, N-SP/J6C maintains visibility of the daily operational status of NORAD-USSPACECOM systems.  N-SP/J6C keeps informed of proposed changes through two way communications with agencies involved in new acquisitions or changes to existing systems.
A3.3.1.  For new system acquisitions, N-SP/J6C must be notified by the program lead or appropriate OAP at the beginning of requirements definition. In some cases systems listed in the N/UWSS IWSD as not requiring certification do require a non-degradation certification.  For this reason it is imperative that N-SP/J6C be notified of all changes.
A3.3.2.  N-SP/J6C must also be notified by the program lead or appropriate OAP of changes to existing systems including but not limited to those listed in the N/UWSS IWSD. In some cases systems listed in the N/UWSS IWSD as not requiring certification do require a non-degradation certification.  For this reason it is imperative that N-SP/J6C be notified of all changes.

A3.4.  Impact.  N-SP/J6C determines whether a change requires certification based upon its potential to adversely impact the integrity of the system.

A3.5.  Exclusions.  The following classes of changes are excluded from the N-SP/J6C System Certification:

A3.5.1.  Minor hardware maintenance changes not involving a corresponding software/firmware change.

A3.5.2.  Minor communications maintenance changes not involving a corresponding software/firmware change.

A3.5.3.  Temporary changes following system integrity review by N-SP/J6C.

A3.5.3.1.  N-SP/J6C will ensure adequate safeguards are in place prior to implementation of the temporary change.

A3.5.3.2.  If the temporary change becomes permanent, N-SP/J6C will evaluate it for subsequent certification.

A3.6.  Documentation.  N-SP/J6C will advise the change proponent in writing as to whether or not certification is required.  In some cases systems listed in the N/UWSS IWSD as not requiring certification do require a non-degradation certification action be taken. 

Attachment 4

CERTIFICATION PROCESS PHASE II - STRATEGY

A4.1.  Purpose.  During this phase three actions take place that determine the scope and the method for certification.  These actions are the AO conducts a risk analysis to determine the potential impact of a change or new acquisition on system integrity, assigns a certification classification and develops the certification plan.  This phase is completed when the SIB approves the appropriate certification classification for the system change or new acquisition and documents the system unique certification process in the certification plan signed by the Chief, System Certification Oversight Division, N-SP/J6C, or his designated representative. It is during this phase that N-SP/J6C, the system developers, and the system operators layout the specific certification criteria.  These criteria will be documented in a formal agreement that will be contained as an appendix to the certification plan.

A4.2.  Duration.  The Strategy Phase extends from the time the decision is made that the change requires certification through the approval of the System Certification Plan.

A4.3.  Certification Classification.  The N-SP/J6C AO recommends to the SIB that one of three certification classifications should be assigned to the change.  The classification is based upon a risk assessment by the AO of the change’s potential to adversely impact the integrity of the system. A Class I change is considered high risk to system integrity, Class II moderate risk to system integrity, and Class III low risk to system integrity. Testing requirements are derived independently of the certification classification assigned and should conform to procedures outlined in the applicable testing policies for the program's lead service.  In addition to the three certification classifications, one other category of certification is necessary, nondegradation certification.  This class of certification is applied to a new or change to a non-certified system or element to ensure that it does not adversely impact or degrade the system integrity of certified systems.  

A4.3.1.  System Certification Class I.  N-SP/J6C involvement focuses on monitoring change or acquisition development; participating or coordinating in the test planning process; monitoring DT&E and OT&E; providing certification assessment; and rendering a certification decision.  Approval authority for certification class I is the Chief, N-SP/J6C.  Example: changes that have an interoperability or mission processing impact are assigned a System Certification Class I.

A4.3.2.  System Certification Class II.  N-SP/J6C involvement focuses on monitoring change or acquisition development; participating or coordinating in the test planning process as required; monitoring DT&E and OT&E as required; providing certification assessment; and rendering a certification decision.  Approval authority for certification class II is the N-SP/J6C or AFSPC/SCMV Branch Chief. Example: significant component system-unique changes are assigned a System Certification Class II.

A4.3.3.  System Certification Class III.  N-SP/J6C involvement consists of documenting the change content and implementation details following notification from the appropriate operations approval authority that the change has received operational acceptance.  Approval authority for the certification class III is the appropriate AFSPC/SCMV Section Chief.  Example: database changes not affecting mission-processing parameters are considered System Certification Class III.

A4.3.4.  Nondegradation Certification.  N-SP/J6C involvement focuses on monitoring change or acquisition development; participating or coordinating in the test planning process as required; monitoring DT&E and OT&E as required; providing nondegradation certification assessment; and rendering a decision.  Approval authority for the nondegradation certification is the N-SP/J6C or AFSPC/SCMV Branch Chief.  Once again the intention of this action is to determine that a new or changed non-certified system does not adversely impact or degrade the system integrity of certified systems.  The AO will document this action and decision using the appropriate elements of certification plan found in paragraph A4.4.

Table A4.1.  System Certification Classification Guide.

	Class I
	Class II
	Class III

	Change corrects a serious deficiency

Change impacts more than one system mission
Significant change to mission processing

Change to mission messages

Change involves communications protocol

Change to message handling process

Change to host-processor system or communication- processor hardware/software

Significant hardware/software change

Change can not be tested exhaustively in an off-line environment
	Mission unique change

Change to database affecting mission processing parameters

Change to the system and/or communications status message

Change to user interface

Form or Function hardware changeout
	Change to database not affecting mission processing parameters

Change to external communication processing not affecting output of data

Hardware change affecting fit only

Change to non-mission specific displays


A4.4.  System Certification Plan.  Following the assignment of a certification class to the change, the N-SP/J6C AO prepares a System Certification Plan and coordinates it with other organizations, as appropriate. The plan establishes and documents the certification strategy, criteria, requirements, and milestones.  With the exception of agreement on the certification criteria, the plan is a living document that may require updating as the change evolves.  The N-SP/J6C SIB is the approval authority for initial certification plans and subsequent major changes.  The certification plan will contain the following sections:



a. Plan Description


b. Change Description


c. System Certification Strategy


d. Testing and Test Analysis


e. System Certification Standards and Documents


f. Certification Issues Matrix


g. Waivers/Exceptions/Existing Caveats


h. Involved Agencies


i.  Assessment Agencies


j.  Milestones


k. Appendix A: System Certification Requirements


l.  Appendix B: System Certification Standards and Documents


m.Appendix C: Evaluation Checklist


n. Appendix D: Foundation Elements Questionnaires


o. Appendix E: Glossary

A4.4.1.  Coordination.  The System Certification Plan identifies the implementing command, Program Manager, Change Control Manager, System Architect, System Engineer, System Integrator, and System Owner/Mission Operator/Manager, as appropriate, for the particular change/acquisition. These individuals are provided the opportunity to comment on the plan and ensure they are prepared to conduct their own assessments of the system’s performance as the program proceeds through DT&E, OT&E, and Trial Period.

A4.4.2.  System Certification Strategy.  The System Certification Strategy outlines the basic concept of how N-SP/J6C will certify the change.  It provides a framework for applying the guidelines of this instruction to specific requirements for the identified change.

A4.4.3.  System Certification Criteria.  The system certification criteria constitutes a formal agreement between N-SP/J6C, the change developers, and the system operators. Agreed upon definitions of accuracy, reliability, timeliness and unambiguity are established.  Any other change specific certification criteria are documented.  This portion of the Certification Plan is subject to document control and will only be changed in extreme cases.

A4.4.4.  System Certification Requirements.  The system certification requirements outline the specific documentation, test results, or other items that N-SP/J6C require in order to complete its assessment of the change.

A4.4.5.  System Certification Milestones. The system certification milestones identify key certification process requirements, the associated Office of Primary Responsibility (OPR) for completing each requirement, and the target date for completion.  The milestones establish a framework for ensuring timely assessment of the system integrity of the change and subsequent certification. 

Attachment 5

CERTIFICATION PROCESS PHASE III - ASSESSMENT

A5.1.  Purpose.  During this phase N-SP/J6C evaluates the system integrity of the change as it is implemented and integrated into the system and provides formal written certification assessments at periodic intervals. 

A5.2.  Duration.  The Assessment Phase extends from approval of the System Certification Plan through change development, DT&E, OT&E, Trial Period, and Operational Acceptance, and concludes when the system has met all requirements for certification (no serious deficiencies) or when a formal certification decision has been requested based upon program milestone requirements.

A5.3.  DT&E/OT&E. During DT&E/OT&E N-SP/J6C participates with the system developers and testers to verify and validate that the change satisfies all system integrity requirements as outlined in the System Certification Plan.

A5.3.1.  USSPACECOM service component commands, NORAD responsible agencies, or other commands or agencies provide N-SP/J6C access to DT&E/OT&E plans, procedures, test schedules, and test results.

A5.3.2.  For Class I and II changes, N-SP/J6C assists the implementing command or agency to ensure DT&E/OT&E planning and testing satisfies system integrity verification and validation requirements.  N-SP/J6C reviews and coordinates on the Test and Evaluation Master Plan (TEMP) and reviews DT&E/OT&E test plans.

A5.3.3.  For Class III changes, N-SP/J6C is not involved in test planning or execution.

A5.3.4.  If applicable, N-SP/J6C coordinates and assists in communications protocol testing during DT&E to ensure compliance with ITW/AA communications requirements.  N-SP-STD 1200B, Advanced Data Communication Control Procedures with the Integrated Tactical Warning/Attack Assessment (ITW/AA) System is one example of an existing ITW/AA communications protocol requirement.

A5.3.5.  The Program Manager, Change Control Manager, System Architect, System Engineer, System Integrator, and System Owner/Mission Operator/Manager conduct their own evaluations of the system against the appropriate foundation element.

A5.4.  Categorization. N-SP/J6C evaluates identified system deficiencies for certification impact.  Those having the potential to adversely impact system integrity are identified as certification issues and are subsequently categorized as serious deficiencies, caveats, or watch items.

A5.4.1.  Serious Deficiency.  A serious deficiency is a system integrity deficiency which significantly impairs or degrades mission accomplishment and for which there is no workaround with acceptable risk available, thereby preventing unrestricted operational use of the system.  N-SP/J6C will not certify a system with serious deficiencies.  Serious deficiencies that are partially corrected or for which a validated fix is scheduled for implementation may be downgraded to caveats by the N-SP/J6C.

A5.4.2.  Caveat.  A caveat is a system integrity deficiency that impairs or degrades mission accomplishment but does not prevent unrestricted operational use of the system.  N-SP/J6C may certify a system with caveats.  Multiple caveats against one or more certification elements may be grouped together and upgraded to a serious deficiency by N-SP/J6C depending upon the overall adverse impact of the shortcomings.

A5.4.3.  Watch Item.  A watch item is a potential system integrity deficiency for which there is insufficient information or recurrences to categorize the severity of the problem.  A watch item acts as a “warning flag” to the appropriate organizations. N-SP/J6C may upgrade a watch item to a serious deficiency or a caveat as more information is obtained or the problem recurs.  A serious deficiency or caveat may not be downgraded to a watch item.

A5.5.  Tracking.  N-SP/J6C tracks each serious deficiency, caveat, and watch item until resolution and validates the corrective action.  The tool used for tracking these deficiencies is the Certification Issues Matrix (Appendix 1 to Attachment 5).  This matrix provides the AO and the appropriate organizations  the list of certification issues and the current status.  This matrix provides situational awareness to those involved with the program.  When distributing the matrix to the appropriate organizations the AO will include the explanations of issue categorization and resolution status with the matrix. Validation can be made based on written test results, operator assessment, or any other method necessary to verify the issue has been resolved.  Following correction, N-SP/J6C will close the issue, archiving the information for future references.  

A5.6.  Trial Period. Following successful OT&E, the CCM, in conjunction with the appropriate approval authority (either the OAB or OAP) for N/UWSS, ITW/AA and MD, decides if the changed system is ready to enter Trial Period.  The CCM, in coordinate with the mission operator, must define trial period exit criteria to include requirements listed in the original generic or corollary SCF. 

A5.6.1.  N-SP/J6C provides a preliminary certification assessment prior to Trial Period entry on systems that it will certify.  The Chief, N-SP/J6C, or his designated representative does this during the appropriate OAB/OAP when the request to enter Trial Period is presented.  At this time if there are major concerns regarding certification special emphasis will be made to the appropriate organizations during these meetings.  

A5.6.2.  During Trial Period, N-SP/J6C continues its evaluation of the change to validate the correction of previously identified system integrity deficiencies.

A5.6.3.  At the conclusion of Trial Period, N-SP/J6C provides a preliminary verbal certification assessment to the CCM or program lead.  This is done when the CCM or program lead appears before the appropriate approval board to request permission to exit Trial Period.

A5.7.  Operational Acceptance.  Following a successful Trial Period, the appropriate CCM, in coordination with the mission operator,  decides if the changed system is ready for Operational Acceptance. This recommendation is presented to the OAB or appropriate OAP for approval.  If the system is not certifiable due to outstanding serious deficiencies, it may still receive operational acceptance by the appropriate authority.  Such a decision may move the responsibility for correcting any serious deficiencies from a developing to a sustaining organization.  Operational acceptance grants restricted operational use of the system pending certification for systems that N-SP/J6C determines require certification.

Appendix: Certification Issues Matrix Format

Appendix 1 to Attachment 5

Figure A5.A1.1 - Certification Issues Matrix Format
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A5.A1.1. Issue Categorization.  N-SP/J6C evaluates identified system deficiencies for certification impact.  Those having the potential to adversely impact system integrity are identified as certification issues and are subsequently categorized as serious deficiencies, caveats, or watch items.

A5.A1.1.1.  Serious Deficiency.  A serious deficiency is a system integrity deficiency which significantly impairs or degrades mission accomplishment and for which there is no workaround with acceptable risk available thereby preventing unrestricted operational use of the system.  N-SP/J6C is unable to certify a system with serious deficiencies.  Serious deficiencies that are partially corrected or for which a validated fix is scheduled for implementation may be downgraded to caveats by the N-SP/J6C.

A5.A1.1.2.  Caveat.  A caveat is a system integrity deficiency that impairs or degrades mission accomplishment but does not prevent unrestricted operational use of the system.  N-SP/J6C may certify a system with caveats.  Multiple caveats against one or more certification elements may be grouped together and upgraded to a serious deficiency by the N-SP/J6C depending upon the overall adverse impact of the shortcomings.

A5.A1.1.3.  Watch Item.  A watch item is a potential system integrity deficiency for which there is insufficient information or recurrences to categorize the severity of the problem.  A watch item acts as a “warning flag” to the appropriate organizations.  N-SP/J6C may upgrade a watch item to a serious deficiency or a caveat as more information is obtained or the problem recurs.  

A5.A1.2. Issue Resolution Status.  N-SP/J6C will use the rating scale found in Table A5.A1.1 to provide status on each certification issues listed in the matrix.

Table A5.A1.1. Issue Resolution Status. 

	Red
	Unsatisfactory issue resolution or lack of firm plan to resolve issue.  Unless issue is resolved and/or tested, it will result in a serious deficiency or caveat.

	Amber
	Conditional issue resolution.  Tentative plan to correct deficiency.  Problem and solution documented but not tested (if applicable).  Unless issue is resolved and/or tested, it may result in a serious deficiency or caveat.

	Green
	Issue on target for resolution.  Fix is identified and its implementation and testing is scheduled.  No further action needed on this issue unless significant issues develop as a result of testing or if the schedule changes.

	Blue
	Issue resolved.  Item has been tested and/or testing of this item is not required and will not preclude J6C certification.  No further action needed on this issue unless significant changes are made that would affect overall system integrity.


Attachment 6

CERTIFICATION PROCESS PHASE IV - DECISION

A6.1.  Purpose.  During this phase N-SP/J6C formally determines that a change to the system does or does not meet system integrity requirements and certifies, is unable to certify, or decertifies the change, as appropriate.  The decision to certify the change results in granting unrestricted operational use for the affected system.

A6.2.  Duration.  The Decision Phase extends from when the system has met all requirements for certification (no serious deficiencies) or has been operationally accepted, or a formal certification decision is requested based upon other program milestone requirements, until N-SP/J6C formally notifies the appropriate organizations of the certification decision.

A6.3.  Certification Package. During this phase, N-SP/J6C completes its assessment of the change’s performance based on the certification elements.  Agencies external to N-SP/J6C complete their own assessment of the change against the appropriate enterprise and foundation elements and provide the results to the N-SP/J6C AO.  Foundation element deficiencies will affect the certification decision if, in the opinion of N-SP/J6C, they adversely impact the integrity of the system. N-SP/J6C then combines all of these assessments into a Certification Package for briefing to the SIB and final staffing.

A6.4.  Decision.  There are two possible certification decisions: certify (with or without caveats) or unable to certify (uncertifiable).

A6.4.1.  Certify (with or without caveats).  N-SP/J6C declares that the change satisfies all system integrity requirements and certifies the system for unrestricted operational use. If there are any identified caveats or watch items, N-SP/J6C tracks them to resolution and reassesses the certification status as appropriate.

A6.4.2.  Unable to Certify (Uncertifiable).  N-SP/J6C is unable to certify the change due to one or more serious deficiencies that prevent unrestricted operational use of the system.  The system will be reconsidered for certification when the identified serious deficiencies are corrected and successfully verified.

A6.5.  Approval and Notification.  The N-SP/J6C AO briefs the SIB for approval of the certification recommendation for final staffing and signature.  All System Certification decisions are made by the N-SP/J6C.  For US only systems, the highest-ranking U.S. representative in N-SP/J6C will render the certification decision.  The certification decision is then provided to the affected organizations in writing and the IWSD is updated by the SIB Secretariat.
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