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SECTION |
GENERAL INSTRUCTIONS

1. PURPOSE To provide i ions and gui on the ification of i ion involved in North
Defense C (NORAD) ic Warning

a. A USAF PMD the Joint Sur System (JSS) in 1874 consisting of 43 FAA owned long-
range radar sltes in the CONUS. At the time, 21 of these radars were in joint use and 10 were USAF owned
but planned for transfer to FAA. The remainder were operated by the FAA in the National Airspace System
(NAS) or were in various stages of acquisition for use in the NAS. Rader sites in Canada, Alaska and Hawaii
are not part of the JSS but are now considered Joint Use Sites (JUS). JUS also include radars operated by
the FAA that the USAF uses in range control and other operations in the CONUS. The mission includes
peacetime air surveillance and control and varied levels of wartime air defense functions. The JSS and JUS
provide NORAD with a ground-based command and control (C2) capability. This.-C2 capability includes five
Region Air Operations Centers (RAOC) in the CONUS, Canada, Alaska, Hawali and Iceland respectively and
five Sector Air Operations Centers (SAOC), three in the CONUS and two in Canada. The Alaskan,
Hawaiian, and Icelandic RAOC each have sector functions. NOTE: Since some RAOC perform sector
functions, the term R/SAOC is applied to all units with a sector command and control function. NORAD radar
systems include the JSS System and Tethered Aerostat Radar System (TARS) in the CONUS, North
Waming System (NWS) composed of both long range radars (LRR) and short range radars (SRR}, Canadian
Coastel Radars (CCR), Alaskan LRRs, Over-the-Horizon (OTH-B) radar

Canada (TC) Radar Modemization Project (RAMP) radars, Terminal Radar and Control System (T RACS)
radars, and Main Operating Base (MOB) training radars. R/SAOCs m(e(fgoe with selected Air Route Traffic
Control Centers (ARTCC) and TC Aircraft Movement Information Service {AMIS) Area Control Centres
{ACC) for the of flight plan i i In addition, the R/SAOCs use the RAOC/AWACS Digital
Information Link (RADIL) system for the exchange of digital track data with airborne early warning aircraft,
such as the Airborne Warning and Control System (AWACS) E-3, USN P-3, and Canadian Aurora aircraft.
Other systems will be added to this guide when applicable. The NORAD Systern Support Facility (NSSF) at
Tyndall AFB, FL provides software support for the Air Defense Computer (AN/FYQ-93), the Advanced
Interface Control Unit (AICU) and RADIL. at the R/SAQCs. The Unifled Command Plan describes Unified
Command responsibilities and JSS mission tasks for peacetime and wartime. All users of NORAD radar
data must abide by this guide.

b. This guide the Joint ic Ci ity Security Classification Guide (SCG) dated
1 Feb 88, the SEEK SKYHOOK SCG dated 18 Jan 85, the AN/FPS-117 SCG dated 30 Nov 89, OTH-B
Radar System SCG dated 19 Nov 92, and the North Warmning System SCG dated 20 Oct 86.

2. AUTHORITY,

a. This guide is issued under the authority of DoD 5200.1R (Revised) and AFI 31-401, Jul 94, Managing the
Information Security Program; in Canada, A-SJ-100-001/AS-000, Security Orders for the Department of
National Defense, Volume [-General, A-DP-300-010/AA-000, DND Policy for Security of Automated Data
Processing and A-DP-300-080/AG-000, DND Security of Automated Data Processing Personnel and
Facilities. Additional authorities include the Canada-United States Binational Service Support Agreement
(CANUS BSSA) for the Atmospheric Early Warning System, section X, Security and Inteflectual Properties
Provisions and the Security Agreement between the US and Canada. The Original Classification Authority
(OCA) for this Security Classification Guide is NORAD/J30. This guide and any subsequent changes will be
reviewed by the Joint Radar Planning Group (JRPG) IAW the JRPG ground rules and coordinated with the
applicable commands.
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. 8CG, the i in ion will be p at the highest levetl of classification. Conflicts will be
reported to the OPRs of all conflicting directives.

c. The i i ings and other requi ts of ive Order 12356 are to be applied to
information classified pursuant to this guide in uocordance with DoD 5200.1-R/AFi 31-401, Managing the
Information Security Program.

3. OFFICE OF PRIMARY RESPONSIBILITY (OPR). This guide is issued by, and all inquiries concerning
content and' ion should be to NORAD/J3W, 250 S. Peterson Bivd., Suite 116, Peterson
AFB CO 80914-. 3260 with information copy to NDHQ/DNWSO Ottawa, Ontario, Canada K1A OK2. Office of
collateral responsibility is AFSPC/SPI,

4. CLASSIFICATION RECOMMENDATIONS. Completely documented and justified recommendations
should be made through appropriate channels to the OPR if:

a. security classifications contained in this guide impose i its that are i

o

. current conditions or progress attained in this effort indicate @ need for change in this guide.

<. scientific or technical changes in the state-of-the-art indicate a need for changes in this guide.

d. any other contributory factors indicate a need for changes in this guide.

Pending final decision thereon, the items of |nfon'mauon involved shall be handled and protected at the higher

of the current 1s or the ges. All users of this guide are encouraged to assist
in improving and maintaining the currency and adequacy of this guide.

5. APPLICATION, REPRODUCTION AND DISSEMINATION. Authority is granted to make reproductions
and extracts of any parts of this guide for application by specified groups involved with systems identified
herein including industrial activities.

6. PUBLIC RELEASE. The fact that this guide shows certain details of information to be unclassified does
not allow automatic public release of that information. None of the restrictions or requirements stated in this
paragraph apply to the FAA in the conduct of its day-to-day business as is mandated by the Federal Aviation

Act of 1958, including the coordination of air traffic operations with foreign g and the fostering and
of civil ics and air in the United States and abroad. However, the
and req 'ts of this paragraph do apply to the FAA in circumstances not conforming to the

policy outlined in FAA Order 1200. 22A, Use of National Airspace System Computer/Radar Data or
Equipment by Outside Interests.

a. Any proposed release to the public of official information pertaining to these systems must be forwarded to
HQ NORAD/Public Affairs, 250 S. Peterson Blvd, Suite 116, Peterson AFB CO 80914-3190 for review and
further processing. HQ NORAD Public Affairs will coordinate with the appropriate US and Canadian
agenc;es The term “release"” applies, but is not limited to, articles, speeches, photographs, brochure

displays, p elc., on any aspect of these systems. The term "release” does not
apply to such as awards, i etc., which may be disseminated without
NORAD Public Affairs coordination. Itis Incumbenl upon defense contractors, or other agencies, to screen
all information submitted for material certification to ensure that it is both unclassified and technically
accurate. Letters of transmittal must contain certification to this effect.

b. The number of copies produced and distribution of the document must be extremely limited and strictly
controlled until review is If ion is found during the review process,
all holders of the document will be lnformed of the degree of protection required. When doubt exists
concerning the classified status of a proposed release pertaining to these systems, the final decision will be





[image: image6.jpg]rendered by the OCA. Public release for contractor will process requests IAW the instructions contained in
DD Form 254, Item 13. The matertal submitted for review must include a valid suspense date, if applicable.
Request for public release certification according to DoD Manual 5520.22M, Industrial Security Manual for
ing Classifi i to DD Form 4411, Security Agreement), must be submitted
to the Directorate of Public Affairs, HQ NORAD, 250 S. Peterson Blvd, Suite 116, Peterson AFB CO 80914~
3180, for review and further processing. Five copies of the proposed pubtic release material must be
submitted at least folr weeks before approval is needed. (For further clarification and guidance on
information certification procedures see AFR 190-1 in U.S. and A-SJ-100-001/AS-000 Vol | in Canada.)

¢. Only information that has been reviewed and certified for public release may be released; however, the
decision or authority to release falls within the purview of those officials who have responsibility to govern the
program for which the material was developed.

d. Only information which aiready has been approved for public release may be released without further
i after initial app for public release must be submitted for review and
further processing as outiined in para 6.a. above.

©. Prime or associated Department of Defense (DoD) or Department of National Defence {DND) contractors
are responsible for ensuring that each of their subcontractors are awere of and comply with the above
requirements. Only material prop for release by will be routed through their prime or
associated contractor. They, in tumn, shall make appropriate comments if they concur with the release, or
may reject the proposal without further recourse, if appropriate.

f. Approval for public release does not satisfy the export li ing requi of the Dep: of State
and Commerce. .

g. P ion of i ion at public symp etc: Request for such

pl ion of ified i ion shall be submitted to HQ NORAD/Pibilic Affairs, 250 S. Peterson Bivd,
Suite 116, Peterson AFB CO 80914-3190, for review and approval. Public Affairs will coordinate with
appropriate US and Canadian agencies. Submit two copies of all material a minimum of four weeks prior to
prop p ion date. Any i i ized for p ion LAW this paragraph will reflect that
the work rep: upon is by the i g agency. If foreign nationals are expected

to be present at such a conference, para 6.g. applies.

h. Requests for release of i ion to foreign g

(1) Any military activity or defense contractor receiving a request from a foreign government or international

ion, or their rep! i for information related to these programs, except information and
materials cleared for public release under the auspices of DoD Public Affairs information programs, will
forward all such req to the C Foreign Discl Policy Office (HQ AFSPC/XPIF) 150
Vandenberg St., Suite 1105, Peterson AFB CO 80914-4025. :

(2) Foreign national or immig: ident alien employ of the (s), including
those possessing Canadian or UK reciprocal are not i access to i i {
resulting from or used in the performance of these programs unless authorized in writing by HQ
AFSPC/XPIF.

(3) US agencies will not release Canadian or jointly produced material without prior approval from Canada;
Canada will not release US or jointly produced material without prior approval from the US. Requests for
Canadian approval of release should be forwarded to the NDHQ/NWSQ 5, 101 Colone! By Drive, Ottawa,
Ontario, Canada, K1A OK2.

(4) Classified documents proposed for transfer to forsign activity will be submitted to HQ AFSPC/CSF, 150
Vandenberg St., Suite 1105, Peterson AFB CO 80914-4025 for release determination. f determined to be
releasable to a foreign government, then all identical documents shall be labeled "Releasabie to {country)".
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ly ion should state, as appropriate, . to (coumry)"
h. Release of
(1) To release this information to United States citizens, United States ias, foreign rep i or
foreign nationals residing in the US, all DoD or shall forward req on sy

covered in this guide to HQ AFSPC/XPIF for coordination and processing.

{2) R for release of from C: ian citizens,
contractors shall be forwarded to NDHQ/NWSO 5 at the address in para 6.9.(3) for coordination and
processing.

7. OTHER INSTRUCTIONS,

a. OTH-B Software Maintenance Facility (SMF). This classification guide is applicable to the SMF. It should
be noted that the SMF does not normaliy process actual operational data nor has it any connections to an
operational radar system. Th guide for data has no ication for the SMF,
unless such data is introduced into the SMF computer system.
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9. Type, quantity and operational data of a U % Separate Security guidelines
CA&E facility or equipment which is proposed may apply for special

for use or installed at one or more locations situations or projects.
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PERFORMANCE AND CAPABILITIES

€. MAINTENANCE INFORMATION

TOPIC

1. Equipment Status Reports (ESR).

a. If system capabilities, limitations or
vulnerabilities are not revealed.

b. If system capabilities, limitations or
vulnerabilities are revealed.

(1) Microwave radars.
{2) OTH-B.
2. Equipment Status Summaries-A report of
equipment outages that contains an open
ETRO.
a. OTH-B during NORAD DEFCON 3
conditions or higher.

b. OTH-B not during NORAD
DEFCON 3 conditions or higher.

c. OTH-B ETRO after restoration.

d. Alaska, CONUS, Hawaii, AFI and
Canada.

3. Projected Outages of a SAOC, and its
associated communications.

4. Status Reports processed through FAA
channels that do not reflect an evaluation of
mission capability.

5. Monthly Maintenance Schedules not
creating Red fime/non-mission capable at the
SAOC.

6. Reports on equipment detailing extent or
results of enemy/errorist activity.

7. Complete ioss of search data from any one
radar site.

CLASS

DOWNGRADE/ REMARKS

DECLASS

See
Rmks

X4

Declassify 30 minutes prior to
actual outage.





[image: image20.jpg]TOPIC

‘8. Complete loss of search data from two or
more adjacent radar sites.

a. CONUS.

b. Alaska, Canada, Hawail, AFl.

9. T i i and pt

related strictly to C&E effort, i.e.,
communications circuitry restoral, parts
procurement, troubleshooting, etc.

CLASS DOWNGRADE/ REMARKS

DECLASS
U -
c X4
U -
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[image: image21.jpg]SECTION Il

PERFORMANCE AND CAPABILITIES

D. SENSORS
TOPIC CLASS DOWNGRADE/ REMARKS
DECLASS
1. Geographic locations of sensor sites. u & Separate security guidelines
may apply for special
situations or projects
(sensttivity of the mission or
location, hardening, etc.).
2. Location of planned radar sites:
a. US sites. U =
b.. CF sites. C x4 Location is UNCLASSIFIED
after announcement that a
facility is to be constructed at
the location. The function of
the facility remains
CONFIDENTIAL untit
. construction advances to the
stage at which the facility
function is visible, i.e.,
antenna mounted or random
constructed or DND reiease
information on the facility's
function.
3. Theoretical range and altitude limits. U -
a. AGL, RLS, and Operational u -
Coverage diagrams.
b. Clutter photographs and annual u H
subclutter visibilify photographs.
¢. Data coliected from random traffic u s

and targets-of-opportunity.
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[image: image22.jpg]TOPIC CLASS DOWNGRADE/ REMARKS

. DECLASS
4, Radar Coverage and tracking percentages
of individual sites derived from actual
of radar per ina
controlled environment such as evaluation
conducted by 84 RADES.
a. Alaska, Canada, Hawaii. (o] X4
b. CONUS. U Rmks Includes TARS
©. Analysis that shows system cannot [ - Classify IAW CJCSM
meet the counterdrug mission. 3701.01, Classification Guide
. for Counterdrug Information
5. Data displayed on indicators at radar sites.
(OTH-B see section IV) u -
6. Radar peak power or average peak power (V] -
and antenna gain.
7. CF radar frequencies assigned for future s X4 Radar frequencies are
use, UNCLASSIFIED when
radiated.
8. Classification of Frequencies: e
a. Frequency application AF Form 38 u -
or message/letter request.
b. Frequency in use after it has been U -
assigned and activated.
9. PRF, frequency band or operating U =
frequency of IFF/SIF interrogators.
10. IFF Mark X (SIF) and Mark XII system, See - For specific data classification
Rmks see: DoD Intemnational AIMS
Program Security
Classification Guide (OPR:
WR-ALC/MMAM-AIMS
Robins AFB GA),

11. Radar characteristics.

®

Tuning range.

&

Frequency range.

e

e

u
u

Band widths. U -
Power. u
U

®

Pulse Repetition Frequency (PRF).

22






[image: image23.jpg]TOPIC
f. Beam Widths.
9. Operating Frequency.
12. a. Inherent capability of a sensor and
i i interms of

p
specific vulnerabilities or limitations in a non-
ECM environment.

b. Inherent capability or specific
vulnerability or limitations in ECM
environment,

13. Information disclosing the following
measured performance of the AN/FPS-
117/124 are classified:

a. Detection capability.

b. Target azimuth and range
accuracy and resolution.

¢. Detection Envelope.

d. Radar coverage data maps
presented verbally or described on charts,
maps, or similar documents which discloses
system limitations or vulnerabilities.

e. Low altitude coverage
specifications.

f. Detection capability of AN/FPS-124
using SRR target simulator at installed
operational radar site which discloses specific
measured radar detection ranges for a given
cross section target.

14. Operational Plan for AN/FPS-117/124.

a. Complete Operationat Plan for a
non-ECCM equipped radar.

b. Complete Operational Plan for
ECCM equipped radar.

CLASS

U

u
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DOWNGRADE/ REMARKS

DECLASS

X4

X4

X4

X4

X4

X4

X4

X4

X4





[image: image24.jpg]TOPIC

15. Operational Status of AN/FPS-117/124.

a. Operational Status reports
reflecting inoperative periods during
Aerospace Defense Emergency conditions.

b. All other reports on operational
status or progress of work will be classified
CONFIDENTIAL when length of time that
facility will be inoperative is disclosed.

¢. All data, including radar and status
data, transmitted:

(1) To or from SRR station.

{2) To or from LRR station, logistic
station or ROCC.

16. Estimates/conclusions of the AN/FPS-
117/124,

a. Estimated or proven conclusions
regarding operatipnal capabilities or
limitations.

b. Estimates or proven conclusions
regarding ECCM operational capabilities or
limitations.

17. 71 ical or d of
the AN/FPS-117/124.

a. Inherent capability of the system
and i qui ol interms
of specific vulnerabilities or limitations in a
non-ECM environment.

18. OTH-B Radar Systems {projected and
actual performance).

a. Reliability/ Maintainability.
b. Operational availability (Ao).

c. Probability of correlation (P¢).

CLASS

24

DOWNGRADE/ REMARKS

DECLASS

See
Rmks

See
Rmks

oADR '

OADR

OQADR

Declass on termination of
aerospace defense
emergency.

Declass on termination of
radar outage. This does not
include 84 RADES scheduled
downtimes.





[image: image25.jpg]TOPIC
d. Probability of detection (P).
(1) Track history probability of
detection (TH P,).
(2) RC System performance
inferred probability of aircraft detection
{inferred Py).

. Minimum and maximum target
detectable radial speed.

f. Target accuracy (relative and
absolute).

g. Target resolution.

h. Specific azimuth coverage.

i. System threat handling capability.

j. Effects of Auroral Interference.

k. Radar sensitivity.

CLASS DOWNGRADE/ REMARKS

DECLASS

u -

s OADR
s OADR
s OADR
b} OADR
s OADR
8 OADR
s » OADR

25

The coverage contours in
general are unclassified and
appear in published literature.
Statistics characterizing radar
system coverage (inferred P,)
achievable at specific times
and specific conditions are
SECRET.

Lower level tests {e.g., unit or
module) that do not reveal
classified parameters are
UNCLASSIFIED. Events that
result in unintentionat
“crashes" during
system/software development
are UNCLASSIFIED. Higher
level tests (e.g., subsystem
and system) may reveal
classified system
performance parameters;
such events are classified
SECRET.

Including performance
suppression parameters
related to the use of FM/ICW
waveforms,





[image: image26.jpg]TOPIC

I. Subclutter visibility.

m. Antenna elevation beamwidth.
n. Side/back/grating lobes.
{1) Receiver lobes.

(2) Transmitter side and back
lobes.

{3) Transmitter grating lobes.

o. Intermodulation levels.

p. Intrasystem losses.

q. Switching times.

r. Power aperture product (P;G).

s. Bandwidth (WBW), Waveform
Repetition Frequency (WRF), and Coherent
Integration Time (CIT). Disclosure of the

complete library or the size of the library of
available WBW, WRF and CIT combinations.

t. Predicted outages and outages in
effect.

(1) Predicted segment/system
outages in effect during NORAD DEFCON 3
conditions, or higher.

(2) Predicted segment/system
outages in effect where not in NORAD
DEFCON 3 conditions, or higher.

u. ECM detection recognition or
location capability.

CLASS

c

w C C
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DOWNGRADE! REMARKS

DECLASS

OADR SCV is defined as the

hardware and signal
pracessing fimitation of the
ratio of peak surface clutter to
minimum discernible target
signal, without respect to
external sources of noise and
clutter. NOTE: Measured
clutter-to-noise ratio is not
classified.

OADR

OADR

OADR Although the complete list of
the entire library is classified,
individual waveforms are not

. classified and can be used as
unclassified once they have
been radiated.

See
Rmks

Declassify 30 minutes prior to
outage.

See Rmks Declassify 30 minutes prior to

outage.

OADR ECM displays.





[image: image27.jpg]TOPIC CLASS DOWNGRADE/ REMARKS

DECLASS

v. information divulging minimum S OADR
detectable cross section.

w. Statistics characterizing radar 8 OADR
system coverage achievable at a specific
time.

x. Limitations to radar scan [o] OADR

caused by , softy or

firmware.

y. Nomina! azimuth and range U =
coverage to be used for general discussions
and displays.

z. Center frequency range for the u £
radar and sounder.

aa. Hard copies of individual See Section IV.
uncompiled display formats.

{1) ECM/ECCM Overlays. S OADR
{2) All other formats. [¥] - ... FOUO

19. OTH-B System limitations/ vulnerabilities. s OADR
20. OTH-B System description.

a. When capabilities, limitations are S OADR
revealed.

b. When capabllities, limitations are U -
not revealed.
21. OTH-B Drawings (including equipment See Rmks Individual drawings are
schematics, site plans, communications circuit classified in accordance with
diagrams, etc.). appropriate sections of this

guide.

22. OTH-B Summaries and analysis of s OADR
effectiveness in operational use, including
overall limitations and weaknesses.
23. OTH-B Complete vulnerability analysis of s OADR
system or of the total system complex to
specified ECM.
24, OTH-B Performance related to small s OADR

target detection and interception.

25. OTH-B Environmental Effects.
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[image: image28.jpg]TOPIC CLASS DOWNGRADE/ REMARKS

DECLASS
a. Correlation of any specific
environmental index (e.g.. A, or Q) to specific
values of.
(1) Probability of Aircraft detection s OADR
(inferred Pg).
(2) Probability of Correlation (P.). V] -
(3} Minimum/Maximum target ) OADR
detectable radial speed.
(4) Target resolution. s OADR
(5) Mean discernible target cross 8 OADR
secfion (MDTCS}).
b. Magnitude of system degradation s OADR Geophysical and solar event
due to geophysical and solar events (e.g., effects on HF propagation in
magnetic storms, x-ray flares). general, are UNCLASSIFIED

and appear in pubilshed
literature. However, for the
duration of the event, system
impacts are considered

* SECRET.

26. OTH-B Data resulting from any

experil f-concept ions
indicating system performance enhancement/
improvements.

a. For the performance parameters ) OADR
identified as classified elsewhere in this guide.

b. For the unclassified parameters. u . -
27. OTH-B.

a. Transmitted information and data s OADR
when it can be used to reveal operational
capability/ vulnerability of the ECRS or
WCRS. .

b. Intersite receive data (Between u -
receive sites).
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[image: image29.jpg]SECTION il

PERFORMANCE AND CAPABILITIES

E. SYSTEM CONTROL CENTER AND

SUPPORT HARDWARE
TOPIC CLASS DOWNGRADE/ REMARKS
DECLASS
1. Number of R/SAOCs. u -
2. Geographical location. u -
3. Nomenclature of System hardware, u -
4. Computer storage capacity. u - RAM, ROM, Disks.
5. Number of display consoles per U ]
RAOC/SAQC site.
8. Electronic displays visually observed, u - If Mode (I codes or STOPRs
photographed or video taped, provided are displayed, then display is
equipment settings/ target data cannot be SECRET.
correlated with the displayed information to
reveal detection, control or other classified +-~ Mode Il codes for PREP or
capabilities. radar evaluation flights are
unclassified if not associated
with call signs and/or tail
numbers,
7. Nomenclature of Ground Support u -
Equipment (GSE).
8. Function or capability of GSE. u -
9. Design specifications of peripheral u -

computer equipment.
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[image: image30.jpg]CPCI CLASSIFICATION TABLE

TAPE ID SYMBOLIC BINARY | DLO | INFO LIBRARY | MASTER ;?:;D
APS u S U
COMPOOL* U U u U
SOURCE u U U
ADAPTATION S S S
GEOGRAPHY u* u U *CLASSIFY
1AW
SECTION il
B,PARA G
0oss U ]
DC U u U Cc
PPCA U u %) U
PPCB 1] U U U
ScC u U U 1Y)
Cocicos U u U u
LOADERS ) U U
oDnc U U y
RDU U U U
DRS u u u
COMPOOL U u U u
SOURCE U U U |
ADAPTATION - U l
SuUs | U l U
ALL *U" :
SES
DIS ALL“U”

et o2 et s ———————————————————————ee et

Lo
" APS COMPOOL - ALL AEWS AIRCRAFT AND WEAPONS CHARACTERISTICS PRESETS ARE CLASSIFIED SECRET
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[image: image31.jpg]SECTION It

PERFORMANUE AND UAPABILITIES

F. SYSTEM SOFTWARE AND FIRMWARE

TOPIC

1. Applications Set (APS).

a. Listings/Tapes.

b, APS system presets.

¢. Mode IV processing (APS UPU G).

d. Strobe/Passive Tracking
Processing (APS UPU P and Module TYZ).

€. Interceptor Control/ Guidance
Processing (APS UPUs U and W)

f. Comp ilities in
or resolution of target position and error
analysis.

g Detaiied mathematical analysis or
UPUs revealing significant information in
areas such as error analysis and accuracy or
1 of target and guk
calculations.

h. Other mathematical analyses that
reveal methods of tracking, identification,
weapons assignment or closure on target.

i. Ma.ximum duration of loss of target
before the target status is changed to LOST.

J. SAOU ftrack handiing capacity (TI).

k. Maximum number of interceptor
guidance channels.

I. Display capacity of lateral told-in
tracks.

2. Data Reduction Set (DRS).

CLASS

See
Rmks

See
Rmks

31

DOWNGRADE/ REMARKS
DEGLASS

See UPUI Classification
Table.

For classification of specific
items see TM 637/012/01.

Does not apply t6 OTH-8
tracks.





[image: image32.jpg]SECTION HI
PERFORMANCE AND CAPABILITIES

G. ELECTRONIC COUNTER COUNTER MEASURES

TOPIC CLASS DOWNGRADE/ REMARKS
DECLASS
1. Technical characteristics or schematic s OADR Refer to appropriate T.O.
diagrams of ECCM equipment.
2. Information on ECCM developments or . Only pertains to ECCM
modifications addressing specific limitations or equipped radars.
developments to counter known or perceived
threats.
a. General Information. c OADR
b. Specific/Detailed Information. s OADR
3. Plans for improvements of a particular type c OADR
of ECCM equipment or installation.
4. The ECCM antenna configuration as may u -
be viewed or photographed externally, s
Pprovi no indication of freq y limits or
other details of the equi or
components to which they are connected are
revealed.
5. Vulnerabllity of communications Cc OADR

subsystems to ECM.

6. Radar characteristics which reveal system
capabilities when used in an ECCM
environment, such as:

a. Frequency agility characteristics. u - Hawaiian Air Defense System
ECCM characteristics are
classified IAW HQ PACAFN
Threat Assessment current
version,

b. Staggered PRF characteristics. V] -

¢. Maximum operational power limits. U -
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[image: image33.jpg]TOPIC CLASS DOWNGRADE/ REMARKS

DECLASS

d. Pulse compression techniques and u =
characteristics.

&. Operational frequency spectrum. U £

f. AN/FPS-117 and AN/FPS-118 Set [0 OADR
features.
7. Operational capabilities and limitations of S OADR
an overall active ECCM subsystem against
various types of electronic equipment.
8. The specific tactics and applications which [of OADR
may be employed in conjunction with ECCM
equipment.
9. The fact that there is an ECCM program U #
and that these ECCM tests and training
missions are coordinated and conducted
regularty.
10. The fact the ECCM procurement delays, c OADR
maintenance or supply difficulties have limited
or reduced the capability of a sensor to foy
operate in an ECM environment. A
11. Test plans and/or results which address S OADR
specific known or perceived threats.
12. ECM/ECCM test equipment.

a. Combination of test equipment and s OADR

software used for ECM/ECCM testing which
reveals countermeasures techniques.

b. Combination of test equipment and u &

software used for testing which do not reveal
countermeasures techniques.

33






[image: image34.jpg]SECTION Wil

H. TESTING PROGRAM

TOPIC

1. OTH-B test objectives and philosophy.

a. If capabilities, vulnerabilities, or
limitations are revealed.

b. If capabilities, vulnerabilities, or
limitations are not revealed.

2. OTH-B complete Master Test Schedule.

3. OTH-B individual test schedules (e.g.,
installation tests, Cl subsystem, etc.).

4. OTH-B test procedures information.

a. If operational employment tactics,
capabilities, or, timitations are revealed.

b. If operational employment tactics,
capabilities, or limitations are not revealed.

5. OTH-B test data, analysis, results, and
conclusions.

a. If system capabilities, limitations,
or vuinerabilities of the system are revealed.

b. if system capabilities, limitations,
or vulnerabilities of the system are not
revealed.

6. System and Subsystem test results.

a. Mark Xli/Mode IV test results and
evaluation of the AN/FPS-117 with or without
cryptographic considerations.

b. Significant input data, results and
conclusions when they furnish a basis for
accurately estimating ECCM capabilities
andfor limitations of AN/FPS-117.

c. Significant input data, results and
conclusions when they furnish a basis for
accurately estimating non-ECCM capabilities
and/or limitations of AN/FPS-117/124.

CLASS
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DOWNGRADE/
DECLASS

X4

X4

X4

X4

X4

X4

REMARKS





[image: image35.jpg]TOPIC CLASS

d. Mark X/XIt evaluators or c
's with Mode IV issibility
criteria, friend arithmetic components or
removable firmware components instalied so
that the Mark Xl evaluation function can be
performed on the AN/FPS-117.

e. AN/FPS-117 modules, circuit u
boards, etc., required to perform the Mode IV
evaluation function, when removed from the
equipment so that they cannot perform the
function.

f. Equipment performance checks, U
such as pulse width, MDS, and power and
timing that do not reveal inherent system '
performance limitations.
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DOWNGRADE/ REMARKS
DECLASS

X4





[image: image36.jpg]SECTION IV

CLASSIFICATION OF OTH-B DISPLAY FORMATS

NO FORMAT TITLE

Qualitative Geographic

Quantitative Geographic

Nolse Doppler Regime Geographic
Sounder Amplitude Geographic
Model Output

Tactical Situation Geographic
Clutter and Noise vs. Range

Sector Amplitude-Range

10 Beam Amplitude-Range

11 CW Amplitude-Frequency

12 EA Support Sector Control

13 ECM Control

14 Sounder Control

15 On-Slte Vertical Incidence lonogram
16 Remote Vertical Incidence lonogram
17 Backscatter lonogram

19 Interlaced Backscatter lonogram

20 K Scaled P: s

21 System Status

22 Coordinate Registration Table

23 Manual Coordinate Registration Edit
24 CR Status and Edit

25 MUF Predictions

26 Multiple Path Assessment
27aAFGWC Textual Message
27bAFGWC Solar Geophysical Events
27cAFGWC Geophysical Data Summary
28aSD Alerts List

2BbD/T-S Alerts List

28cDIT-O Alerts List

28dCA-S Alerts List

28eC/l-O Alerts List

28f SCC Alerts List

28gRCE&M Alerts List

28hEA Alerts List

29 Mission Control

30 Detailed Barrier Control

31 Detailed interrogate Control

32 Spectrum Monitor Control

33 Clear Channel List vs. Bandwidth

34 Spectrum Monitor Amplitude-Frequency
35 Spectrum Monitor Frequency-Monitor
36 Radar Gain Control

37 Spectrum Monitor Gain Control

38 Console Assignment List

39 Radar Control Change Request
40aMDC Equip. Operational Status Summary
40bSMC Equip Operational Status Summary

CANN RGN

CLASS REMARKS

Secret when compiled and annotated

Secret when compiled and annotated
Secret when complled and annotated
Secret when compiled and annotated
Secret when compiled and annotated

ECM/ECCM Capabilities

Inferred P,

Secret when compiled and annotated

Secret when compiled and annotated
Secret when compiled and annotated

R, and System sidelobes
R, and System sidelobes




[image: image37.jpg]SECTION IV

CLASSIFICATION OF OTH-B DISPLAY FORMATS

NO FORMAT TITLE

41aMDC Communications Link Status
41bSMC Communications Link Status
41cFDE Communications Link Status
42 Fauit Log Display

43 Transmit BF Collimation Performance
44 TGT Velocity and Range Resol. Perf.
45 Recelve BF Collimation Performance
46 ECM Episode Report

48 Radar Parameter Progression

438 Free Text Message

50a General System Management

50b Guarded Frequency

51 Simulated Control

52aData Recording Select Menu
52bData Recording Status Menu

52c Call Number Definitions Menu

52d Set Deflnitions Menu

52a Group Definitions Menu

53 Historical EPIC

54 Track Tell List and Control

55 Received Message Log

56 EA Registration Alert

57 DIT 3-Beam Doppler Time

58 Flight Size Check

58 DIT Amplitude Analysis

60 D/T 3-Beam Range-Time

61 Track Analysis

62 DIT Process Performance Status
63a D/T Process Tracker Control
63bD/T Process SP Control

64 DIT Operator Status

65 C/l 3-Beam

66 C/l 1-Beam Range-Time

67 Range-Azimuth Geographic

68 C/l Process Performance Status
69 C/l Operator Status

70 Withheld Flight Paths
71aMessage Review Alarm
71bManual Entry Form

72 Flight Data Edit Entry

73 Flight Data Alarm

74 Aircraft 1D Directory

75 Fixed Route Position Code Entry
76 Fixed Air Route Entry

77 Ops Center DP Equipment Status
78 SMC Log Menu

80 Fit Data Information Record Display

CLASS REMARKS

37

Min/Max speed
R, sidelobes
ECM Capabilities

Secret if classified data revealed

Secret If classified data revealed
Secret if classified data revealed

Secret when compiled and annotated
Secrat when compiled and annotated

Secret when compiled and annotated
Secret when compiled and annotated

Secret when compiled and annotated
Secret when compiled and annotated
Secret when compiled and annotated

Secret when compiled and annotated




[image: image38.jpg]SECTION [V

CLASSIFICATION OF OTH-B DISPLAY FORMATS

NO FORMAT TITLE CLASS REMARKS
81aProcessor Control Access Menu (V)]
81bNetwork Control {u)
81cRCS and EA Control U
81dTH Control )
81e Comm Control V)
81f DIT Control V)
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[image: image39.jpg]SECTIONV
CLASSIFICATION OF OTH-B DATA CALLS

The computers in the OTH-B system are capable of writing various data onto magnetic tape upon demand.
The data available for recording are located within a number of "DATA CALLS" on each processor. All data
calls are classified as SECRET unless otherwise noted herein. The calls denoted with an asterisk (*) have
not been revi and are SECRET until revi Those calls listed herein without an
asterisk have been revi and the are i with the dictates of this Security
Classification Guide.
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[image: image40.jpg]CORRELATION/IDENTIFICATION (C/l) PROCESSOR

Cail # Description Class
Cl-1 Routing Update U
Cl-2 Reconfiguration Alert U
Ci-3 Hardware Status U
Cl4 Software Status u
CI-§ Muttimode Display Console (MDC) Requests 1]
Cl-6 0S8 OMC Operator Actions U
Cl-7 OS Buffer Usage by Process u
Cl-8 OS Buffer Usage by Pool Y]
ci-9 0S8 IPC M Queue Usage U
CI-10 Disabled - Not Available -
Cl-11 Disabied - Not Available - -
Cl-12 Disabled - Not Available &
Cl-13 PRESET_INIT_DATA s
Cl-14 PRESET_INIT_DATA 8
CI-15 PRESET_INIT_DATA s
Cl-16 PRESET_INIT_DATA S
Ci17 PRESET_INIT_DATA s
Ci-18 PRESET_INIT DATA s*
Cl-19 Flight Path Data s
Ci-20 Earth_Radius (NMI) . s
Cl-21 Correlated Flight Path Data TAD s*
Cl-22 [} Flight Path History Data s
Cl-23 Pair Assi Data S
Cl-24 Track Assi Data st
ClI-25 Flight Path Assignment Data s*
Cl-26 Ct Per Monitor Data u
Cl-27 PNAV_CLOSENESS_DATA s
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[image: image41.jpg]DETECTION/TRACKER (D/T) PROCESSOR

CALL #

Description Class

DT-1 Routing Update )
DT-2 R ion Alert u
DT-3 Hardware Status u
DT4 Software Status Y
DT-5 MDC R U
DT-6 0OS OMC Operator Actions U
DT-7 OS Buffer Usage by Process U

DT-8 OS Buffer Usage by Pool %)
DT-8 OS IPC N Queue Usage 3]
OT-10 Disabled - Not Available o=

DT-11 Disabled - Not Available =

DT-12 Disabied - Not Avaitable i

OT-13 Process Control P s
DT-14 Receive Beam Boundari s
DT-15 TDA and Adjacent Beams 5*
DT-186 Current Track File (CTF) Barrier Sector 1 *
DT-17 CTF Barrier Sector 2 s
DT-18 CTF Barrier Sector 3 St
DT-18 CTF Barrier Sector 4 s
DT-20 CTF Barrier Sector 5 s
DT-21 CTF Barrier Sector 6 8
DT-22 CTF Barrier Sector 7 st
DT-23 CTF Barrier Sector 8 s
DT-24 CTF Interrogate Sector 1 s
DT-25 CTF Interrogate Sector 2 s
DT-26 CTF Interrogate Sector 3 s
DT-27 CTF Inferrogate Sector 4 s
DT-28 CTF Interrogate Sector 5 s
DT-29 CTF Interrogate Sector 6 st
DT-30 CTF Interrogate Sector 7 St
DT-31 CTF Interrogate Sector 8 s
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[image: image42.jpg]COMMUNICATION (CO) PROCESSOR

Call # Description Class
COo-1 Routing Update U
C0-2 Reconfiguration Alert 1]
C0-3 I Status u
CO-4 S Status U
CO-5 MDC Regq 1]
CO-6 08 OMC Operator Actions v
Co-7 OS Buffer Usage by Process U
CO-8 OS Buffer Usage by Pool U
Cco-9 OS IPC Message Queue Usage 1)
COo-10 Disabled - Not Avatlable ~
€o-11 Disabled - Not Available s
€0-12 Disabled - Not Available .
€0-13 Backiell Message S
CO-14 Track Data s
CO-15 Senior Director Text M S
CO-16 gate Beam S
CO-17 Forward Tell Status Report . S
CO-18 Forward Tell ECM Report B
€0-19 Track Data S
€0-20 System Status Messa s
€o-21 Free Text s
€0o-22 Interrogate Beam Report EN
CO-23 ECM Report s*
CO-24 System Status M {SAVE) s
CO-25 Free Text (SAVE) S*
C0O-26 Interrogate Beam Report (SAVE) S*
C0-27 ECM Report (SAVE) 8
CO-28 WSE - Solar Geophysical Event U
C0O-29 WSG Geomagnetic Data U
C0O-30 WSN Sunspot Number/Solar Flux U
CO-31 SSF - Sea State Info U
C0-32 IONOS -~ pheric Code U
C0-33 JONHT - ic Height U
CO-34 AFGWC Plain Text A 0 V]
CO-35 WSA - Auroral Oval Boundary V]
CO-36 ARINC Pilot Position Reports u
C0-37 NADIN Pilot Position Reports u
€0-38 NADIN Flight Plan Status Data Y]
C0-39 Flight Data information Record S
CO-40 FRPC Table -8
CO-41 Aircraft ID Add Msg S*
CO-42 Aircraft ID Delete Msg s
C0-43 Fixed Air Route s
CO-44 Comm/FDE Net Status S
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[image: image43.jpg]Cali # [] Class
COo-46 NOTAM - Notice to Airmen uU
co47 Ocganic Traffic System M U
Co-48 Alrcraft ID Record s
CO-49 Traffic Management System Message s
CO-50 IONOS {Onsite VI Derived) U
CO-51 Flight Data Related Category s
€0-52 FDIRs Sent o TH ) s*
CO-53 FDE Operator Actions u
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[image: image44.jpg]TRACK HISTORY (TH) PROCESSOR

Call # Description Class
TH-1 Routing Update 1]
TH-2 Reconfiguration Alert u
TH-3 Hardware Status U
TH4 Software Status U
THS MDC Req 1]
TH-6 0OS OMC Operator Actions V]
TH-7 OS Buffer Usage by Process u
TH-8 OS Buffer Usage by Pool Y
TH-9 OS IPC Queue Usage U
TH-10 Disabled - Not Available -
TH-11 Disabled - Not Available ~
TH-12 Disabled - Not Available -
TH-13 Performance Monitoring Table S
TH-14 pair/Edit C 1]
TH-15 Track T ion Message s*
TH-16 Track History Update ]
TH-17 New i Track [V
TH-18 Current CR Table s
TH-19 Manual STS Operator Action Table U
TH-20 Flight Plan Status Table : U
TH-21 Flight Plan Vector Table VA U
TH-22 Operator Assig Table s*
TH-23 Track Status Table 1]
TH-24 inhibit Zone [§]
TH-25 DT Process F Output S
TH-26 DT Process f Input Mess: s
TH-27 Track Alert Th Table U
TH-28 Sector Display Table S
TH-28 History - Flight Plans in Coverage (FPIC) s
TH-30 Declaration Line M £ s
TH-31 Forward Tell Table s
TH-32 Peak D: ion Data {Playback) u
TH-33 CR Tables Update Message (Playback) s
TH-34 Flight Plan info Record {Playback) s
TH-35 Flight Path Out-of-Coverage Messa (Playback) s
TH-36 AP Flight Plan Data Record (Playback) 8*
TH-37 Flight Size Check S
TH-38 le Input Data s
TH-39 /Range Data s
TH-40 Flight Size Check (Playback) ‘st
TH-41 input Data M. {Playback) 8"
TH42 /Range Data {Playback) s
TH-43 Repair/Edit Message u
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[image: image45.jpg]RADAR CONTROL (RC) PROCESSOR

Cali # Description Class
RC-1 Routing Update U
RC-2 Alert U
RC-3 Hardware Status )
RC-4 Software Status U
RC-5 MDC Requests U
RC-6 OS OMC Operator Actions U
RC-7 OS Buffer Usage by Process U
RC-8 OS Buffer Usage by Pool u
RC-¢ OS IPC Queue Usage V]
RC-10 Disabled - Not Available =
RC-11 . Disabled - Not Available nd
RC-12 - Disabled - Not Available -
RC-13 lonospheric F D A S*
RC-14 pheric P D, 8 s
RC-15 F D. C s
RC-16 ic P D: D 8
RC-17 Auroral Oval Boundary s*
RC-18 Sea State i s
RC-18 Effective Sunspot Measure/Solar Flux S
RC-20 pheric Code s s
RC-21 pheric Height T U
RC-22 ic Data s
RC-23 physical Event s
RC-24 Piain Text M (From AFGWC) s
RC-25 System Status D: S
RC-26 System Status Report 8
RC-27 TH System Status Message $
RC-28 IONOS Data (Playback) S*
RC-29 IONHT (Playback) s
RC-30 . Sea State Data (Playback) s*
RC-31 .. WSA Data (Playback) s
RC-32 WSE Data (Playback) $*
RC-33 WSG Data (Playback) s
RC-34. WSN Data (Playback) S*
RC-35 Plain Text Data (From AFGWC) (Playback) 8
RC-36 CR Tables Update uU
RC-37 Current CR Table D: st
RC-38 Data Link Status 8
RC-39 IMD Test ARD Data s
RC-40 Tx Site Fault Log Update s
RC-41 Rx Site Fault Log Update s*
RC-42 Rx EPM Radar Text Results s
RC-43 Rx EPM Radar Test Measurements Message s
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[image: image46.jpg]Call # Description Class
RC44 Signatl F Test Result s
RC45 Rx Site Facilities Fault Sensor Monitor Test Message s*
RC46 Monitor Test s
RC-47 Sounder Group Test Results Message Sl
RC-48 Tx EPM Radar Test Results Message st
RC-49 Tx EPM Radar Test ]
RC-50 Sounder Tx Test Results Message _ s
RC-51 Tx Site Facllities Fault Sense Monitor Message s
RC-52 RF Test Target Database s
RC-53 Test Target Velocity and Range Resolution s
RC-54 Tx Collimation P Data U
RC-55 Rx Colli Performance Data S
RC-56 Rx Elemenlal Path Display Data S
RC-57 Op Status Summary Data s
RC-58 Equipment Status Summary Data s
RC-59 Fault Log D: ]
RC-60 Comm Network Status File g s
RC-61 Dynamic and Static Terrain Features u
RC-62 Range-Frequency Trace Data u
RC-63 Height-Frequency Trace Data u
RC-84 Spectrum Monitor Working Database e
RC-65 Spectrum Monitor Window Definition Data R s
RC-66 Spectrum Monitor Control Menu e U
RC-67 Spectrum Monitor Gain Database s
RC-68 p Monitor Freq y Window Template S
RC-68 Current O Freq y Monitoring Flag s
RC-70 Spectrum Monitor Normal Window Data U
RC-71 MUF Window Data s
RC-72 Spectrum Monitor One Shot Window Data s
RC-73 Spectrum Monitor Norma! Data Pointers U
RC-74 Spectrum Monitor One Shot Window Pointers S
RC-75 SZC Clear Channels s
RC-76 4DC Message From Rx to MD : s
RC-77 4DC Message From Rx to MD (Playback) s
RC-78 Clear Channels P ing Data Packet (Playback) S
RC-79 Update History of A i (F ) s
RC-80 Delete Manual iation (Play ) st
RC-81 Sector 0 U
RC-82 Sector i (F ) S*
RC-83 H Auto Overlay Database - Onsite VI [Y)
RC-84 H Auto Ovsrlay Database - Remote - Vi v
RC-85 8P gate ARD Message (Playback} s
RC-86 Dummy .
RC-87 Signal Processor Support Sector ARD Message (Playback) S*
RC-88 Signal P Noise Message s
RC-89 Signal Pi Noise (Play ) s+
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[image: image47.jpg]Call # D u
RC-91 Signal Process Clutter Message (Playback) o
RC-92 Signal P; r CW Data M ge (Pl ) s
RC-93 System P A Datab s*
RC-94 Clutter/Noise EA liumination and Quiet Sector Message u
RC-95 Clutter/Noise For Barri terrogate Sector S
RC-96 5 Minute/Hour Clutter Noise Average 8
RC-87 Flip-Flop Buffer #1 for ARD Data Message u
RC-98 Flip-Fiop Buffer #2 for ARD Data Message (%)
RC-99 OMC Operator Action u
RC-100 g F {Radar Parameter F ion Display) 7]
RC-101 Data (Redar F Prog Display) U
RC-102 Dwell ion (Radar P; Progression Display) U
RC-103= Radar Control Preset D; s*
RC-104 - Parameter Change Set s
RC-105 Mission Control Menu s
RC-106 EA Control Menu All Segments s
RC-107 Radar Gain Control Menu ol
RC-108 Recelve Function Task List s
RC-109 Transmit F i Task List 9]
RC-110 Signal P Control (Part of the Rx FTL) 8
RC-111 OT Supervisor Signai Processor Control U
RC-112 Dummy % b
RC-113 B Message u
RC-114 Onsite ing Data M ge (Playback) s
RC-115 Rx Sounder Control M s
RC-116 Tx Sounder Control M S
RC-117 Propagation Mode and PNAV Status Database u
RC-118 Onsite Vertical Incid Sounding Scaled F U
RC-119 Console Table U
RC-120 tonos Remote VI Databases U
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[image: image48.jpg]RECEIVER (Rx) PROCESSORS

Call # Description Class
Rx-1 Routing Update U
Rx-2 F ion Alert ]
Rx-3 Hardware Status uU
Rx-4 Status U
Rx-5 WDM/DDM EPM Data Y]
Rx-6 OS OMC Opsrator Actions U
Rx-7 OS Buffer Usage by Process U
Rx-8 OS Buffer Usage by Pool y
Rx-9 OS IPC Message Queue Usage U
Rx-10 Dummy -
Rx-11 Dummy -~
Rx-12 Dummy -
Rx-13 Dummy -
Rx-14 Dummy -
Rx-15 Dummy -
Rx-16 Dummy -
Rx-17 Dummy -
Rx-18 Dummy -
Rx-19 Dummy -
Rx-20 RxF D s
Rx-21 Rx EPM D: s
Rx-22 Elemental Rx Path Test D: S
Rx-23 intermodulation Test Results D: s*
Rx-24 Rx Nolse Test D st
Rx-25 P Monitor EPM D 8*
Rx-26 Sounder EPM D s
Rx-27 Dummy -
Rx-28 Dummy -
Rx-29 Dummy o
Rx-30 lation Test Products D: s
Rx-31 ir ion Test Thresholds D 8
Rx-32 Dummy x -
Rx-33 Dummy oo
Rx-34 Dummy -

48






[image: image49.jpg]COMMUNICATIONS PREPROCESSORS (CP)

Call # Description Class
CP-1 Routing Update [
CP-2 ion Alert U
CP-3 Hardware Status u
cP4 Software Status U
CP-5 Input Buffer u
CP-6 Data Recording Buffer U

NOTE: Data g at the C "DEBUG"

statements in the soﬁware to facllitate “data pulls that have bsen used to venfy Flight Data Integrity.
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[image: image50.jpg]TRANSMITTER (Tx) PROCESSOR

Call # Description Class
Tx-1 Routing Update u
Tx-2 Reconfiguration Alert u
Tx-3 Hardware Status U
Tx-4 Status U
Tx-5 WDM/DDM EPM Data ]
Tx-6 0OS OMC Operator Actions 1]
Tx-7 QOS Buffer Usage by Process V]
Tx-8 OS Buffer Usage by Pool U
Tx-9 OS IPC M Queue Usage U
Tx-10 Dummy -
Tx-11 Buffer D s*
Tx-12 Sounder Contro! D: s
Tx-13 Sounder Tx Stop S
Tx-14 Dummy -
Tx-15 Dummy -
Tx-18 Dummy -
Tx-17 Dummy -
Tx-18 Dummy -
Tx-19 Dummy -
Tx-20 Sounder EPM 8"
Tx-21 Tx Three-Step Calibration Values Database ] 5
Tx-22 Tx Calibration initiaj Values D: st
Tx-23 Tx Calibration Datab S
Tx-24 Dummy -
Tx-26 Dummy -
Tx-26 Dummy -
Tx-27 Tx EPM D 5
Tx-28 Tx Performance Database s
Tx-28 Tx Sounder Control st
Tx-30 Dummy -
Tx-31 Dummy -
Tx-32 Dummy -
Tx-33 Tx Termi G Message s
Tx-34 Dummy =
Tx-35 Dummy -
Tx-36 Dummy =
Tx-37 Tx TestD s*
Tx-38 Dummy 3
Tx-39 Dummy -
Tx-40 Dummy -
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[image: image51.jpg]SECTION VI

SYSTEM
SPECIFICATIONS
TOPIC CLASS DOWNGRADE/ REMARKS
DECLASS
1. Plans and specifications for facilities U S
(including buildings, electrical power and
switch gear).
2. Designs of u .
peripheral equipment.
3. Design i i i u -
and performance characteristics of data
display console hardware.
4. Design of communications automatic U -
switching unit.
5. Location of RAOCs.
a. During or after surveys and final v r
selection and prior to release by OSD. San
b. Afier official DoD release or u %
construction contract award.
¢. By generic location, i.e., u -
Northwest, Southeast Alaska.
6. Location of planned Radar Sites and
Logistics Sites.
a. By geographic location, i.e., place [of Declassify when host
name, cities, towns, coordinates, etc. government approves site
survey. Sites in Alaska,
CONUS, and Hawaii are
unciassified.
7. Beneficial occupancy dates (BOD) and u #
construction schedules.
a. Prior to advertising for bid u -
purposes, BOD.
b. BOD in combination with planned V] -

operation date of site or sites unless classified
in accordance with other provisions in this
guide.
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[image: image52.jpg]TOPIC

c. After release of contracts, BOD.

d. Construction progress report.
8. Construction Contracts.

9. Complete UAR station in its operational
configuration.

10. Construction drawings.
11. Site equipment list.

12. C ion funds or cost

13. OTH-B Radar Boresight.

CLASS

E £ =

- T = o

14. Photographs of internal site equipment.

a. If vulnerabilities, capabilities,
or tactical are
revealed.

b. If vulnerabilities, capabilities,
or tactical 1t are not
revealed.

15. Models, Mockups and Training Aids.
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[image: image53.jpg]SECTION VI

DISTRIBUTION LIST

SYMBOL/ADDRESS

HQ USAF
Washington DC 20330
XOOSNILGPSIKRCCWI!NYSNMVIXOORC/SPIBIRDPE

AFSPA/SPS
8201 H Ave SE
Kirtland AFB NM 87117-5664

Secretary of the Air Force
Washington DC 20330
OSAF/PAS/OIS/AQPC

ESC

5 Eglin StH

Hanscom AFB MA 01731-2121
TNC

TNN
TNO
TNR
TNS
TNU
TNW

HQ AFSPC

150 Vandenberg St Ste 1105
Peterson AFB CO 80914-
CSF  Stop 4025

LKOM Stop 4400

LKB  Stop 4400

LKN Stop 4730

DOT Stop 4240

XP  Stop 4570

XPAS Stop 4680

HQ NORAD

250 8. Peterson Bivd Ste 116
Peterson AFB CO 80814-3190
J30  Stop 3260

J5R  Stop 3280

J5P  Stop 3280

PA  Stop 3190

CMOC/3Co
1 NORAD Rd Ste 2-203
CMOC CO 80914-6114

CMOC/3CP

1 NORAD Rd Ste 10-204
CMOC CO 80914-6047
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[image: image55.jpg]84 RADES
. 7976 Aspen Ave
Hill AFB UT 84056-6348
TRS 2

HQ AFMC/XPXM
4375 Chidiaw Rd, Suite 6
Wright-Patterson AFB OH 45433-5006 1

HQ AFC4A
204 West Losey St, Roomn 1065
Scott AFB IL 62225-5224 2

HQ AETC

1 F Street Ste 2

Randolph AFB TX 78150-4325

X0 2

4525 CAS

216 Sweeney Blvd Ste B1
Langley AFB VA 23665-5000
cc

SM-ALC/LHE
5012 Dudiey Blvd (Bldg 269H) X
McClellan AFB CA 95652-1375 1each;

HQ ANR

5800 G St, Suite 102

Eimendorf AFB AK 99506-2130

DO 2

30G/SC
11530 Q St Ste 201
Elmendorf AFB AK 99506-2830 1

Federal Aviation Administration

800 Independence Avenue SW.

Washington CD 20591

Attn: ACS-300 1
APS-304, APS-350 2 each
ALM-400, ALM-400E 2 each
ATO-400/410 1

HQ Defense Investigative Service

Industrial Security Office (VO410)

1200 Half St

Wash DC 20324 1

605 TS/TSH

203 W. D Ave, Ste 400
Eglin AFB FL 325426867 1
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[image: image56.jpg]Lockheed Martin
_ Attn: Ray Healy
105 Mainelac Ave., Suite 510
Bangor IAP (ANG)
Bangor, ME 04401-3049

Lockheed-Martin

Attn: Sharon Liebergot
400 Virginia Ave S.W.

Washington DC 20024
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