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SECTION I INTRODUCTION
1.1 PURPOSE
The Airborne Network, hereafter known as AN, is a communication infrastructure that provides communication transport services to, from, or between subscribers on platforms that are capable of flight.  The Airborne Network provides information dissemination in the airborne domain of the Deployable Theater Information Grid (DTIG), which is the Air Force extension of the Global Information Grid (GIG) in the deployed environment.  The Airborne Network will provide the airborne subscriber with core communications services from the GIG.  The AN is envisioned to be a common user internetworking service for airborne platforms enabled through emerging airborne communication programs (e.g. JTRS WNW, MP-CDL, NCCT and FAB-T).  The AN will enable warfighter capabilities as defined by the Air Force CONOPS and the Joint and Air Force Vision 2020.

This Concept of Operations is intended to define both the operational environment as well as the warfighter needs for information dissemination.  While information dissemination occurs in all three domains (airborne, terrestrial, and space), this Concept of Operations focuses primarily on the airborne domain of the Infostructure.  However, its capabilities are equally applicable to the space and terrestrial domains and their Infostructure systems.  Today's airborne communications center on stovepiped communities of interest limited by the uniqueness of their systems.  Tomorrow's airborne network must (as a minimum) provide interoperability, scalability, accessibility, robustness, survivability and quality of service in order to meet the warfighter's needs.   

1.2 PROBLEM

The value of a network-centric operating environment is realized through the power of Metcalf’s Law, which states that the value of a network grows by the square of the number of its nodes.  Metcalf’s law implies that better decisions can be made by making information available to all appropriate network participants.   In military operations, information about the enemy, targets, non-combatants, and one’s own forces are desired by warfighters. There is a timeliness factor involved in which survival, threat, and other critical information must be provided more quickly (real or near-real time) than other information.  Last, there is a geographical factor involved that calls out the need for information relevant to the position of one’s self, the enemy, targets and non-combatants to be accurate and understandable in order for a decision to be made and an action executed.   This is the essence of the oft-stated “right information, at the right time, to the right location, and in the right format.”  OPERATION IRAQI FREEDOM illustrated this principle through which lack of information sharing reinforced the need for a dynamic information dissemination network.  Early in the campaign, a coalition aircraft was engaged by friendly ground to air units.  Just days later, an American fighter performing close air support engaged a friendly ground to air unit.  Synchronizing battlespace entities (to include joint and coalition partners) on a common airborne network provides a solution that not only allows for the dissemination of time-sensitive information, but also locations of friendly forces and non-combatants or other prohibited targets tracking data.  Today's network stovepipes contribute greatly to the problem highlighted in the examples listed above and each of these deficiencies will be briefly addressed.

Interoperability - Achieving effective operations requires the ability of two or more systems, units, or forces to provide information and services to, and accept information and services from other systems, units, or forces.  Lack of information sharing among a unique platform community and between diverse COIs indicates the severity of the interoperability issue we face today.  

Scalability - The dynamic battlespace demands the need for flexible and adaptive network connectivity in any environment.  The ability to respond rapidly to emerging targets and events to create decisive effects will be achieved through the ability to "scale-up" or "scale-down" the network in terms of capacity and service providers.    

Accessibility - Airborne communications have always been limited by distance, geography and environmental factors.  Reducing these limitations and creating a network offering seamless access will greatly enhance the capabilities of the warfighter.  

Robustness/Survivability - Assuring required access to and use of all needed information in a way that prevents loss of information from physical and environmental threats (to include Electromagnetic Pulse (EMP)) is essential to information dissemination.  With increasing capability for retrieving and processing data, improving delivery of information to the cockpit or onboard equipment will become a necessity.  Likewise, many network subscribers operating in high threat environments will demand low probability of intercept/detection LPI/LPD in order to ensure data integrity and mission accomplishment.  

Quality of Service - The AN will maintain QoS as an overarching operating principle driven by operational requirements.  QoS parameters will, as a minimum, address prioritization, response time, precedence, accuracy, network media performance, traffic type (voice, data, video), time to live (packet expiration), and latency.
1.3 SCOPE

All platforms capable of flight are candidate nodes in the AN including C2ISR platforms, combat aircraft (including CSAR), mobility aircraft, unmanned aerial vehicles (UAVs) and precision guided or loitering munitions packages.  Operational nodes will be classified according to their role in the airborne network domain: information producers (sensors), developers or consumers (decision makers and "shooters").  An operational node may serve in a producer, consumer and developer role throughout the duration of connectivity to the AN.  A producer is an entity that establishes the need for an information exchange by tasking or posting (i.e. producing) information via the network.  ISR platforms (to include UAVs) and some mobility aircraft (i.e. Multi Mission Payload) serve as examples of platforms in a producer role along with ground C2ISR nodes such as the Combined Air Operations Control (CAOC), Control and Reporting Center (CRC) and Tactical Air Control-Party (TAC-P).  A developer processes raw data into usable information for a producer or consumer within the network.  C2 aircraft are a primary example of developers as well as the intelligence cells within the CAOC.  A consumer is an entity that retrieves and utilizes (i.e. consumes) information from the network.  While anyone connected to the network may be classified as a consumer node, combat aircraft (to include Combat UAVs) and precision guided/loitering munitions will serve as the primary consumer nodes.  

Intertwined with evolving space and ground communication systems, the AN supports all communities of interest deriving operations in the airborne domain.  Figure 1 provides an interim To-Be high-level view (OV-1) of the AN displaying a network backbone providing continuous connectivity for sub-nets (i.e. Link 16 and JTRS WNW).  Given the reliance on technology evolution, this depiction offers a midterm (circa 2012) solution to the eventual IP-based network.  The JTRS CONOPS (version 4.0) refers to this stage as the multiple subnetwork stage.  This stage occurs when the critical mass of JTRS and other net-centric networks are operational in the field, but still require discrete gateways to interoperate. At this stage, gateways of various types are needed either because of technological limitations or because of interoperability limitations due to independent program implementation. 
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Figure 3: Information dissemination between AN Nodes



The migration from a datalink-centric to an IP-centric network will enable the increased capability provided through network centric operations.  Transformation Communications will significantly improve the warfighter's information dissemination capability in the space domain while the Global Information Grid Bandwidth Expansion (GIG-BE) will increase the network capability in the ground domain.  The AN offers many of the services of the GIG defined in the August 2001 GIG Capstone Requirements Document (CRD).  These functions (services) include network management, information dissemination management (IDM) and information assurance.  The AN will provide the missing piece of the global network for the airborne domain.  The applicability of the AN extends across all AF CONOPS capabilities.

Figure 1: Midterm High-Level View (OV-1) 

SECTION II DESCRIPTION

2.1 GENERAL

The intent of the AN focuses on providing the right information to the right user at the right time.  The benefit to using an IP-based configuration allows for enhanced dissemination of information in a shared battlespace environment.  The cost of the AN drives the communities of interest within the AN to prioritize their operational roles based on the overall priorities of the network as determined by the theater commander.  As the number of ops nodes on the network grows, warfighters will expand the edge of their battlespace network to include today’s “disadvantaged” users—shooters, individual ground troops, weapons, and more. The traditional roles of battlespace entities will become blurred and the ability to change an entity’s role from shooter to sensor and sensor to shooter will allow warfighters and decision-makers to explore and experiment with new operational effects and methods in the battlespace.  The recent use of Predator UAVs offers an example, which having been equipped as sensors, were re-tasked as shooters via the addition of Hellfire missiles.  As a result, the communications needs of the entity changed—a decision-maker with the authority to make the call to release the weapon was added to the mix, and the communication had to be changed to accommodate that need.   Through implementation of the task, post, process, use (TPPU) cycle, the warfighter will be able to make smarter decisions based on more information in an enhanced, collaborative environment.

The emerging airborne network will utilize a heterogeneous set of physical links, including RF LOS, RF BLOS, (SATCOM), Optical LOS, and Optical BLOS links to interconnect terrestrial, air, and space platforms.  By using an addressing scheme based on the internet protocol, users are provided the means of addressing other elements of the AN, regardless of physical medium used for transmission, or whether the elements operate in terrestrial, airborne, or space domains.

2.2 OPERATING ENVIRONMENT

The AN will operate in any geographic location within the global infosphere applying network centric operations in peace, crisis and war.  Achieving the capabilities of the six Air Force CONOPS will provide the roadmap for defining the operating environment.  In an effort to overcome the technology limitations we face today, the IP-networked terminals of the AN will interact with network management functions to address the challenges of participating in a network composed of highly mobile airborne platforms.  These challenges include dynamic network topology, link status changes, and expanded information assurance requirements brought about by the introduction of IP addressability and IP network participation.  In order to address these challenges, IP-network terminals will support and leverage new network technologies (such as Mobile IP), to include the communications and architectural enhancements of the Transformation Communications Program.  Figure 2 provides an operational view of the IP-networked terminals of the AN.
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2.3 DATALINK-CENTRIC NETWORK (AS-IS)

The Air Force and the Department of Defense have focused their requirements, funding and acquisition processes on platforms rather than mission areas or functional areas and overall warfighting needs.  This “platform-centric” approach has created situations in which two platforms within the same mission area, requiring information exchanges, are treated as independent programs and implement “sub-optimized” solutions.  One platform may be equipped with a tactical data link while the other is not; funding differences may result in one platform fielding a system years before the other; or the two platforms may select different, incompatible tactical data link systems.  While each may be optimal for the particular platform based on available funding, space and weight constraints, integration complexity, and similar factors, the overall mission area will be degraded by interoperability problems and resulting confusion.  Non-interoperable tactical data links require the user to revert to voice systems, negating the advantage provided by tactical data links.  In April 2001, the CSAF recognized this problem and established a tactical datalink system acquisition program and System Program Office (SPO).  Ongoing efforts by these newly formed programs have begun the long road of migrating to common, standardized systems as described in the Joint Tactical Data Link Management Plan (JTDLMP).  While this offers a mid-term solution, the long-term solution must leverage evolving technologies and muster in the network centric operations capabilities of the IP-based networks.

2.4 INTERNET PROTOCOL-CENTRIC NETWORK (TO-BE)

The way ahead for tomorrow's airborne communication network centers on the technology application of the internet protocol standard.  A network-centric, common global network will connect all centers, platforms and users (regardless of whether fixed, deployed, or mobile).  It must establish communications as a utility with plug and play (PnP) environment for information appliances, and as much capacity as can be afforded.  From a network management perspective, nodes can be viewed in terms of user nodes or router nodes (see figure 3).  A user node will consist of a suite of functions that make Airborne Network communications transport services accessible to users.  A router node consist of a suite of functions that route or switch information within the Airborne Network.  Some operational nodes will serve as both a router and user node depending on its role (as determined by the theater commander) and the type of equipment onboard (i.e. JSTARS, AWACS and MC2A).  From an operational perspective, we will use the consumer, producer and developer classification of nodes discussed in section 1.3 of this CONOPS.  Implementation of the IP-based network will utilize links between nodes to physically move information from one AN node to another.  Figure 3 offers an operational view of this capability.
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The increasing use of stealth technologies on airborne platforms mandates the concurrent development and employment of communications systems with LPI/LPD.  The warfighter network must be scalable to match requirements, e.g., able to instantly, on the fly, expand its capacity and rapidly incorporate new technologies in a plug and play environment.  To ensure that information superiority is attained and maintained, the airborne network must be fully protected and defended throughout all stages of operations.  The transport functionality provides connectivity on demand to all fixed and deployed locations and users, whether stationary or on the move.  Adequate capacity will be available to transport information from all domains using unicast, multicast, and broadcast methods.  To ensure the unimpeded exchange of information/data/knowledge that is necessary to meet all user requirements, the switching, routing and transmission control functions will be fully interoperable and work seamlessly across the entire network. XE "Quality of Service (QoS)" 

 XE "Quality of Service (QoS)"  The transport functionality will provide multiple paths and no single point of failure.  Network management will be a key enabler of the AN.  The network management function provides the capability to monitor, control, and ensure the visibility of the network for the theater commander in an effort to aid in prioritization decisions, mission planning and battlespace awareness.  With increasingly rapid insertion of new information technology, there will typically be legacy systems that will require interface with new systems through gateways.  The goal is to reduce the dependency on gateways while continuing to ensure accurate and complete transfer of time-sensitive information within the AN.  Eventually, the AN will interoperate all users (fixed, deployed and mobile) to maximize the efficiencies achieved through Metcalfe's Law.  

SECTION III DESIRED EFFECTS
The Air Force must develop and field capabilities necessary to sustain its core competencies of Air and Space Superiority, Information Superiority, Global Attack, Precision Engagement, Rapid Global Mobility and Agile Combat Support.  The AN must support capabilities of each of the Air Force CONOPS through intrinsic exploitation of the tenets of airpower (see figure 4).   
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Figure 2: Operational View of IP-Networked Terminals




Figure 4:  Tenets of Airpower

More specifically, the AN will achieve the following desired effects:

· Provide an airborne information dissemination network interoperable with joint services, coalition, and non-DoD partners and legacy systems.

· Provide a scalable network to rapidly respond to mission growth, emerging events, and changing mission priorities.

· Provide robust, persistent and survivable network access anywhere on the face of the earth.

· Provide quality of service appropriate to commander’s intent and rules of engagement.

· Provide integrated, policy-based and enterprise-wide information assurance and network management services to operate, protect, and defend information and information systems.

SECTION IV CAPABILITIES TO ACHIEVE DESIRED EFFECTS
The capabilities provided by the AN cut across all AF CONOPS, the GIG, TC and BMC2 CONOPS as well as enable the desired effects stated in section III.  Appendix A will provide a matrix for matching the capabilities of the AN capabilities to the CONOPS capabilities.  These capabilities will evolve as joint and coalition participation increases.  

1.  Deliver a persistent, global continuous Line of Sight (LOS)/Beyond Line of Sight (BLOS) communications backbone for varying bandwidth requirements.

Intent:  Establish the requirement for a network backbone to provide global connectivity and BLOS extension.  This backbone will provide wideband connectivity for high-capacity operational nodes/users such as airborne C2ISR platforms and provide BLOS extension for narrowband users such as shooters and networked weapons.  The wideband backbone will provide the core functional services of the GIG CRD.  

2.  Provide common network and transport protocols in the core backbone network.

Intent:  Internet-Protocols (IPs) will be the primary protocol in the backbone, but other protocols (e.g. switching) may also be provided when best suited to the requirements of the network as long as there is no reduction in capability to the user and interoperability is maintained across integrated space, air, and terrestrial network.  

3.  Provide on-demand network access.

Intent:  Provide authenticated network subscribers (including warfighters and networked objects such as weapons) immediate access to the network with little or no intervention on the part of the subscriber.  Minimize the need for operators to intervene to establish network connectivity while performing their primary mission.

4.  Provide communications nodes for warfighter access to the network backbone in all domains (space, air, terrestrial).  Communications nodes will be added and removed as needed to scale network capacity and accessibility.  
Intent:  Communication nodes allow the warfighter to plug and play from any domain (space, air, terrestrial) to the GIG.  The network must support adding and removing access nodes in each domain to scale the network in terms of capacity and number of users (or objects such as weapons) requiring network access.  In the airborne domain, additional communications will most likely be provided by leasing satellite capabilities, adding ground access terminals or by adding airborne platforms providing communications connectivity as a primary or secondary mission (to include UAVs, tethered communications nodes, or communications packages "rolled" on to platforms with other primary missions

5.  Provide dynamic access to Network Centric Enterprise Services (NCES). 

Intent:  Provide "horizontal fusion" to the warfighter in an effort to achieve OSD/CIO's goal of "pulling" information from the network.  This capability enables the task, post, process and utilize (TPPU) initiative DoD intends to pursue in an effort to make information available as it is collected.  

6.  Provide communications gateway services via communications nodes that are interoperable across diverse link, transport and network types (existing, emerging and future), and which provide access to the core network backbone, creating a single heterogeneous internetwork.

Intent:  Establishes requirement for gateway services that enable two dissimilar networks to communicate by performing appropriate conversions between the two networks.  Gateway services translate data link protocols, waveforms, and networking protocols between legacy systems and between legacy and IP-enabled systems.  In computer networking terminology, this gateway functionality will occur at layers 2 through 4 of the OSI Model.
7.  Provide information gateway services for translation of information formats.
Intent:  Establishes the requirement for gateway services that convert dissimilar data and information formats (i.e. message text formats).  In computer networking terminology, translation may be performed via conversion from dissimilar formats directly from one to another or to a common translation format, such as Extensible Markup Language (XML).  Information gateway services occur at layers 5 and higher of the OSI Model.
8.  Provide adaptive link and network defenses via integrated, policy-based and enterprise-wide information assurance.
Intent:  Provide authentication, cryptosecurity, and near-real time network monitoring to support self-healing and self-configuring network capabilities.  Provide non-repudiation, etc.  Provide high-speed link and network cryptosecurity.
9.  Provide commanders with the ability to exercise operational control of the network within the area of operations.  

Intent:  Commander’s establish prioritization of all resources within their areas of responsibility.  

10.  Provide agile, policy-based network management based on commander’s Quality of Service (QoS) requirements and users’ telecommunications and connectivity needs.

Intent:  Provide assured, prioritized delivery of information (i.e. threat, survival, and time-sensitive targeting information) based on commander’s rules of engagement (ROE) as they pertain to information. Policies implementing commander’s priorities will be disseminated to all communications nodes in the area of operations.  The technology handling dissemination of commander’s priorities in the network will be capable of rapidly reacting to and updating changing policies and ROE.  Bandwidth will be dynamically allocated--“throttling” the network based on policies and user’s needs.

11.  Provide a self-configuring network.

Intent:  Minimize the need for intervention by humans in order to initiate and maintain link connectivity, network configuration, and network management activities.  Ensure the network selects the best available path to ensure information arrives in the right format to the right user. Provide automated network planning capability to allow planners the ability to generate communications plans based on spectrum availability, terrain, operational locations, required services, and subscriber’s needs.  Provide multi-spectral and spectrum-agile equipment.  Provide integrated, automatic link and network management.  This capability implies that as user links become “IP” enabled, management of the network may become the responsibility of a combined, joint datalink/network management function merging the functionality of the Joint Interface Control Office (JICO) and the Network Operations Support Center (NOSC).

12. Provide capability for self-healing network.
Intent:  Minimize need for human intervention to maintain and restore network services, and respond to conditions effecting network performance (including malicious attack, environmental conditions, human error, etc.).  Provide dynamic, near-real time network monitoring via a network common operational picture.  Perform automated fault management for detecting network problems.
13.  Establish an easily usable, configurable and maintainable network for simplifying the overall network operation and maintenance.

Intent:  Minimize complexity and overhead for the system administrator of the network without reducing warfighter capability and compromising network integrity.  Ensure all users an easily accessible and maintainable connection to the network by utilizing PnP systems

SECTION V SUMMARY
This concept of operations enables the transport and dissemination of information while giving the commanders the ability to seize and maintain the initiative.  Achieving capabilities for all communities of interest as described by the AF CONOPS will create conditions favorable for achieving the desired effects.  Currently, our C4ISR integration lacks seamless and machine to machine (M2M) interface.  In addition, the warfighter faces limitations in the ability to refocus assets for a particular coverage area due to emerging TCTs.  The need for additional analysis and fusion of capabilities will drive the future employment of the AN.  The ability to transfer information at multiple security levels and across multi-national environments will prevail as a key capability upon participation from the joint and coalition communities.  

The operational community, through a concerted effort, must evolve the future capabilities of the AN.  A conceptual operational picture must be developed to exploit the capabilities of an IP-based network.  Each community must develop new rules and procedures for mission tasking given the need for prioritization within the AN.  Information assurance will remain a key focus area throughout the evolution of the AN.  Providing a pivotal communication layer between the space and ground domains will enhance the information dissemination process within the operational theater.  Leveraging emerging communication programs (i.e. JTRS WNW, MP-CDL, NCCT and FAB-T) will enable the common internetworking services for all subscribing airborne platforms.

APPENDIX A:  CONOPS CAPABILITIES MATRIX
The number within each Applicable CONOPS linked to the AN capability corresponds to the capability identification used in those Applicable CONOPS.  In some instances, the capabilities were not numbered, and therefore given a sequential number for this matrix.
	Applicable CONOPS
	GM
	GR
	GS
	HLS
	NR
	SC4ISR
	GIG
	TC
	BMC2

	AN Capability
	
	
	
	
	
	
	
	
	

	Deliver a persistent, global continuous Line of Sight (LOS)/Beyond Line of Sight (BLOS) communications backbone for varying bandwidth requirements
	5.1.1.3
5.1.1.5

5.2.1.3.3

5.2.1.5

5.3.1.2

5.3.1.5

5.3.1.6

5.3.1.7

5.4

5.6.2.1.1

5.6.3.5
	3.2
3.4

4.2

4.3

5.3.6

6.1
	2.2
2.3

3.2

3.4

4.2

5.3.6

6.1
	3.1.1
3.2

3.4

4.1.4

8.1.1

8.1.3

8.2

8.3

8.4.4

8.6
	2.2
	3
	1w 3g
	8.1.1
8.1.6
	3

	Provide common network and transport protocols in the core backbone network
	5.4
	5.3.6
	5.3.6
	
	
	
	1L
	8.1.3
	

	Provide on-demand network access
	5.4
	5.3.6
	5.3.6
	
	
	
	1n
3n

3g
	8.1.5
	1

	Provide communications nodes for warfighter access to the network backbone in all domains (space, air, terrestrial).  Communications nodes will be added and removed as needed to scale network capacity and accessibility
	5.4
	5.3.6
	5.3.6
	
	1.1.2
	2 14 15
	3h
	8.1.8
8.3.2
	

	Provide dynamic access to Network Centric Enterprise Services (NCES)
	5.4
	5.3.6
	4.2
5.3.6
	4.1.4
8.1.1

8.2.3

8.6
	1.1.1
2.1.1
	4
9

10
	1p
5a5

1d
	8.5.6
	

	Provide communications gateway services via communications nodes that are interoperable across diverse link, transport and network types (existing, emerging and future), and which provide access to the core network backbone, creating a single heterogeneous internetwork
	5.4
	5.3.6
	5.3.6
	
	
	
	1h
1q

3b
	8.3.3
	2

	Provide information gateway services for translation of information formats
	5.4
	5.3.6
	5.3.6
	
	
	
	2b
	
	

	Provide adaptive link and network defenses via integrated, policy-based and enterprise-wide information assurance
	5.4.1.7
	5.1.4
	5.1.4
	3.2

3.4

	3.3.2
3.3.3
	5
	1m
1o

1p

3f

5a
	8.4.1
8.4.3
	5

	Provide commanders with the ability to exercise operational control of the network within the area of operations 
	5.4
	5.3.6
	5.3.6
	
	2.1.1
	
	1m
3n
	8.6.2
	

	Provide agile, policy-based network management based on commander’s Quality of Service (QoS) requirements and users’ telecommunications and connectivity needs
	5.4.1.2
	3.4
4.3
	2.3
3.4
	4.1.4
8.1.3

8.2
8.3.5

8.4.4
	3.1
	9
	1d
3d

3m

5b1
	8.2.1
8.1.5

8.5.4
	

	Provide a self-configuring network
	5.4
	5.3.6
	5.3.6
	
	3.2
	1

8
	5a7
5a3
	8.6.1
	1

	Provide capability for self-healing network 
	5.4
	5.3.6
	5.3.6
	
	1.2.1
3.4.6
	
	1r
3k
	8.5.2
8.5.3
	4

	Establish an easily usable, configurable and maintainable network for simplifying the overall network operation and maintenance
	5.4
	5.3.6
	5.3.6
	
	
	
	1c
1f

1g

1h

3b

3o

4e
	8.1.9
8.3.2

8.5.1
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APPENDIX C:  ACRONYMS
ADCON                                
Administrative Control

AF
Air Force

AN
Airborne Network

BLOS



Beyond Line of Sight
BMC2
Battle Management Command and Control

C&A



Certification and Accreditation
C2



Command and Control

C2ISR
Command, Control, Intelligence, Surveillance, Reconnaissance

C3I

Command, Control, Communications, Intelligence, 

C4 



Command, Control, Communications, Computers

CAOC



Combined Air Operation Center

CAS



Close Air Support

CCRP



Command and Control Research Program

CIO
Chief Information Officer

CITS
Combat Information Transport System

COI
Communities of Interest

Comm 
Communications

CONOPS


Concepts of Operations

COOP



Continuity of Operations

CRC



Control and Reporting Center

CRD



Capabilities Requirement Document

CSAF



Air Force Chief of Staff

CSAR



Combat Search and Rescue

CUAVs


Combat Unmanned Air Vehicles

DISA



Defense Information Systems Agency
DISN



Defense Information Systems Network

DoD



Department of Defense

DTIG



Deployable Theater Information Grid

EBO



Effects Based Operations

EMP



Electromagnetic Pulse

F2T2EA


Find, Fix, Target, Track, Engage, and Assess

GIG 
Global Information Grid

GIG-BE
Global Information Grid-Bandwidth Expansion

GM 
Global Mobility

GR 
Global Response

GS
Global Strike


HLS
Home Land Security

IA



Information Assurance

IDM
Information Dissemination Management
IPs



Internet-Protocols 

IPB



Intelligence Preparation of the Battlespace

ISR
Intelligence, Surveillance, Reconnaissance

JICO
Joint Interface Control Office

JTRS
Joint Tactical Radio System

LOS
Line of Sight
LPD 
Low Probability of Detection

LPI
Low Probability of Intercept
M2M
Machine to Machine

MP-CDL
Multi-Platform Common Data Link
NCCT
Network-Centric Collaborative Targeting

NCES
Network Centric Enterprise Services

NCO
Network Centric Operations
NCW
Net-Centric Warfare

NR 
Nuclear Response

NOSC
Network Operations Support Center

OASD
Office of Assistant Secretary of Defense

OV
Operational View
OPCON               
Operational Control

OSD



Office Secretary of Defense

OSI



Open System Interconnection
PBA



Predictive Battlespace Awareness

PnP



Plug and Play

QoS



Quality of Service
RF
Radio Frequency

ROE
Rules of Engagement
SA



Situational Awareness

SATCOM
Satellite Communications

SBR
Space Based Radar

SC4ISR
Space, Command, Control, Communications, Computers, Intelligence, Surveillance, Reconnaissance

SOF
Special Operations Force

SPO



System Program Office

TAC-P



Tactical Air Control-Party
TC



Transformational Communications
TCA



Transformational Communications Architecture

TCT



Time Critical Target

TDC



Theater Deployable Communications

TPPU



Task, Post, Process and Utilize

TST



Time Sensitive Target

UAV



Unmanned Aerial Vehicle

US



United States

VTC



Video Teleconference

WNW



Wideband Network Waveform

XML



Extensible Markup Language
APPENDIX D:  GLOSSARY
Access
The ability and means necessary to store data in, to retrieve data from, to communicate with, or to make use of any resource of a system (Fed Std 1037). 

Actionable
Subject to or affording ground for an action.  


(Webster's Dictionary)

Agile
Marked by ready ability to move with quick easy grace.  (Webster's Dictionary)

Analysis

Conversion of processed information into intelligence.  


(JP 1-02)

Application (Layer 7)
Supports application and end-user processes.  This layer provides application services for file transfers, e-mail, and other network software services. Telnet and FTP are applications that exist entirely in the application level. Tiered application architectures are part of this layer.  

http://webopedia.internet.com/quick_ref/OSI_Layers.asp
Architecture

      (1) The design principles, physical configuration, functional          

                                          organization, operational procedures, and data formats used as the 
      bases for the design, construction, modification, and operation of a 
      communications network. (2) The structure of an existing 
      communications network, including the physical configuration,
      facilities, operational structure, operational procedures, and the data 
      formats in use (MIL STD 188). 

Assess
To determine the importance, size, or value.  

(Webster's Dictionary)

Assessment
Analysis of the security, effectiveness, and potential of an existing or planned intelligence activity.   The judgment of the motives, qualifications, and characteristics of present or prospective employees or “agents.”   (JP 1-02)

Authorization

      (1) The rights granted to a user to access, read, modify, insert, or
delete certain data, or to execute certain programs (Fed Std 1037C).       

(2) Access rights granted to a user, program, or process (NSTISSI 
4009). 
Availability

      Ensures resources and data are in place, at the time and in the form

                              needed by the user (IA6-8510). 

Bandwidth
The numerical difference between the upper and lower frequencies of a band of electromagnetic radiation, especially an assigned range of radio frequencies. The amount of data that can be passed along a communications channel in a given period of time.  (Webster's Dictionary)

Battlespace
The environment, factors, and conditions, which must be understood to successfully apply combat power, protect the force, or complete the mission. This includes the air, land, sea, space, and the included enemy and friendly forces, facilities, weather, terrain, the electromagnetic spectrum, and the information environment within the operational areas and areas of interest.  (JP 1-02)
C2
Refers to Command and Control only, not the intelligence or leadership decision information carried via this link

C3
Refers to C2 plus Communications to include the communication pipelines and connections
C4
Refers to C3 plus Computers to include the hardware, software, network, information assurance and security
Capability 
(DoD) The ability to execute a specified course of action. (A capability may or may not be accompanied by an intention.) [JP 1-02]  A measure of the systems' ability to achieve mission objectives, given the system condition during the mission. [DSMC]

Characterize
To make distinct and recognizable by peculiar marks or traits; to make with distinctive features.  (Webster's Dictionary)

Coalition
An ad hoc arrangement between two or more nations for common action.  (JP 1-02)

Collaboration
To work together, especially in a joint intellectual effort.  (Webster's Dictionary)

Command
The authority that a commander in the Armed Forces lawfully exercises over subordinates by virtue of rank or assignment.  Command includes the authority and Responsibility for effectively using available resources and for planning the employment of, organizing, directing, coordinating, and controlling military forces for the accomplishment of assigned missions.  It also includes responsibility for health, welfare, morale, and discipline of assigned personnel.  (JP 1-02)

Command and Control 
The exercise of authority and direction by a properly


designated commander over assigned and attached forces in the accomplishment of the mission.  Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission.  (JP 1-02)

Communications
A method or means of conveying information of any kind from one person or place to another.  (JP 1-02)

Computer
A device that computes, especially a programmable electronic machine that performs high-speed mathematical or logical


operations or that assembles, stores, correlates, or otherwise processes information.  (Webster's Dictionary)

Concept of Operations
A verbal or graphic statement, in broad outline, of a commander’s assumptions or intent in regard to an operation or series of operations. The concept of operations frequently is embodied in campaign plans and operation plans; in the latter case, particularly when the plans cover a series of connected operations to be carried out simultaneously or in succession. The concept is designed to give an overall picture of the operation. It is included primarily for additional clarity of purpose.  (JP 1-02)

Configuration
It identifies, controls, accounts for, and audits all changes 

Management
made to a site or information system during its design, development,            

and operational life cycle (DoD CIO Guidance IA6-8510 IA). 

Consumers
Operational nodes that "pull" information, both raw data and processed data, from the network to utilize for purpose of mission accomplishment
Control
Authority which may be less than full command exercised by a commander over part of the activities of subordinate or other organizations.  (JP 1-02)

Correlate
To put or bring into causal, complementary, parallel, or reciprocal relation. (Webster's Dictionary)

Coverage
The ground area represented on imagery, photomaps, mosaics, maps, and other geographical presentation systems.  The summation of the geographical areas and volumes of aerospace under surveillance.  (JP 1-02)
Data
Representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation, or processing by humans or by automatic means. Any representations such as characters or analog quantities to which meaning is or might be assigned.  (JP 1-02)

Data Link
The means of connecting one location to another for the purpose of transmitting and receiving data.  (JP 1-01)

Data Link (Layer 2) 
Data packets are encoded and decoded into bits. It furnishes transmission protocol knowledge and management and handles errors in the physical layer, flow control and frame synchronization. The data link layer is divided into two sub layers: The Media Access Control (MAC) layer and the Logical Link Control (LLC) layer. The MAC sub layer controls how a computer on the network gains access to the data and permission to transmit it. The LLC layer controls frame synchronization, flow control and error checking. 

http://webopedia.internet.com/quick_ref/OSI_Layers.asp 
Deficiency
The quality or condition of being deficient; incompleteness or inadequacy.  A lack or shortage.  (Webster's Dictionary)

Delivery

      The process by which information is transferred into a mission 
      application destination. (GIG CRD)
Deployable
To position (troops) in readiness for combat, as along a front or line. To bring (forces or material) into action.  

(Webster's Dictionary)
Detection
In tactical operations, the perception of an object of possible military interest but unconfirmed by recognition.  In surveillance, the determination and transmission by a surveillance system that an event has occurred.  In arms control, the first step in the process of ascertaining the occurrence of a violation of an arms-control agreement.  

(JP 1-02)

Developers
Operational nodes that process raw data and processed data into 


usable information for both the consumer and producer nodes to utilize 


for mission accomplishment
Disruption
Degrades or interferes with the enemy’s control of its forces in order to limit attacks on friendly forces.  (AFDD 2-5-1)

Effect
The power to bring about a result.  (Webster's Dictionary)

Electronmagnetic
            The impact of the electromagnetic environment upon the operational 
Environmental                  capability of military forces, equipment, systems, and platforms. It   

Effects
encompasses all electromagnetic disciplines, including 
                  electromagnetic compatibility/electromagnetic interference; 
                  electromagnetic vulnerability, electromagnetic pulse; electromagnetic 
                  protection; hazards of electromagnetic radiation to personnel, 
                  ordnance, and volatile materials; and natural phenomena effects, of 
 
      lightning and p-static. (GIG CRD)
Enablers 
To supply with the means, knowledge, or opportunity; make able; to make feasible or possible.  (Webster's Dictionary)

End-to-End

      The inclusion of all requisite GIG components to deliver a defined
capability. For the GIG, this implies all components from the user    

access and display devices and sensors to the various levels of 
networking and processing, all associated applications, and all related 
transport and management services. For the DISN services, end-to-end 
encompasses service user to service user (e.g., PC-to-PC, phone-to-  

phone) (DoD CIO Guidance 10-8460 NM). 
Engage
In air defense, a fire control order used to direct or authorize units and/or weapon systems to fire on a designated target.  

(JP 1-02)

Exploitation 
Taking full advantage of success in battle and following up initial gains.  Taking full advantage of any information that has come to hand for tactical, operational, or strategic purposes.  (JP 1-02)

Find
To come upon or discover by searching or making an effort; to discover or ascertain through observation, experience, or study.  (Webster's Dictionary)

Fix
A position determined from terrestrial, electronic, or astronomical data.  (JP 1-02)

Format
(1) The arrangement of bits or characters within a group, such as a 

word, message, or language. (2) The shape, size, and general makeup 

of a document. (MIL STD 188) 
Fusion
The process of examining all sources of intelligence and information to derive a complete assessment of activity.  

(JP 1-02)

Global
Of, relating to, or involving the entire earth.  

(Webster's Dictionary)

Identification
The process of determining the friendly or hostile character of an unknown, detected contact.  In ground combat operations, discrimination between recognizable objects as being friendly or enemy, or the name that belongs to the object as a member of a class.  (JP 1-02)

Information

      (1) The meaning that a human assigns to data by means of the known


   
      conventions used in their representation. [JP 1-02] (MIL STD 188) (2) 
      In intelligence usage, unprocessed data of every description, which          

      may be used in the production of intelligence. [JP1]. 
Information 
Information operations that protect and defend information 

Assurance
and information systems by ensuring their availability, integrity,                

 authentication, confidentiality, and non-repudiation. This includes 
 providing for the restoration of information systems by incorporating 
 protection, detection, and reaction capabilities (Joint Publication 3-13 
 Information Operations). 
Information Attack
An activity taken to manipulate or destroy an adversary’s information systems without visibly changing the physical entity within which it resides.  (AFDD 2-5)

Information 

     A set of integrated applications, processes and services that provide the 
Dissemination 
     capability for producers and users to locate, retrieve, and send/receive 
Management

     information by the most effective and efficient means in a manner  

                             consistent with a commander’s policy. The fundamental IDM services, 
     as identified in the IDM CRD, are information awareness, information   

     access, information delivery and IDM support. Through the four 
     services, IDM provides awareness of, access to, and delivery of 
     information across the GIG based on the priority of information flows 
     set by the commander’s dissemination policy, infrastructure 
 

     availability and security policies (joint and combined). The value of 
     IDM increases as the access to information increases and the 
     hierarchical relationships of information flow control are well 
     established between the commanders within and between AORs. 
                             Additionally, the value of IDM increases as the user’s specific 
                             information requirements are articulated, because the information 
                             producers can be more proactive and efficient in satisfying these 
                             requirements. IDM dependencies include robustness of the 
                             networks/communications transmission pathways, the systems on 
                             which IDM will reside, and the standardization of data, databases, and 
                             data description (metadata). (GIG CRD)
Intelligence
The product resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available information concerning foreign countries or areas.  Information and knowledge about an adversary obtained through observation, investigation, analysis or understanding.  (JP 1-02)

Intelligence Preparation 
An analytical methodology employed to reduce uncertainties 
of the Battlespace 
concerning the enemy, environment, and terrain for all types of operations. Intelligence preparation of the battlespace builds an extensive database for each potential area in which a unit may be required to operate. The database is then analyzed in detail to determine the impact of the enemy, environment, and terrain on operations and presents it in graphic form.  Intelligence preparation of the battlespace is a continuing process.  

(JP 1-02)

Interoperability
      (1) Ability of information systems to communicate with each other and
exchange information. (2) Conditions, achieved in varying levels,    

when information systems and/or their components can exchange 
information directly and satisfactorily among them. (3) The ability to 
operate software and exchange information in a heterogeneous 
network (i.e., one large network made up of several different local area 
      networks). (4) Systems or programs capable of exchanging 
      information and operating together effectively. 

Knowledge
The state or fact of knowing.  Familiarity, awareness, or understanding gained through experience or study.  Specific information about something.  (Webster's Dictionary)

Latency 

      The length of the time interval between an event or stimulus and a 
      response. In the context of IT, latency refers to the amount of time it 
      takes from the initiation of a control to the response of a control; or 
      from an information query to the return of information. 
Machine-to-Machine
A capability enabled through a network of sensors with 


common formats, applications, processing and netted 


communications.  Allows people to handle complex tasks 


while machines handle complicated repetitive tasks. (BMC2 


CONOPS)

Monitoring
The act of listening, carrying out surveillance on, and/or recording the emissions of one’s own or allied forces for the purposes of maintaining and improving procedural standards and security, or for reference, as applicable.  The act of listening, carrying out surveillance on, and/or recording of enemy emissions for intelligence purposes.  (JP 1-02)

Network
An interconnected or intersecting configuration or system of components. (Webster's Dictionary)

Network (Layer 3)
Provides switching and routing technologies, creating logical


paths, known as virtual circuits, for transmitting data from node to node. Routing and forwarding are functions of this layer, as well as addressing, internetworking, error handling, congestion control and packet sequencing. 


http://webopedia.internet.com/quick_ref/OSI_Layers.asp 
Network Management
      The function of monitoring, controlling, and managing the



      provisioning of bearer (i.e., OSI layer 3 and below) services between 
 


      two or more network elements that lie within a single common 
      network. Network management is a sub-type of infrastructure      

      management and is therefore a function that, while not part of IDM, 
      must closely interact with the IDM organic functions. 
Node
A location in a mobility system where a movement requirement is originated, processed for onward movement, or terminated.  (JP 1-02)

On Demand

      The user requests information based on their requirements and within      

                                          the constraints of the commander’s policy and the availability of the     

                                          information. There are two methods for the user requesting the 
                                          information. The first method is a user query for information based on 
                                          the information producer’s advertisement of the information 
                                          availability. The second method is through the submission of a user-
                                         developed profile that requests that information be pushed on a regular 
                                         user-defined schedule/preset frequency and/or pushed when available 
                                         or as it has changed. 
Operation
A military action or the carrying out of a strategic, tactical, service, training, or administrative military mission; the process of carrying on combat, including movement, supply, attack, defense and maneuvers needed to gain the objectives of any battle or campaign.  (JP 1-02)

OSI 7 LAYERS 
The OSI, or Open System Interconnection, model defines a 

MODEL
networking framework for implementing protocols in seven layers. Control is passed from one layer to the next, starting at the application layer in one station, proceeding to the bottom layer, over the channel to the next station and back up the hierarchy, assessed 26 Jun 03, http://webopedia.internet.com/quick_ref/OSI_Layers.asp
Persistent
Continued efforts. (AFDD1)  Never-ceasing.  

(Webster's Dictionary)

Physical (Layer 1) 
Conveys the bit stream - electrical impulse, light or 
radio signal -- through the network at the electrical and mechanical level. It provides the hardware means of sending and receiving data on a carrier, including defining cables, cards and physical aspects. Fast Ethernet, RS232, and ATM are protocols with physical layer components. 

http://webopedia.internet.com/quick_ref/OSI_Layers.asp
Predictive Battlespace
Suite of tools that integrate the processes of Intelligence 

Awareness
Preparation of the Battlespace (IPB), target development, ISR 


Strategy & Planning, ISR Employment, and Assessment.  The 


PBA suite of tools uses visualization, correlation, and fusion 


capabilities as critical enablers.  (PBA CONOPS)
Presentation (Layer 6)
Provides independence from differences in data representation


(e.g., encryption) by translating from application to network format, and vice versa. The presentation layer works to transform data into the form that the application layer can accept. This layer formats and encrypts data to be sent across a network, providing freedom from compatibility problems. 

http://webopedia.internet.com/quick_ref/OSI_Layers.asp
Prioritize

      To establish a ranking system by precedence, usually to enable sharing   

                                          of limited resources. (GIG CRD)
Processing
A system of operations designed to convert raw data into useful information.  (JP 1-02)

Producers
Operational nodes that manipulate (collect and/or process) both raw and processed data for the purpose of creating usable information for consumers or developers
Real-time
Pertaining to the timeliness of data or information which has 


been delayed only by the time required for electronic 


communication.  This implies that there are no noticeable 


delays.  (JP 1-02)

Reconnaissance
A mission undertaken to obtain, by visual observation or other detection methods, information about the activities and resources of an enemy or potential enemy, or to secure data concerning the meteorological, hydrographic, or geographic characteristics of a particular area.  (JP 1-02)

Security
Measures taken by a military unit, an activity or installation to protect itself against all acts designed to, or which may, impair its effectiveness.  A condition that results from the establishment and maintenance of protective measures that ensure a state of inviolability from hostile acts or influences.  With respect to classified matter, it is the condition that prevents unauthorized persons from having access to official information that is safeguarded in the interests of national security.  (JP 1-02) 
Session (Layer 5)
Establishes, manages and terminates connections between


applications. The session layer sets up, coordinates, and terminates conversations, exchanges, and dialogues between the applications at each end. It deals with session and connection coordination. Accessed 26 Jun 03

http://webopedia.internet.com/quick_ref/OSI_Layers.asp
Subscribe

      Express a standing information request (profile). (GIG CRD)
Surveillance
The systematic observation of aerospace, surface or subsurface areas, places, persons, or things, by visual, aural, electronic, photographic, or other means.  (JP 1-02)

Survivable
Resulting in or permitting survival (Webster's Dictionary)
System 

     The set of interrelated components consisting of mission, environment, 
      and architecture as a whole that performs some coherent function or 
      set of functions.  (GIG CRD)
Target
A geographical area, complex, or installation planned for capture or destruction by military forces. 2. In intelligence usage, a country, area, installation, agency, or person against which intelligence operations are directed. 3. An area designated and numbered for future firing.  (JP 1-02)

Task    
A clearly defined and measurable activity accomplished by individuals and organizations. It is the lowest behavioral level in a job or unit that is performed for its own sake. It must be specific, usually has a definite beginning and ending; may support or be supported by other tasks and it must be observable and measurable. [TR 350-70]

Track
A series of related contacts displayed on a plotting board.  To display or record the successive positions of a moving object.  To lock onto a point of radiation and obtain guidance therefrom.  The actual path of an aircraft above, or a ship on, the surface of the Earth. The course is the path that is planned; the track is the path that is actually taken.  (JP1-02)

Transfer 

     An activity involved in moving information from an initial location to 
                                         one or more subsequent locations. 
Transport (Layer 4)
This layer provides transparent transfer of data between end


systems, or hosts, and is responsible for end-to-end error recovery and flow control. It ensures complete data transfer.


http://webopedia.internet.com/quick_ref/OSI_Layers.asp
User


      (1) Recipient of information products enabled by IDM services, 
      governed by the recipient's profile and commander's policy. (2) A user 
      is the ultimate consumer of all Data. (3) A user is a human (identified 
      through a login process) authorized to use a system. Each human will 
      map to one user, and each user map to one human. A user is unique 
      across the system (IDM). (GIG CRD)

Visibility

      Having the awareness of the status of a resource. It may or may not 
      involve actually monitoring the resource. (DoD CIO Guidance 10-
      8460 NM) 
Warfighter
Forces engaging in war and those providing mobility and or combat support to those forces
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