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Attached is a EIM Requirements Document distributed to the AF organizations for comments and coordination.  This document is in a revised format from the one distributed during Industry Day, however it contains the same basic components.  Please send your comments to the attached document and the Capabilities Document, dated June 2003, that was distributed at Industry Day to the EIM Contractor Officer, Mr. Tim Hannah, MSG/MM, timothy.Hannah@wpafb.af.mil or shelley.Johnson@wpafb.af.mil NLT Noon, Wednesday, 6Aug03.

ENTERPRISE INFORMATION MANAGEMENT (EIM) REQUIREMENTS TEMPLATE

EXECUTIVE SUMMARY

This document describes the required capabilities of an Enterprise Information Management (EIM) system.  The goal is to enable integration and sharing of every information item and resource in the forms most effective for users.  Information management actions will be intuitive for customers at every level of interaction.  The EIM will facilitate information sharing, coordinating, and approval through data, visual, and audio media.   
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Creating one Enterprise environment will save resources by minimizing redundancy and allow intelligent infrastructure management.  

Broad capabilities are outlined in the table below.  The document details 69 attributes, which must be included in the final solution for it to meet these capabilities with ease of use and ease in management.

	Capabilities
	Description
	Sample Applications

	Electronic WorkFlow (EWF)
	Web-based integrated system designed for inter- and intra-command coordination, tracking, and reporting of suspense taskings, as well as the coordination and automated routing of staff packages.  It is designed to run on existing base-level architectures using Windows NT or Windows 2000.
	Electronic Suspense Tracking and Routing System (E-STARS)

	Knowledge Management (KM) Tools
	A web based AF community central information and knowledge exchange (KE) tool that contains information repositories for issues and initiatives, an interactive discussion area, a central registration of points of contact (POCs), and document upload.  Initiatives describe the projects, programs, studies, working groups, etc., ongoing in the AF.  As the AF develops these initiatives, users can identify problems, action items, concerns, or lessons learned and list these as issues.
	Enterprise Corporate Analysis - Time Saver (ECATS); Knowledge Management 

	Collaboration Tools
	Using DCTS as the standard baseline, the Collaboration Management Office (CMO) is moving towards a family of interoperable, standards-based products from multiple vendors, which have been certified to interoperate securely.  DCTS is an evolving set of open standards within which standards-based products can interoperate. Facilities include email, newsgroups, voice and video conferencing, instant messaging, white-board, awareness, file sharing, virtual/ spaces, application sharing.
	Defense Collaborative Tool Suite (DCTS)

	Electronic Forms/ Electronic Publications
	The Information Management Tool (IMT)  to provide as an intelligent form that encapsulates the form logic and the underlying data into a single file in a non-proprietary Extensible Markup Language (XML) format. Electronic publications functionality, to create, revise, and publish official publications.
	ICS Viewer & Designer; E-Publishing Studio - IBM Content Management System

	Electronic Records Management (ERM) / Document Management (DM)
	Any ERMS must meet minimum record management requirements, based on current National Archives and Records Administration (NARA) regulations and DoD 5015.2-STD, “Design Criteria Standard for Electronic Records Management Software Applications,” June 2002.
	None


Those 69 attributes, listed in sequence, are:

1.  TEMPLATES (Application - Tasker Tracking, example: E-STARS)

2.  USER TRANSITION (Application - Tasker Tracking)

3.  VIEWING OF PROCESSES AND ASSOCIATED RESPONSIBILITIES  (Application - Tasker Tracking)

4. CONVERSIONS AND COMPATIBILITY TO CRISIS ACTION SCENARIOS (Applications - Tasker Tracking, Knowledge Management, AF Portals)

5.  DOCUMENT COLLABORATION (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

6.  COLLABORATION TOOLS (Application - Online Collaboration – example: Netmeeting or DCTS)

7.  OPERATIONAL ENTERPRISE. (Application - Tasker Tracking)

8.  WORKSPACE FUNCTIONS

9.  DISTRIBUTION LISTS

10.  ADDRESS VISIBILITY

11.  USER ACCESS (All EIM Layers)

12.  PACKAGE PRIORITIZATION (Tasker Tracking)

13.  ABILITY TO ATTACH FILES (Applications - Tasker Tracking, Knowledge Management, AF Portals)

14.  TRIGGER (DECISION MAKING) BUTTONS (Applications - Tasker Tracking, example: E-STARS, ConnectPoint)

15.  ROLE DEFINITIONS (Tasker Tracking)

16.  DIGITAL SIGNATURES/ AUTHENTICATION.  (All EIM Layers)

17.  WORKFLOW INFORMATION RESTRICTION/PERMISSIONS  (Applications - Tasker Tracking, Knowledge Management, AF Portals)

18.  COMPREHENSIVE TRACKING CAPABILITY. (Tasker Tracking, example: E-STARS, Connect Point)

19.  INITIALIZE STAFF ACTIONS W/O SUSPENSE NUMBERING/TRACKING.  (Applications - Tasker Tracking, Knowledge Management, AF Portals)

20.  PRINTING CAPABILITIES (All EIM Layers)

21.  OFF-LINE CAPABILITIES (Tasker Tracking)

22.  FILE COMPRESSION UTILITIES (All web based pieces)

23.  VERSION CONTROL

24.  CHECK IN/OUT CAPABILITIES

25.  DUPLICATION DETECTION

26.  RECORDS MANAGEMENT

27.  SYSTEM PERFORMANCE

28.  HARDWARE ENVIRONMENT

29.  E-MAIL INTERFACE

30.  FILE PLAN COMPONENT 

SELECTION/SEARCH CAPABILITY

31.  BULK LOADING CAPABILITY

32.  INTERFACES TO OTHER SOFTWARE APPLICATIONS  

33.  ON-LINE HELP

34.  FAX INTEGRATION TOOL

35.  BAR CODE SYSTEM

36. RECORDS MANAGEMENT FORMS

37.  PRINTED LABELS

38.  ALIAS CAPABILITY

39.  MAKE GLOBAL CHANGES

40.  METADATA

41.  OPERATING SYSTEM 

ENVIRONMENT

42.  NETWORK ENVIRONMENT

43.  PROTOCOLS

44.  DOCUMENT IMAGING TOOL

45.  LOGIC CHECKS

46.  WEB CAPABILITY

47.  VIEWER

48.  DOCUMENTATION

49.  SOFTWARE SUPPORT

50.  HARDWARE SUPPORT

51.  TECHNICAL SUPPORT

52.  EASE OF USE

53.  USER CUSTOMIZATION

54.  CUSTOMIZED REPORTS

55.  RETRIEVAL/SEARCH CAPABILITIES

56.  PERMISSIONS AND RIGHTS

57.  DOD/AIR FORCE SECURITY

58. SECURITIES AND SPECIAL 

HANDLING/LABELING

59.  DATABASE DRIVEN/INTERFACES

60.  SYSTEM INSTALLATION

61.  SCALABILITY

62.  UPGRADEABILITY AND INTERFACE WITH LEGACY SYSTEMS

63.  AUDIT CAPABILITY  

64.  SYSTEM DEPLOYABILITY

65.  GLOBAL ACCESS

66.  RECONCILIATION OF RECORDS

67.  BACKUP AND RECOVERY

68.  END-USER ORIENTATION AND TRAINING

69.  ENTERPRISE PRODUCT INTEGRATION

ENTERPRISE INFORMATION MANAGEMENT (EIM) REQUIREMENTS TEMPLATE

1. VISION.  “Eliminate the e-mail culture”
The EIM vision (Figure 1) is to enable EIM capabilities to exchange data seamlessly through eXtensible Markup Language (XML) based messaging interfaces thus creating an interoperable suite of capabilities.  The goal is to create, research, analyze, coordinate, manage, collaborate, publish information, and obtain approval of any official action across the enterprise.  
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Figure 1.  EIM Vision

The EIM capabilities (Table 1) include electronic workflow (EWF), knowledge management tools, collaboration, electronic publishing, electronic forms, electronic records management (ERM), and document management (DM).   It is important to note that the EIM applications are core capabilities and used across all Air Force functional areas.   

	Capabilities
	Description
	Sample Applications

	Electronic WorkFlow (EWF)
	Web-based integrated system designed for inter- and intra-command coordination, tracking, and reporting of suspense taskings, as well as the coordination and automated routing of staff packages.  It is designed to run on existing base-level architectures using Windows NT or Windows 2000.
	Electronic Suspense Tracking and Routing System (E-STARS)

	Knowledge Management (KM) Tools
	A web based AF community central information and knowledge exchange (KE) tool that contains information repositories for issues and initiatives, an interactive discussion area, a central registration of points of contact (POCs), and document upload.  Initiatives describe the projects, programs, studies, working groups, etc., ongoing in the AF.  As the AF develops these initiatives, users can identify problems, action items, concerns, or lessons learned and list these as issues.
	Enterprise Corporate Analysis - Time Saver (ECATS); Knowledge Management 

	Collaboration Tools
	Using DCTS as the standard baseline, the Collaboration Management Office (CMO) is moving towards a family of interoperable, standards-based products from multiple vendors, which have been certified to interoperate securely.  DCTS is an evolving set of open standards within which standards-based products can interoperate. Facilities include email, newsgroups, voice and video conferencing, instant messaging, white-board, awareness, file sharing, virtual/ spaces, application sharing.
	Defense Collaborative Tool Suite (DCTS)

	Electronic Forms/ Electronic Publications
	The Information Management Tool (IMT)  to provide as an intelligent form that encapsulates the form logic and the underlying data into a single file in a non-proprietary Extensible Markup Language (XML) format. Electronic publications functionality, to create, revise, and publish official publications.
	ICS Viewer & Designer; E-Publishing Studio - IBM Content Management System

	Electronic Records Management (ERM) / Document Management (DM)
	Any ERMS must meet minimum record management requirements, based on current National Archives and Records Administration (NARA) regulations and DoD 5015.2-STD, “Design Criteria Standard for Electronic Records Management Software Applications,” June 2002.
	None


Table 1.  EIM Capabilities

2. REQUIREMENTS.

1.  TEMPLATES (Application - Tasker Tracking, example: E-STARS)


a.  System must contain drop down menus with standardized formats to allow users to respond within the organizational chain.


b. System must allow organizations and users to centrally create, modify, and delete templates as necessary and integrate them with common desktop applications used within the Air Force


c.  Template capabilities must allow staff package originators to recall or use previously developed, recurring workflow templates that include designated routing and actions required or requested.  (example, DD Form 1610 process in ABSS or AF Form 9 process)


d.  Template must allow cross-reference to any previous task.  


e.  Cover template must have common information that needs to be filled in

Originator


Due date


Subject


Collaborators or Action Officers


Action Required

f.  Process owners must control templates.


2.  USER TRANSITION (Application - Tasker Tracking)

The system must provide a capability for selecting files or documents to import into electronic staff packages (i.e., pdf, MS Office, jpeg images, etc.).   Capabilities should be similar to those provided by Windows. 


3.  VIEWING OF PROCESSES AND ASSOCIATED RESPONSIBILITIES  (Application - Tasker Tracking)

a.  The system must allow workflow originators and others with required permissions/access the capability to monitor, access, or control the entire process as the workflow progresses from enactment until completion.  


b.  Workflow originators/OPRs must have the capability to monitor process activity through final completion and display workflow status details, including instructions and status of actions, at all steps in the workflow process.


4. CONVERSIONS AND COMPATIBILITY TO CRISIS ACTION SCENARIOS (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

The system must support contingency operations (i.e., adding, deleting, combining organizations).  The system must interface with critical Air Force command and control systems.  Examples include easy creation or modification of workflows to support change of an organizations’ structure, stand-up of a provisional unit at a deployed site, or bridging transfer of information from applications across functional systems.


5.  DOCUMENT COLLABORATION (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

a.  The system must facilitate review of documents associated with each workflow process simultaneously by more than one person.


b.  The system must allow for each coordinator/reviewer’s comments to be recorded without changing the original document.


c.  These comments must become part of the official record(s) electronically captured at the end of the process


6.  COLLABORATION TOOLS (Application - Online Collaboration, example: Netmeeting or DCTS)


a.  The system should have the capability for users to collaborate on work through the use of electronic whiteboards, chat rooms, and virtual conferencing facilities, offering text, audio/voice, and video capabilities.


b.  Use of these tools and information contained, posted, or shared will conform to existing AF/DoD regulations and local/functional rules of engagement.  (Reference:  SECDEF/ASDC3I 291130ZJAN01 Message, DoD Standard Collaborative Tool Announcement).


7.  OPERATIONAL ENTERPRISE (Application - Tasker Tracking) 

The system must allow users to originate, disseminate, and manage workflow activities between bases, commands, locations, and remote activities.  


8.  WORKSPACE FUNCTIONS 


a.  The system must allow authors the capability to centrally post documents for collaboration.

b.  The system must allow authors the capability/associated permissions to delegate simultaneous access to designated users and organizations.  

c.  The system must perform automatic routing based on pre-defined business rules.  (Tasker Tracking)


9.  DISTRIBUTION LISTS


a.  The system must provide the ability to define, save, share, and modify standard workflow routing (i.e. approval process)/collaboration actions (i.e., coordination) /packages and provide users a solution to create and use/reuse distribution lists for recurring staff actions.   (Tasker Tracking)


b.  Distribution lists must interface with existing organizational and/or personal address lists established within Microsoft Outlook.  (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

c.  The system must provide the ability to assign permissions and e-mail notifications from one user ID in a single step.  (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

10.  ADDRESS VISIBILITY


a.  The application must provide affected workflow participants easy access and visibility for identifying offices with collateral responsibility (OCRs), offices, and users with primary responsibility (OPRs) for respective packages.   (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

b.  Addresses included in the staff packages must be visible to all affected participants identified at various levels of the hierarchy.   (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

c.  In addition, users with appropriate permissions must have the capability to withhold address information (blind copy ability) from appropriate organizations/offices/personnel.  (Applications - Tasker Tracking, Exchange)


d.  The system must have the ability to allow users to visualize when workflow participants access task.  (E-mail notification or popup window)   (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

11.  USER ACCESS (All EIM Layers)


a.  The system must be server-based and allow multiple/simultaneous user operability.


b.  The system must also function in a stand-alone environment, although this will not be the primary role of the system.  (Capability to synchronize folders for off-line use) 


c.  The system must provide users who are afforded only stand-alone access the capability to upload/export information captured via these remote channels into central on-line repositories.  


d.  The system must also allow users to download information from repositories and check documents in upon subsequent log-ins to their primary network location(s), and provide automatic synchronization as a default system setting.  


e.  The system must allow users a “preview” capability as well as the ability to selectively download information.


f.  The system must illustrate/prompt users what versions of a database download they are using (“date of download/upload”, etc.) to prevent organizations from overwriting with earlier/previous versions of data. 


12.  PACKAGE PRIORITIZATION (Application - Tasker Tracking)

a.  The system should provide capabilities to allow users the ability to prioritize packages and illustrate to recipients/which processes and taskings warrant higher/lower priority (Hot, Immediate Action, Low Importance, etc.).  (i.e., color-coding)


b.  Originators should have the capability to shift priority of packages during any period of the collaboration/workflow process.  


c.  Originator can add comments into the workflow chain at anytime.  


d.  Users in the workflow chain should be alerted of any change.


13.  ABILITY TO ATTACH FILES (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

a.  The system must provide unlimited capability to import, attach, or cut and paste documents from other applications once workflow/collaboration has begun.  


b.  Attachments to the workflow process must be part of the official record and collaboration action. 


c.  The system must allow users to incorporate Internet links.    


d.  The system must not limit the amount of attachments or web links that can be included.  


e.  The system must accommodate files via links to a common site (data store) allowing multiple addressees to access a document through the web vice attaching the file to the workflow.  (Centralized Repository)


14.  TRIGGER (DECISION MAKING) BUTTONS (Application - Tasker Tracking, example: E-STARS, ConnectPoint)

a.  The application must enable users to take appropriate actions during the workflow process through automated capabilities and electronic response buttons that are easily understood (i.e., Coord, Approve, Disapprove, etc.) within a typical Air Force office environment.  


b.  Originators and Users must also have the capability to recall their previous decisions anywhere in the workflow channel and modify, adjust, or rescind previous decisions before the records become final.


15.  ROLE DEFINITIONS (Application - Tasker Tracking)


a.  Originators must be able to quickly and accurately assign/identify roles (Coord, Info, Approve, Sign, etc.) of each office or person identified within the workflow process.  


b.  Workflow process owners must have the flexibility to create workflows and solicit coordination/actions from organizational levels within and outside prescribed chains of command.  


c.  The system must provide flexible ad hoc routing capabilities to support non-routine/workflow routing. 


d.  Process owner must have ability to modify, withdraw, or delete workflows at any stage in the process.

16.  DIGITAL SIGNATURES/AUTHENTICATION (All EIM Layers) 

Document Management System must work with the Air Force-directed signature software.


17.  WORKFLOW INFORMATION RESTRICTION/PERMISSIONS  (Applications - Tasker Tracking, Knowledge Management, AF Portals)

a.  Workflow process originators and selected levels of the collaboration process must have the ability to allow/restrict viewing of packages and comments generated during the collaboration process.  


b.  The system must provide flexibility to institute workflow processes and pre-assign permissions that suit respective organizational requirements processes.


18.  COMPREHENSIVE TRACKING CAPABILITY. (Application - Tasker Tracking, example: E-STARS, ConnectPoint)

OPRs/OCRs and affected parties/offices must be able to view work in progress and obtain required updates on actions in progress and those completed.  


19.  INITIALIZE STAFF ACTIONS W/O SUSPENSE NUMBERING/TRACKING.  (Applications - Tasker Tracking, Knowledge Management, AF Portals) 

Users should have the capability to disseminate (“pass or point”) information along to customers/interested parties (information documents, items of interest, optional replies, etc.) without generating collaboration or suspense tracking actions.


20.  PRINTING CAPABILITIES (All EIM Layers)


a.  The system must allow users to print copies of search results, taskings/listings, completed templates, status of workflow initiatives, reports, related metadata, and other critical information maintained within the system.


b.  System must allow sorting/filtering metadata.  


21.  OFF-LINE CAPABILITIES (Tasker Tracking)

a.  The system should allow users to work off-line during network downtimes and when operating in stand-alone and remote environments.  (i.e., synchronization)


b.  To eliminate work stoppage, data stored/compiled remotely during off-line use should be saved in central locations and the system should prompt/force users to transfer information into central, on-line data repositories upon subsequent network log-ins.  


22.  FILE COMPRESSION UTILITIES (All web based pieces)


a.  The system should assist with minimizing the impact on bandwidth and provide compression capabilities to limit the amounts of bandwidth required to transmit/receive information.  


b.  If the system doesn't provide this ability, it should allow for interface with utilities that perform this function.  


c.  The compression capabilities should be transparent to the users as much as possible.


23.  VERSION CONTROL 


a.  Mandatory requirement specified in DoD 5012.2-STD paragraph C2.2.3.19 (RMAs shall provide the capability to link original superseded records to their successor records).  Software must provide ability to control/track all versions of a document or product.  


b.  Authorized users must be able to access previous versions, make necessary changes/updates, and save document as a new file (if from official records repository), interface with approved Records Management Application (RMA), and not duplicate RMA’s functions.


24.  CHECK IN/OUT CAPABILITIES 


a. The software must provide the capability for information owners to visualize/determine what documents have been checked out, who checked them out, and when.  


b. Originators should have the ability to check in documents checked out by users at any time (i.e., inactivity). 


c. The software must have the capability to notify document owners when users have checked documents out and then back in.  


d. A user must have the capability to check out the document within their personal workspace within the system, rather than having to check out a document to their local drive.  


e. The software must maintain metadata (name, time, changes made, updates, etc.) associated with each check-in/out and capture and maintain this information as part of the official record.  


f. The users must have the capability to query the database to determine the status of documents under their control, based on permissions provided by the system administrator.  


25.  DUPLICATION DETECTION

The software must detect duplicate records.


26.  RECORDS MANAGEMENT

a.  The RMA must meet the applicable mandated standards and requirements identified in the Joint Technical Architecture-Air Force (JTA-AF/I-TRM) and DoD 5015.2-STD, June 2002.  


b.  The RMA must also meet the minimum standards and requirements identified in the Defense Information Infrastructure-Air Force (DII-AF) program, Theater Deployable Communications (TDC), Personal Wireless Communications Systems (PWCS), and Mobile Satellite Systems (MSS) programs.  

27.  SYSTEM PERFORMANCE


a.  The system must have full functional availability. 


b.  System backup and maintenance must not interfere with daily operations.  


c.  Initially, all records need to be maintained on-line with retrieval times almost instantaneous. 


d.  As the need for immediate access to certain records decreases, these records may be maintained on-line or near-on-line with retrieval times of no more than five minutes.  


e.  As the system grows and access to some records become rare, these records may be maintained off-line with retrieval times no greater than one business day.   


f.  System performance, bandwidth, unit location, mission priority, architecture, and volume of use may dictate variations to this requirement.  (See DoD 5015.2-STD, paragraph C3.1.3.)


28.  HARDWARE ENVIRONMENT


a.  The software must function in a web-based environment.  


b.  There may be instances when the software must function within a closed environment.  


c.  The average user will operate a standard desktop PC.  The software, electronic records, and any system overhead files must be maintained on commercially available servers.  (See DoD 5015.2-STD, paragraph C3.1.4)

29.  E-MAIL INTERFACE

The system must interface and interoperate with Microsoft Exchange electronic mail applications and Defense Message System (DMS) software.  (See DoD 5015.2-STD, paragraph C3.1.8) 


30.  FILE PLAN COMPONENT SELECTION/SEARCH CAPABILITY 


a.  The RMA must have the capability for the records manager or his designee to assign a selected list of file codes that a particular office or user would be permitted to use.  


b.  The user would then select from this designated list where records would be filed.  


c.  The selected list of file codes would then be the same group that the user accesses when searching for records needed.  


d.  The system would provide the capability to allow the user to limit searches on the system and direct what files must be searched.  (See DoD 5015.2-STD, paragraph C3.2.10.)


31.  BULK LOADING CAPABILITY

RMAs must provide the capability for authorized individuals to bulk load an agency’s pre-existing file plan, and electronic records and record metadata.  (See DoD 5015.2-STD, paragraph C3.2.2.)


32.  INTERFACES TO OTHER SOFTWARE APPLICATIONS  

RMAs must be able to interface with JTA-AF/I-TRM recommended office automation software products, such as applications used for electronic mail, word processors, spreadsheets, databases, desktop publishers, and electronic data interchange systems.  (See DoD 5015.2-STD, paragraph C3.2.3)


33.  ON-LINE HELP

RMAs must have an on-line help capability for easy access to user operational information.   (See DoD 5015.2-STD, paragraph C3.2.5)


34.  FAX INTEGRATION TOOL

RMAs should have the capability to interface with desktop or server-based fax products to capture fax records in their electronic format.  (See DoD 5015.2.STD, paragraph C3.2.7)

35.  BAR CODE SYSTEM

RMAs should have the capability to interface with legacy and current bar coding technology used to track paper-based records.   (See DoD 5015.2-STD, paragraph C3.2.8.)


36. RECORDS MANAGEMENT FORMS

RMAs must have the capability to interface with forms generating software and/or have the capability to generate completed standardized records management forms.  (See DoD 5015.2-STD, paragraph C3.2.12.)


37.  PRINTED LABELS

RMAs must provide the capability to produce hard copy codes or identifiers in the form of folder and disposition labels or other products as required.  (See DoD 5015.2-STD, paragraph C3.2.13.)


38.  ALIAS CAPABILITY

The RMA must have the capability to “alias” records, allowing records to remain centralized while collateral offices have the capability to electronically “point” to the record.


39.  MAKE GLOBAL CHANGES


a.  RMAs must provide the capability for authorized individuals to make global changes to the record category names, record category identifiers, disposition components, and originating organization.  


b.  These changes will also be pushed down to any existing records filed within the system.    (See DoD 5015.2-STD, paragraph 3.2.1)


40.  METADATA


a.  Metadata (comments, detailed facts about a document) must be “bound” to any record filed in the RMA.  


b.  The metadata and the record are synonymous and must be bound (stored in a fashion where both are accessible) within the RMA.   (See DOD 5015-2 STD, paragraph C2 (unclassified) and C4 (classified) information)

41.  OPERATING SYSTEM ENVIRONMENT


a.  The system must interface with Windows operating systems (and be backward compatible with earlier versions of Windows), Unix, and other JTA-AF/I-TRM approved systems and applications.  


b.  Initially, the software must be certified for the operating system (in JTA-AF/I-TRM) by Air Force organizations; however, product evaluations/comparisons will dwell on flexibility/capability to transition into, and interact with, operating systems on the horizon. 


c.  The display menus and functionalities must resemble applications and systems already included in the Air Force inventory and commonly used by Air Force members/organizations (e.g., Microsoft Office product suite).  


d.  In addition, the application must support images, graphics, and documents created via common desktop software (.jpg, .ppt, .doc, .pdf, etc.).  


e.  The software must take advantage of the operating system clock (calendar system) to provide “tickler” notifications to authorized representatives when records are due for disposition.  (See DoD 5015.2-STD, paragraph C3.1.5)


42.  NETWORK ENVIRONMENT

The system must be maintained on commercially available Windows NT, Windows 2000, or later, servers and must be compatible with, and will be connected to existing wide or local area networks.  (See DoD 5015.2-STD, paragraph C3.1.6)

43.  PROTOCOLS

a.  The system must operate in an open systems architecture and function on Transmission Control Protocol/Internet Protocol (TCP/IP) and X.400 transport layers.  

b.  The system must interface with/support message header and message text formats IAW Air Force and commercial Simple Mail Transfer Protocol (SMTP) standards.    (See DoD 5015.2-STD, paragraph C3.1.7.)

44.  DOCUMENT IMAGING TOOL

a.  The system must have the ability to interface with document imaging scanners and software, allowing records personnel to convert paper documents into an electronic image and manage the resulting documents in the system.  

b.  The system must also allow users to incorporate information from other unique systems either through electronic import functionality or quick facilitation (copy and paste data). 

c.  Additionally, the system must provide capabilities to export information and quickly facilitate transition of data to system replacements and upgrades.

d.  Digital documents must not be locked into a proprietary digital format, but must be

delivered to the user in standard (e.g., ASCII, TIFF, PDF, SGML, XML) formats.  (See

DoD 5015.2-STD, paragraph C3.2.6.)

45.  LOGIC CHECKS

a.  The system should conduct logic checks at the data entry level to ensure consistency and assist with error checking for all required metadata elements.

b.  Metadata in any form is now considered an official record and may not be altered or

modified in any form.  (See DoD 5015.2-STD, paragraph C2.2.8.4 & C2.2.8.6)

46.  WEB CAPABILITY

a.  The system must have the capability to allow the user interface to be through any JTA-AF/I-TRM standardized web browser.  

b.  The system must provide users the capability to enter, search, and retrieve information and reports (active or archived), from the system via secure world wide web connections.  

c.   The applications must accommodate extension of automated processes over an extranet or intranet, regardless of geographic location.  

d.  The web interface will be  PKI-enabled and utilize the secure socket layer (128-Bit) protocol.  (See DoD 5015.2-STD, paragraph C3.2.15 & C2.2.7.4)

47.  VIEWER

a.  The system/viewer must provide the capability to view each file in its native format or through visual interfaces that maintain data and format integrity.

b.  The system must reduce the requirement to initiate and operate additional applications to view information within the system. 

c.  The program must take advantage of web interface features to illustrate data in web

formats and leverage additional technologies to reduce burdens on operational users.

(See DoD 5015.2-STD, paragraph C3.2.14)

48.  DOCUMENTATION

a.  Standard manuals/documentation must be used to the maximum extent possible to document system installation and facilitate common user training, system administration, and other key features of the system. 

b.  Manuals must be adequate for use by members who have received, or will receive, an overview of the software and training specific to their system responsibilities.  

c.  Minimum requirements for manuals include a complete set of installation procedures, operating procedures, troubleshooting, and user’s guide(s). 

d.  Manuals must accurately portray software configurations and vendors must provide updates as changes occur.  

e.  Manuals will be available electronically in an on-line help function format/interface. 

f.  They will also be available in electronic format via disk, CD, or other electronically executable medium.  (See DoD 5015.2-STD, paragraph C3.1.2.)

49.  SOFTWARE SUPPORT

a.  Software requires licensing fees (timeframes are periodic or negotiated).

b.  Commercial warranties, technical support, technological refreshments, training, and upgrades must be negotiable as part of any  software licensing agreements.  

c.  Records management software shall be acquired only through Enterprise Software Initiative (ESI) Agreements.

50.  HARDWARE SUPPORT

a.  The software must be installed on existing web or network file servers, operating systems, desktop clients or laptop computers, as required.  

b.   The database and information contained within will be installed and reside on government-controlled servers.  

c.  All hardware will be maintained IAW Air Force directives, operating instructions, and other requirements necessary to conduct Air Force operations.

51.  TECHNICAL SUPPORT

a.  In addition to the installation and technical support provided by the hardware and software vendor(s), the system implementation and sustainment project will require continuous contracted technical support and help desk functions.

b.  Any vendor or support provider will have the resources to provide Air Force enterprise-wide level support.  (Relates to requirements of software support (reference this document, para 7.2.9)

52.  EASE OF USE

a.  The software must be intuitive and provide operational capabilities for end-users without difficulty or complicated training.  

b.  Workgroup managers and system administrators must be capable of maintaining the software with skills already acquired through technical training and others sources used for administering products/systems approved for Air Force operational use, additional to that initially required to set-up the system.  

c.  The application must allow use of the “tab” key, or other keys, to navigate the system and not be totally reliant on mouse/other peripherals to ease user navigation.  

d.  Easy to view integrated drop down menus and toolbar illustrations help simplify user navigation and operability.  

e.  Software must have a “Windows” look and feel to facilitate ease of use.

53.  USER CUSTOMIZATION

a.  Software products must prevent proprietary customizations and allow commands/units to develop customized interfaces to support unlimited requirements (interfaces, processes, formats, designs, etc.).  

b.  Designated users (process owners/forms managers) must have the flexibility to create and modify collaboration, tasking, and workflow templates, processes, interfaces and designs without approval/significant support from the product vendor/owner.

c.  To build interfaces to legacy systems, significant support from the provider (vendor/supplier/owner) may be initially required; then, a “train the trainer” concept may be used for future modification, based on extent of change or update required.  (See DoD 5015.2-STD, C2.1.3 & C2.2.1.5)

54.  CUSTOMIZED REPORTS

a.  The software must allow users to develop various reports necessary to accomplish suspense and document tracking, records tracking, etc.  

b.  The report interface must provide users/system administrators the capability to generate reports through the application itself, export features to interface with other common desktop applications, and/or via web-based technology.

c.  Users must have the ability to post standard reports directly to a web page and build unlimited knowledge-based reports.  

d.  Reports produced by the software must enable users to display/highlight priority taskings, workflow and records information, etc. in various colors or formats as required to support mission requirements.  

e.  Reports will have the option to include both active and historic information.  

f.  The electronic collaboration and tracking software must provide standard reports that allow users to maintain workflow/suspense accountability and search, sort, and create required data outputs. 

g.  The software must provide the flexibility to generate other reports necessary for specific missions.  

h.  The application must provide the ability to create and develop ad hoc reports and not provide unnecessary limitations.  

i.  In addition, the program must provide metrics and illustrations of how units/agencies are achieving tracking goals, workflow process time goals, etc.   

j.  The software must provide the capability to generate reports on the information held within the system’s repository based upon user-developed report templates or user query.  

k.  Any reports developed by a separate compatible report generating software application will be easily integrated into the EIM software applications.  (See DoD 5015.2-STD, paragraph C3.2.4)

55.  RETRIEVAL/SEARCH CAPABILITIES

a.  The software must have the capability of retrieving/searching all information within the system, to include embedded attachments.  

b.  The software must contain a robust search engine that allows full text searches or other method(s) to assist the user in locating records, and allow users to search and retrieve on any field within the system.  

c.  A user must also be able to search for directories or folders within the system.  

d.  The software must allow users to build complex queries to easily define their search scope using key words, date parameters, search modifiers (synonyms, related words/topics, etc.) or “wild cards.”  

e.  When complex queries are built, the software should have the capability to save the searches for later use.   (See DoD 5015.2-STD, paragraph C3.2.9 & 10)

56.  PERMISSIONS AND RIGHTS

a.  The applications must provide comprehensive, secure, and flexible mechanisms for assigning user permissions and system controls.  

b.  The software must interface with standard Air Force addressing directories, so user data may be exchanged between the systems without having to re-input data.  

c.  System administrators and workgroup managers require the ability to delegate specific permissions to subordinate system users and maintain/retain top-level control of system permissions.  

d.  Subordinate and intermediate control levels will require user-friendly tools to further delegate required rights and permissions to subordinate users of the software.  

e.  Security controls must also allow new unit members access to predecessor documents, packages, and information required to carry on with individual/unit missions.

57.  DOD/AIR FORCE SECURITY

a.  The system must comply with and meet DoD and Air Force security requirements outlined in DoD standards/instructions, Air Force  Systems Security Instructions, Air Force 31- and 33-series publications, and be validated by Air Force information assurance and technical experts.  

b.  The application must be designed to meet the security specifications necessary to operate on unclassified and classified networks.  

c.  Any security risks identified must be eliminated or mitigated to the desire level needed to meet Air Force Certificate to Operate (CTO) requirements.

d.  User must only require one password to login to the system, preferably linked to their initial network login, and password login attempts must be encrypted. 

e.  Password architectures must meet DoD and Air Force requirements, for example, entries must accept upper- and lower-case characters, special characters, etc.

f.  Furthermore the system must allow users accessing the system remotely to retain similar functionality’s provided through normal log-on routines and maintain system integrity and security during remote usage.  For mandatory classified requirements refer to DoD 5015-2 STD, Chapter 4.

58. SECURITIES AND SPECIAL HANDLING/LABELING

a.  The application must illustrate security classifications on every screen and must be easily visible for system users.  

b.  Classification heading fields must be included within templates.  

c.  The software must not process actions until users complete these fields and a classification is matched to the process/activity (to include UNCLASSIFIED).  

d.  Additionally, all reports must be labeled with the proper overall security classification (top and bottom) and each report item/paragraph must be indicated with respective security classification(s) (to include UNCLASSIFIED) and/or the Freedom of Information Act (FOIA) exemption.  

e.  The software must allow for the security and access controls to protect/safeguard information not approved for release outside the DoD (FOUO information) and other sensitive, unclassified information from unauthorized individual/organizational element or coalition partner.

f.  Different overlays of the same record may be required based upon the data access requirements, if the record is shared with more than one organization, element, or coalition partner. 

g.  The software must allow for the capability to add Freedom of Information Act (FOIA) exemption statements, capability to redact information to meet FOIA requirements, and provide adequate protections that allow owning organizations/individuals the capability to limit such access.  

h.  Red actions must reside in overlays to the original document.  (Mandatory requirements for RMAs supporting management of classified records are contained in DOD 5015.2-STD, para C4.1)

59.  DATABASE DRIVEN/INTERFACES

The software must utilize current database technology, provide near real-time tracking (dynamic web interfaces), and interoperate with any JTA-AF/I-TRM or DII-DII/COE  database system and facilitate transition to a standard database.

60.  SYSTEM INSTALLATION

a.  The software installation process must be fluid, without significant difficulties inherent to or as a result of application software deficiencies.  

b.  The software must allow installation network control centers/contractors to install required applications and configure the system and installation networks without unnecessary proprietary obstacles.  

c.  Although it’s anticipated the software will be installed/configured via contracted providers, this will not necessarily be the case considering the remote locations where the software will be required and implemented.  

d.  Network control centers and Air Force operational units require comprehensive training and 24-hour help desk assistance to provide direction and help with installation difficulties. 

e.  The installation process at the server and desktop (if needed) levels must be easy for workgroup managers and network operators to interpret and not cause undue hardship or involve significant additional training to ensure implementation is transparent to Air Force customers.

61.  SCALABILITY

a.  The application must support growth of the organization(s) and be capable of managing unlimited number of users that will produce increasing amounts of electronic documents, taskings, staff actions, etc.  

b.  Users will come from various locations and functional areas and the demand for performance, size, access, and retrieval will most likely never decrease.  

c.  The using activity should define the size of storage space required for its organizational records along with metadata (i.e., deployed location with limited storage availability vs. a fixed site with or without server consolidation, SAN, or other protocols).  

d.  MAJCOMs will have the ability to tailor the EIM solution to meet unique mission requirements and needs.  (Relates to “Storage Availability”…See DoD 5015.2-STD para C3.1.1)

62.  UPGRADEABILITY AND INTERFACE WITH LEGACY SYSTEMS 

a.  The application must allow the Air Force to seek, include, or acquire system upgrades.  

b.  The application must keep pace with industry standards, while ensuring access to, interface with, and incorporation of data/functionality maintained in legacy systems and previous versions of the application.  

c.  The software must facilitate easy transitions to hardware advancements and process changes/enhancements.  

d.  Software upgrades must seamlessly and transparently migrate data to newer versions of the software.  (See DoD 5015.2-STD, para C2.1.4, Backward Compatibility)

63.  AUDIT CAPABILITY  

System administrators require the ability to maintain a history of software events and operations across the computer system to enable subsequent identification of events of interest or with particular security implications.  Audit capabilities center around two critical elements: 

a. Audit data recording, for which the software has the capabilities/standards to enable consistent audit of processes across multiple engines; 

b. Audit data retrieval and analysis must be locally provided on each software domain using the appropriate local tools and services.  (See DoD 5015.2-STD, para C2.2.8, System Audits)

64.  SYSTEM DEPLOYABILITY

a.  The software must provide flexible capabilities to support deployed operations and personnel assigned to “non-connected” organizations (for example, AFROTC units, embassies, etc).  

b.  Software capabilities will be required all over the world, including remote and isolated environments.  

c.  Users must be capable of quickly instituting the ’software’s capability and not be constrained with detailed implementation/set up requirements.  

d.  The application must function on common network operating systems used within the Air Force and for operational deployment purposes. 

e.  Deploying personnel must have the capability before deploying to copy selected workflows and records that may be needed but not available to them.  

f.  In addition, the software must interface with common/standard Personal Digital Assistants (PDA) subject to DoD wireless security requirements.  

65.  GLOBAL ACCESS

a.  The software must provide users transparent and secure remote access to information repositories from authorized locations.  

b.  Deployed members will require access to information maintained at home station.  

c.  Deployed personnel also require capabilities to deposit documents and records quickly with little human intervention. 

d.  Dragging and dropping to pre-established folders at deployed and from remote locations makes user interface much simpler and adds a greater probability of capturing official records.  

e.  Deployed personnel must be able to search for and retrieve records not taken with them.  

f.  The media for searching/transferring records while deployed must be electronically through the Internet or other existing e-mail/ Intranet systems.

66.  RECONCILIATION OF RECORDS

a.  Upon redeployment, the software must support reconciliation of records brought from home station and updates made during deployment with data into home station’s repository (i.e., medical information, personnel records, training records).  

b.  The software must also support reconciliation of records compiled during deployment into the records management system and maintain the deployed systems’ unique record identifier and preserve the record’s administrative origin. 

67.  BACKUP AND RECOVERY

a.  The software must provide comprehensive capabilities to accomplish full and incremental system backups and facilitate timely and complete recovery operations.  

b.  All information contained within, disseminated through, and processed by the system must be fully recoverable if the application or network becomes inoperable for any length of time.  

c.  The application must allow system administrators and end users to quickly recover from network/system downtime and subsequent loss of data.  

d.  Software backup interfaces must allow administrators to save information, application install designs, system modifications, user profiles, and other files/information critical to system recovery/installation.  (DoD 5015.2-STD, para C2.2.9.1, C2.2.9.3, and C2.2.9.4)

68.  END-USER ORIENTATION AND TRAINING

a.  Initial software training for systems administrators, workgroup managers, and administration/records management personnel must be available from the vendor.  

b.  These personnel will require records manager training.  

c.  These trained personnel will train other personnel on the duties they are authorized to perform.  A “train the trainer” concept is desirable for routine end-users.   

d.  The software shall provide on-line tutorials.  (See DoD 5015.2-STD, paragraph C3.1.9.)  

69.  ENTERPRISE PRODUCT INTEGRATION

a.  Common, seamless interface is required of single EIM workflow, document management, and ERM system solution.  

b.  Should procurement of separate software (GOTS, COTS, or an integration thereof) be necessary, the interface between the EIM tools will be highly interoperable, requiring little end user interaction.  

c.  The interface between EIM tools will require only basic interaction at the user level (i.e., toggle between software programs, save function require user to select the ERM tool, etc.).  

d.  All product integration will take place at the configuration level and not the user level of the EIM architecture.

Abbreviations and Acronyms

	CMO
	Collaboration Management Office Electronic Records Management (ERM) / Document Management (DM)

	CTO
	Certificate to Operate 

	DCTS
	Defense Collaborative Tool Suite 

	DII-AF
	Defense Information Infrastructure-Air Force

	DM
	Document management

	ECATS
	Enterprise Corporate Analysis - Time Saver 

	EIM
	Enterprise Information Management 

	ERM
	Electronic Records management 

	E-STARS
	Electronic Suspense Tracking and Routing System

	EWFElectronic Records Management (ERM) / Document Management (DM) Electronic Records Management (ERM) / Document Management (DM)
	Electronic Workflow 

	IMT
	Information Management Tool  

	KE
	Knowledge Exchange 

	MSS
	Mobile Satellite Systems

	NARA
	National Archives and Records Administration

	PWCS
	Personal Wireless Communications Systems 

	RMA
	Records Management Application

	SMTP
	Simple Mail Transfer Protocol

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	TDC
	Theater Deployable Communications 

	XML
	eXtensible Markup Language
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