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UNITED STATES AIR FORCE

ENTERPRISE INFORMATION MANAGEMENT

CAPABILITIES DOCUMENT

1.0   Executive Summary

The Air Force Enterprise Information Management (EIM) vision supports the Air Force Information Strategy, August 2002, one of whose goals is to “ensure that Air Force integrated information systems are architected to enable modular, platform-independent information management capabilities are interoperable with DoD and other government information systems.”

The AF EIM will enhance business and decision making processes and is comprised of an integrated set of Commercial Off-The-Shelf  (COTS) products/solutions and services, providing these six capabilities to support:

· Workflow

· Document management (DM)

· Knowledge management (KM)

· Information Management Tools (IMT)

· Records management (RM)

· Collaborative Tools
With today’s rapid advancements in technology and the proliferation of information, it is imperative that all Air Force echelons of command have the ability to create, collect, process, and disseminate information in a manner that achieves better, more informed, and faster decision-making across the defined enterprise.  
Expertise and knowledge across the Air Force enterprise often remains “stove-piped.”  Except through informal means, there are no enterprise capabilities available that allow people to share knowledge within or across the commands. What is needed is a dynamic, structured process that will provide a level of standardization across the Air Force.  EIM can have a tremendous influence on day-to-day jobs within the military.  Network-linked information structures create ever-increasing quantities of data, information, and knowledge.  This demands a process that allows for effective access, analysis, and management of  information within a dynamic, evolving EIM architecture as part of the overall GCSS-AF architecture. 

This EIM architecture must be implemented to allow for the achievement of an initial set of core capabilities and to begin to educate the customer base in the use of basic EIM capabilities and methodologies such as collaboration and workflow.  As the system is utilized, expanded use of EIM capabilities will broaden the use of collaboration and information sharing with individuals, subject matter experts, communities of practice and interest, and other advanced uses of technology. 

The six critical capabilities addressed above define the basic components of an EIM environment.  Integration and synergy across these elements are essential to ensuring a dynamic, scalable EIM environment.  

2.0   EIM Capabilities
2.1 Workflow

A workflow is a series of steps necessary for the initiation, tracking and delivery of services or outputs with the capability to cut across existing or future organizational boundaries.  

Within the EIM environment the workflow management applications, design tools and process flows will allow projects to achieve a dependable, repeatable, and evolvable product.   Workflow management provides the ability to capture, deploy and reuse process expertise to allow tracking and management of electronic product development.  In addition, it provides a reliable way to manage tasks and data, and to track key project deliverables in a multi-user, framework-independent environment.

Workflow capabilities for an EIM system will include:
	No.
	Title
	Capability

	2.1
	Workflow 
	

	2.1.1
	Workflow Process Capture & Management
	2.1.1.1 Capture of design processes and translate the process expertise into workflows.

2.1.1.2 The system shall provide the ability to create, modify, delete, and save various workflow      templates in a template library of reuse.

2.1.1.3 Reusable templates can be customized by different groups or to address different purposes.

2.1.1.4 Support easy modification of the workflow so that it reflects a specific group’s process, or the evolution of a standard process.

2.1.1.5 Be sufficiently flexible to allow it to work equally well with tools from a variety of vendors, and custom-developed tools.

2.1.1.6 Provide ability to create and manage workflows, specifically for the routing and tracking of knowledge objects (documents, projects, staff package, etc.).

2.1.1.7 Provide version control of knowledge objects in workflow.

	2.1.2
	Workflow Rules Engine
	2.1.2.1 Define and update rules associated with organization workflow.

2.1.2.2 Ad hoc workflow creation and management.

2.1.2.3 Supports separate due date assignments for each task and sub-task and identification as to whether task is action, information, or other user defined categories. 

2.1.2.4 System shall provide the capability for users to submit (to the task originator, delegator, or sub-tasker) and track post-acceptance requests for further instruction clarification or adjustments to task instructions, such as due date extensions, rejects, transfers, recalls, suspension, cancellation, or completion.

2.1.2.5 Support serial and/or parallel business processes.

2.1.2.6 Support routing of knowledge objects laterally, vertically, and/or in parallel.

2.1.2.7 Provide unique numbering to identify and cross reference tasks.

2.1.2.8 System allows authorized Users to revise (modify, adjust, rescind) previous tasking actions in the workflow process.
2.1.2.9   Support changes to the workflow process during active (i.e., in process) and passive states              without jeopardizing the integrity of the process.
2.1.2.10 Capture comments and sources throughout workflow.

2.1.2.11 Capture approval information and implementation procedures automatically initiated. 

2.1.2.12 Supports the modification of due dates (extend or move forward/back) by authorized workflow       Users.
2.1.2.13 Supports the display of the current location of one or more hard copy documents related to the task (i.e. physical file location, POC, or office symbol).
2.1.2.14 Maintain extensive historical data on events and milestones throughout a workflow.

2.1.2.15 Resourcing processes with link to Global Address List (GAL).

2.1.2.16 Provide an automated rules-driven process that will support and integrate data, information, and knowledge with the workflows.

	2.1.3
	E-Mail Notification
	2.1.3.1 Support e-mail notifications to users (flagging) when a knowledge object requires attention or when certain events (such as document release) have occurred.

2.1.3.2 Support elevating notifications within the organizational hierarchy as needed.

2.1.3.3 The system shall provide the capability for any recipient, upon opening an alert or notice, to access the Task.

2.1.3.4 The system shall provide recipients the capability to turn on and off the notification feature (except for high priority taskers).

2.1.3.5 The system shall provide capability to set alarms (timers) and change notice agents for any event associated with a task.

	2.1.4
	Participation
	2.1.4.1 Provide all designated users the ability to participate in a workflow regardless of their physical location.

2.1.4.2 Automatic forwarding to assigned reviewers, the user may add additional reviewers.

2.1.4.3 Allow process owners to configure the workflow processes and set process gateway conditions (for example, if wait time is greater than one hour, take action xyz) according to the baseline process definition.
2.1.4.4 Allow multiple users accessing the same data at the same time.

2.1.4.5 Allow the process owner to manage the business process across the enterprise.
2.1.4.6 Allow process owners to analyze workflow process metrics and re-engineer or improve the process, and then re-configure the workflow without programmer assistance.
2.1.4.7 Allow for the assignment of multiple resources to a single task.

2.1.4.8 Allow participants with required permissions and access, the capability to view all distribution lists/chains, follow/track subsequent task delegation flows, and determine associated responsibility for task or workflow activities.

2.1.4.9 The application shall provide task originators and OCRs capability to further task and specifically delegate actions to be performed.

2.1.4.10 The system shall link delegated tasks and sub-tasks to their parent task.

2.1.4.11 The system shall provide the capability to create, modify, and route a proposed response to a task item.

2.1.4.12 The system shall enable any knowledge object (i.e. documents, URLs, Outlook items, etc) to be attached or linked to tasks.

2.1.4.13 The system shall allow additions and deletions to the list of objects associate with a task.



	2.1.5
	Offline Processing
	2.1.5.1 Provide for off-line processing (i.e., the ability to “checkout” an object from the system in order to work on the object while disconnected).

	2.1.6
	Reporting
	2.1.6.1 Provide a workflow status screen that shows numerous status metrics including what tasks are past due, on hold, or has an urgent priority designation.

2.1.6.2 Provide process metrics, such as the duration of a particular task and the number of iterations that it took to complete that task.

2.1.6.3 Provide ability to view status of knowledge objects in the workflow process.

2.1.6.4 Maintain statistics that will be useful for project analysis and future project planning.

2.1.6.5 Monitor, display and determine status of tasks and staff actions at all levels of the organization, down to the Action Officer in real-time.

2.1.6.6 The system shall provide a single view showing task details.

2.1.6.7 System should provide a customizable, user-defined, and real-time report capability as well as "canned" or standardized reports.

2.1.6.8 The system shall provide the capability to sort/filter a list of Tasks by user selectable fields.



	2.1.7
	Auditing
	2.1.7.1 Provide a workflow audit trail that captures: 

· Path a knowledge object has traveled

· Tasks performed against the knowledge object 

· Person who performed each task

· List of edits and annotations created for the knowledge object

· Date and time each action was completed.

	2.1.8
	Monitoring
	2.1.8.1 Allow task originators and others with required access and permissions, the capability to view all components of active tasks from origination to closure, and access to all closed tasks that are retained.

2.1.8.2 System shall discriminate between the states of a task, (e.g., Assigned, Accepted, Rejected, Working, Coordinating, Rework, Executive Action, Closed, Reassigned, and Suspended.  Other states can be assigned).

2.1.8.3 System shall allow users to view completed tasks, sub-tasks and workflow activity they are entitled to see.


2.2  Document Management
Document Management allows users to store, retrieve, and share electronic documents with security and version control.  
Document Management capabilities for an EIM system will include:
	No.
	Title
	Capability

	2.2
	Document Management
	

	2.2.1
	Certification
	2.2.1.1 Certification by the Defense Information Systems Agency’s (DISA) Joint Interoperability Test Command (JITC) [DoD 5015.2-STD]

	2.2.2
	Data Reuse
	2.2.2.1 Ability to reuse data from one or more sources simultaneously. 

2.2.2.2 Data reuse that contains appropriate security parameters, permissions, and controls.

2.2.2.3 Notification that data reuse is being accomplished by another user, database, or system. 

2.2.2.4 Viewing of reused data at multiple locations simultaneously. 

2.2.2.5 Provide a means for ensuring the integrity of searched data. 

	2.2.3
	Metadata Management and Repository
	2.2.3.1 Permit users to submit knowledge sources directly to the knowledge base repository.

2.2.3.2 Controls for accessing, posting, changing, archiving, and retrieving knowledge sources based on a user’s profile.

2.2.3.3 Ability to define access control lists and permissions (browse, read, write, delete, version, move, manage) for each knowledge source.

2.2.3.4 Entry and capture of knowledge sources metadata.

2.2.3.5 Allow for easy retrieval of knowledge sources.

2.2.3.6 Send automatic event notification to a user or community of interest.

	2.2.4
	Data warehousing
	2.2.4.1 Storage for large amounts of historical and static information. 

2.2.4.2 Ensure the correlation of data that is related but comes from different sources.

2.2.4.3 Summarize information in the data warehouse for decision support purposes.

	2.2.5
	Interoperability


	2.2.5.1 Provide an agile, responsive environment that can operate across different information enterprises

2.2.5.2 Provide notification to data owners that database transfers are being accomplished.  

2.2.5.3 Indicate applicable properties and attributes of transferred data. 

2.2.5.4 Provide a strategy to maintain on open architecture for incorporating future technological advances.

2.2.5.5 Provide a schema that enables the necessary interoperability required to support and sustain collaborative environments across the enterprise.

2.2.5.6 Provide the ability to exchange databases.

	2.2.6
	Document Cataloging
	2.2.6.1 Identify data elements and logical groupings that will be stored and processed by software products.  Include:

· Archival capabilities

2.2.6.2 Enable automated capture of metadata and creation of virtual card catalogs and indices.

· Enable automated creation of data/document trees.

	2.2.7
	Version Management
	2.2.7.1 Ensure effective tracking of new versions of existing documents. 

2.2.7.2 Provide effective indexing of profiled user information.

2.2.7.3 Identify version ownership by creator/ owner. 

	2.2.8
	Distribution Control
	2.2.8.1 Select a mechanism such as electronic mail or facsimile to automatically distribute documents to appropriate individual(s).

2.2.8.2 Provide a mechanism to point users to knowledge sources for easy retrieval of information.

2.2.8.3 Enable data owners to define permissions.

	2.2.9
	Document Tracking
	2.2.9.1 Provide mechanisms to ensure documents are:

· Valid and Current

· Accessible

· Non-redundant

· Presented in multiple formats.

2.2.9.2 Ensure outdated documents are archived.

	2.2.10
	Document Templates
	2.2.10.1 Provide the capability to create standard templates for documents, spreadsheets, and other commonly used files.
2.2.10.2 Provide wizards to improve standardization among users.

2.2.10.3 Enable customization to modify or create new templates.

2.2.10.4 Allow users to make changes to a document template without affecting previously created documents.

	2.2.11
	Document and Data Linkage
	2.2.11.1 Provide mechanisms to maintain document integrity; i.e., differentiate between the privileges required to edit a document and those that enable recording of review comments.

2.2.11.2 Establish safeguarding methods so that concurrent modifications cannot be made to a document; i.e., only one knowledge worker can edit a document at a time, while others may still read and provide review comments on the document.

2.2.11.3 Develop and display user-defined hierarchical linkages.


2.3  Knowledge Management

Knowledge Management interrogates and aggregates data and displays, stores, and reuses analysis for further knowledge refinement.  

Knowledge Management capabilities for an EIM system will include:

	No.
	Title
	Capability

	2.3
	Knowledge

Management
	 

	2.3.1
	Personalization (profile-based)
	2.3.1.1 Provide the framework for users to store the settings and tailor the content they are interested in seeing on their desktops.
2.3.1.2 Establish settings for a community or group of users, up to the organizational level.

	2.3.2
	Data Standards
	2.3.2.1 Establish and enforce operational rules related to:

· Security classification guides

· Compliance with Workforce Investment Act of 1998, Sec. 508, Electronic and Information Technology.

· Privacy Act; protection of personal information.


2.4  Information Management Tools (IMTs)

Information Management Tools provide a collaborative environment to create, manage and track form-based information to automate common business processes that require structured data content.  This capability provides for the management of form content for further dissemination and reuse. IMTs leverage the EIM capabilities.

Information Management Tools for an EIM system will include:
	No.
	Title
	Capability

	2.4
	Information Management Tools
	

	2.4.1
	Digital Signatures & Authentication
	2.4.1.1 Interface with public key infrastructure (PKI) facilities

	2.4.2
	Version History
	2.4.2.1 Provide a complete listing of all form versions

	2.4.3
	Audit Trails
	2.4.3.1 Provide a complete audit trail of all inputs for a specific form

	2.4.4
	Data Standards
	2.4.4.1 Establish and enforce operational rules related to:

· Security classification guides

· Compliance with Workforce Investment Act of 1998, Sec. 508, Electronic and Information Technology.

· Privacy Act; protection of personal information.

	2.4.5
	Content Management 


	2.4.5.1 Control the development, management, and deployment of Web-based content; address content separately from design.

· Publish content in multiple formats (e.g., HTML, XML, WAP (Wireless Application Protocol))

· Import and export data to and from multiple applications

· Enable update of published data by the user. 


2.5  Records Management

Records management involves the planning, controlling, directing, organizing, training, promoting, and other managerial activities involving the life cycle of information, including creation, maintenance, and disposal, regardless of media.  (DoD 5015.2-STD)  The end vision is to perform some of these functions electronically, transparently to the user.

Records Management capabilities for an EIM system will include:
	No.
	Title
	Capability

	2.5
	Records 

Management
	

	2.5.1
	Standards
	2.5.1.1 Meet mandated standards identified in the Joint Technical Architecture-Air Force (JTA-AF/I-TRM)

2.5.1.2 Meet standards identified in the Defense Information Infrastructure-Air Force (DII-AF) program, Theater Deployable Communications (TDC), Personal Wireless Communications Systems (PWCS), and Mobile Satellite Systems (MSS) programs.

	2.5.2
	Certification
	2.5.2.1 Certification by the Defense Information Systems Agency’s (DISA) Joint Interoperability Test Command (JITC) [DoD 5015.2-STD]

	2.5.3
	Retention
	2.5.3.1 Create and manage record retention rules

	2.5.4
	Disposition
	2.5.4.1 Create and manage record deposition rules

	2.5.5
	Archival Management
	2.5.5.1 Provide the capability to archive, search and retrieve decision-related documents in accordance with National Archives and Records Administration (NARA) standards and requirements.

2.5.5.2 Provide mechanisms to easily apply NARA rules to enterprise documents.


2.6  Collaborative Tools

Collaboration is the interaction among two or more individuals encompassing a variety of behaviors, including communication, information sharing, coordination, cooperation, problem solving, and negotiation. (From Intelligence Community Collaboration, Baseline Study Report, 1999)
Collaborative tools for an EIM system will include:
	No.
	Title
	Capability

	2.6
	Collaborative Tools
	

	2.6.1
	Chat Room
	2.6.1.1 Enable members of a workgroup to “talk” among themselves to include;

· See what each other is saying

· Record the conversation.

	2.6.2
	Documentation Management
	2.6.2.1 Facilitate acquiring, classifying, storing, and accessing documents.

	2.6.3
	Documentation Sharing
	2.6.3.1 Provide the ability to work online on documents simultaneously with others, subject to appropriate version and security control.

	2.6.4
	Events Log
	2.6.4.1 Provide a place for a workgroup to keep an official record of the chronology and participants in key events.

	2.6.5
	Instant Messaging
	2.6.5.1 Provide secure instant messaging capabilities with option to save/archive chat sessions.

2.6.5.2 Provide the ability to see who is on-line.

	2.6.6
	Newsgroups
	2.6.6.1 Provide the ability for threaded discussions.

2.6.6.2 Provide ability to record threaded discussions.

	2.6.7
	Shared Task List
	2.6.7.1 Provide the ability for a shared task or milestone list to publish and display status of group tasks.

	2.6.8
	Shared Scheduler/Calendar
	2.6.8.1 Provide the ability for a shared (i.e., group) calendar to publish and share group events.

2.6.8.2 Interface with JTA-AF/I-TRM standard electronic calendaring/suspense applications 

2.6.8.3 Facilitate the viewing of other people’s calendars to look for free time and schedule meetings.

2.6.8.4 Provide the capability to establish meetings



	2.6.9
	Conferencing
	2.6.9.1 Enable audio/video conferencing from the desktop.

2.6.9.2 Enable:

· Point-to-point

· Multipoint

· Broadcast conferencing.

2.6.9.3 Enable gateway capability to Defense Information Systems Network (DISN) Video Services

· Global (DVS-G).

	2.6.10
	Virtual Meetings
	2.6.10.1 Facilitate the conduct of Virtual Meetings with the ability to:

· Share presentations and use mark-up tools

· Share application windows (i.e., ability to run a model or simulation in an on-line meeting environment)

· Use a question (text) board

· Use a whiteboard for depicting graphics

· Detect user log-in/presence 

· Poll the audience 

· Record and playback a meeting.


 3.0   Architecture Requirements
The Air Force must enforce standards and build systems that comply with the Global Combat Support System (GCSS) Air Force.  The EIM architecture must provide architecture capabilities that will allow flexible use and application in the capture of business processes and the collaboration of information to and from decision makers.

3.1  EIM Architecture Requirements 
Capabilities for an EIM system will include:  

	No.
	Title
	Capability 

	3.1
	Architecture
	

	3.1.1
	Integration
	3.1.1.1 Integrate and connect to Air Force architectures supporting the Air Force Task Force   CONOPS and GCSS.

3.1.1.2 Integrate and connect to Air Force Portal (Broadvision).

3.1.1.3 Scalable architecture, able to accommodate growth and evolution among the user     population, resident or accessible applications, and system interfaces.

	3.1.2
	Environment
	3.1.2.1 Web-based COTS enterprise from which to access information.

3.1.2.2 Web-enabled repositories to house, manage, and distribute information (plans, policies, architectural products, resourcing documents, modeling and simulation products, other decision or analysis documents, etc.), including a capability to support forward users.

3.1.2.3 Interface with known applications such as MS Office, Internet Explorer, Netscape, desktop publishers, and electronic data interchange systems.

3.1.2.4 Concurrent access for multiple users

	3.1.3
	Interoperability and Standards
	3.1.3.1 JTA technical standards as required by higher headquarters guidance; e.g., DII COE, J2EE, XML.

3.1.3.2 Comply with technical standards defined by the Infostructure – Technology Reference Model (iTRM) which defines the standards for: 

· Information Processing Services

· Information Transfer Services

· Information Modeling, Metadata, and Information Exchange Services

· Information Security Services.

3.1.3.3 Shareholders (e.g., DoD and AF) access to MAJCOM meta-information.

3.1.3.4 Meet interoperability standards and be certified by the Joint Interoperability Test Command (JITC).  This includes DoD 5015.2-STD.

3.1.3.5 Seamless interface with IBM Web Sphere Suite 

	3.1.4
	Information Assurance
	3.1.4.1 Provide for the integrity of the knowledge sources, as well as the infrastructure that the information traverses.

3.1.4.2 Improve consistency, accuracy, and timeliness of IT-managed information shared collaboratively across the Air Force enterprise.

3.1.4.3 Allow for reuse of existing knowledge objects, processes, expertise, and models.

	3.1.5
	Information Computing
	3.1.5.1 Provide a mechanism for defining, storing, accessing, and managing enterprise knowledge objects.
3.1.5.2 Retain enterprise knowledge objects in their original form.
3.1.5.3 Allow for the storage of files from multiple applications.  As appropriate, generate documents from their data components.
3.1.5.4 Enable enterprise-wide access to the information, accessible via the world wide web to ensure widest possible sharing of information.
3.1.5.5 Implement an intuitive and dynamic search engine that makes it easy to find the information desired.

	3.1.6
	Accessibility (permissions)
	3.1.6.1 Define which users are allowed access to the system.

3.1.6.2 Determine what privileges of use are permitted, including:

· Access to file directories 

· Application services

· Hours of access

· Allocated storage space

3.1.6.3 Enable a hierarchical approach to system administration, such that data owners can control permissions associated with their data.

	3.1.7
	Security
	3.1.7.1 Manage user access to EIM resources while protecting the integrity of enterprise data and systems.

3.1.7.2 Define an individual user's privileges at sign-on via CAC/password/PIN authentication. 

3.1.7.3 Prevent intruders or competitors from gaining access to information they are not entitled to view.

3.1.7.4 Implement secure Internet access to ensure user requests and responses are encrypted. 

3.1.7.5 Ensure that all data transmitted beyond a single local area network are encrypted.

3.1.7.6 Implement the EIM system on networks at multiple levels of classification (e.g., NIPRNET, SIPRNET).

3.1.7.7 Prevent aggregation of data available to a user from increasing classification level beyond the hosted network’s capacity.

3.1.7.8 Enable transfer of data from lower classification networks to higher classifications.  

3.1.7.9 Retain appropriate classification markings.

3.1.7.10 Establish operational rules to ensure the integrity of data across the enterprise.

3.1.7.11 Provide capability to audit all system transactions.

3.1.7.12 Countermeasures against both intentional and accidental threats must be addressed     throughout implementation, and operational phases of the EIM environment in accordance with the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).

	3.1.8
	Community of Interest Workspace
	3.1.8.1 Provide collaborative areas for users/COIs that might exchange database information for                   specific tasks or operations with applicable security parameters and permissions.


3.2 EIM General Requirements 

Capabilities for an EIM system will include:  

	No.
	Title
	Capability 

	3.2
	EIM General Requirements
	

	3.2.1
	User Interface
	3.2.1.1 The system shall provide an MS Windows look and feel.

3.2.1.2 On-line help for easy access to user operational information.
3.2.1.3 Web interfaces that are consistent with Air Force directives for a common look and feel.

3.2.1.4 User interface that is easy for new users to learn, as well as provide the advanced user with improved navigational capability. 
3.2.1.5 Accessible to both disabled and non-disabled users as spelled out by the Workforce Investment Act of 1998, Sec. 508, Electronic and Information Technology.

	3.2.2
	Output
	3.2.2.1 The system shall allow users to print hard copies of every thing that can be displayed.
 



