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EXECUTIVE SUMMARY

Joint Expeditionary Force Experiment 2002 (JEFX 02) is the fourth in a series of large-scale Air Force experiments that will help the US Air Force prepare for the challenges of 21st Century Expeditionary Aerospace Force operations.  To that end, the experiment attempts to anticipate and model a future command and control system.  This model is based on the Command and Control (C2) Critical Future Capabilities in Volume 3 of the Air Force Strategic Plan and the Aerospace Command and Control & Intelligence, Surveillance and Reconnaissance Center (AC2ISRC) Campaign Plan.  The C2 Critical Future Capabilities are derived from analyzing Joint Vision 2020, Global Vigilance, Reach, & Power – America’s Air Force Vision 2020, and the various applicable AF Mission Area and Strategic Plans. 

The purpose of JEFX 02 is to explore: What advanced capabilities are necessary to execute Effects-Based Operations focused on Time Critical Targeting and Intelligence, Surveillance and Reconnaissance Management in a "reduced footprint” expeditionary Combined Aerospace Operations Center (CAOC) environment with alliance (selected NATO partners) information sharing?  In addition JEFX 02 provides an opportunity to demonstrate Global Strike Task Force and the persistence capability of future aerospace weapon systems. 

JEFX 2002 is an “effects-based” experiment designed to develop capabilities that produce desired effects in the battlespace.  JEFX 02 will focus on assessing processes rather than assessing tools.  Tools used in the experiment will enable process accomplishment quicker and/or with fewer personnel.  However, there will be fewer technology initiatives than in previous experiments.

JEFX 02 will be part of USJFCOM’s Millennium Challenge (MC) 02.  MC 02 will look at the Rapid Decisive Operations (RDO) joint integrating concept in the 2007 timeframe.  Of prime interest will be the organization and tasks of the Joint Force Headquarters (JFHQ): Operational Net Assessment (ONA), Effects-Based Operations (EBO), and defeating adversary anti-access capabilities.  

JEFX 02 will be conducted at Nellis AFB and other distributed strategic sites to provide required data and information to the Combined Force Aerospace Component Commander (CFACC).  The Advanced Process and Technology Experiment (APTX) 01 will serve as Spiral 0 for JEFX 02 and will be held in May 2001.  JEFX 02 Spirals 1, 2 and 3 will be held Jan, Mar, and Jun 02 respectively and execution will occur from 18 Jul to 9 Aug 02 as part of MC 02.

SECTION 1 - INTRODUCTION

1.1 PURPOSE. 

The purpose of this document is to provide the overarching Concept of Operations (CONOPS) for JEFX 02.  JEFX 02 is to explore: What advanced capabilities are necessary to execute Effects-Based Operations focused on Time Critical Targeting and Intelligence, Surveillance and Reconnaissance Management in a "reduced footprint” expeditionary CAOC environment with alliance (selected NATO partners) information sharing?  It also provides the opportunity to demonstrate Global Strike Task Force and the persistence capability of future aerospace weapon systems.

1.2.  RATIONALE.

1.2.1.  The JEFX 99 After Action Report noted the exclusion of allied participants from many of the CAOC functions due to information security requirements.  In general terms, the final report recommended that the Air Force:  (1) develop ways to integrate coalition partners into US experiments; (2) develop systems that are adaptable in a restricted access environment; and (3) commit to and develop a coalition wide area network useable by all coalition forces.  

1.2.2.  The experimentation community studied options for allied participation in JEFX 2000 that included the establishment of separate networks using firewalls in conjunction with security and control procedures.  However, scheduling and funding required for network engineering and development of documentation for initiative compliance with national foreign disclosure policy precluded testing of a potential workable solution.  As a risk reducer for JEFX 02, APTX 01 builds on the research for JEFX 2000 and the lessons learned from JEFX 99, to continue exploring processes and technologies for allied participation in CAOC operations.

1.2.3.   In JEFX 99, Time Critical Targeting (TCT) proved difficult to execute.  Operators clearly needed more CONOPS training prior to experimental execution.  The TCT CONOPS and Tactics, Techniques, and Procedures (TTPs) were revised and extensively coordinated prior to execution of JEFX 2000.  Furthermore, Intelligence, Surveillance, and Reconnaissance (ISR) was added as one of the five threads in JEFX 2000.  Recommendations from JEFX 2000 included: (1) Embed TCT cell in CAOC and refine CONOPS and TTPs.  (2) Develop automated tools to facilitate TCT operations.  (3) Publish ISR Management CONOPs/TTPs. Develop Intelligence Preparation of the Battlefield (IPB), Predictive Battlespace Awareness (PBA), and Bomb Damage Assessment (BDA) tools.  (4) Develop and implement a comprehensive datalink fielding plan.   JEFX 02 will provide the venue to continue development in these areas.

1.2.4.
Since the start of  the Expeditionary Force Experiment (EFX) in 1998, the focus has been on the Joint Force Aerospace Component Commander (JFACC).  His system for planning, executing, and assessing aerospace operations is the Joint Air Operations Center (JAOC).  When in combined ops, he is the CFACC and will use the CAOC.  To simplify, the structure can be referred to as the Aerospace Operations Center (AOC).  In EFX 98 and JEFX 99, reduction of the forward footprint of the AOC was experimented with by using split operations – a forward and a rear section of the AOC.  One of the recommendations from JEFX 2000 is: “Refine CAOC weapon system baseline. Develop training.”  For JEFX 02, exploration of reducing the forward footprint (smaller in both people and equipment) will be accomplished by automation and changes in processes to reduce the size of the number of C2 warriors to a goal of approximately100 per shift. 

1.3.  SCOPE.

1.3.1. JEFX 02 is a large-scale, command and control experiment designed to explore processes and technologies for improving (1) TCT, (2) ISR Management, (3) expeditionary CAOC operations, and (4) information sharing and collaboration among allies serving in a US-led CAOC as a NATO-defined "Framework Nation" effort (see glossary).   These areas to be explored are shown pictorially in Figure 1.  TCT is the main focus with ISR Management providing enabling capability and the environment being defined by the expeditionary CAOC and Alliance operations.
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Figure 1: JEFX 02 Focus Areas

1.3.2.  During JEFX 2000 the Air Force made progress refining TCT processes used in past experiments and recent contingency operations.  JEFX 2000 TCT operations were well beyond the scope of past efforts.  Approximately 20 time critical targets were prosecuted in a 4-hour vulnerability time.  By comparison, during Operation Allied Force, 2 to 3 time critical targets were prosecuted per 12-hour period.  For 2002, the emphasis will be on further refining the TCT process within the CAOC, to include technologies/tools and personnel positions and their tasks.  Information Operations should be further integrated into the TCT process, working with other services, especially the Navy, to determine synergy in procedures and toolsets.

1.3.3.  ISR Management in JEFX 2000 provided extensive support to the TCT effort.  Progress was made by the development of ISR CONOPS and ISR Battle Management CONOPS prior to the experiment.  For JEFX 02, further efforts are needed in the areas of Intelligence Preparation of the Battlespace (IPB)/Predictive Battlespace Awareness (PBA), time critical targeting, and ISR Battle Management (BM). Additionally, for ground tracks JEFX 02 will explore support to the whole kill chain process (F2T2EA: Find, Fix, Track, Target, Engage and Assess).

1.3.4.  The CAOC provides the structure and processes for the experiment.  Although in EFX 98 and JEFX 99, exploration of reducing the forward footprint proceeded by splitting the tasks and operations between a forward and rear CAOC; in JEFX 02, reduction of the footprint is proposed by revising processes and moving away from tools to integrated, automated toolsets—preferably web-based.  AC2ISRC and Electronic Systems Center (ESC) personnel are working future versions of Theater Battle Management Core System (TBMCS) and these are planned to be spiral developed in CAOC-Experimental (X). The findings will be leveraged for JEFX 02.  On-going baselining efforts on AOC sizing and capabilities are another outcome that JEFX 02 will leverage.  Key to this effort is the Executable Model (EM).  Using EM in the AOC design development allows among other capabilities: capabilities/functions to be analyzed for possible automation; tasking to be analyzed to distribute/combine task responsibilities; and exposure of bottlenecks/weak links. 

1.3.5. The AF will conduct Advanced Process and Technology Experiment 2001 (APTX 01) in May 01 to explore solutions to impediments for allied collaboration.  As a risk reducer for JEFX 02, APTX 01 will examine a limited automated transfer of releasable US data to a simulated "open-floor" CAOC environment where alliance members share all filtered data and move about freely.  In APTX 01, data from simulated strategic sources will be pushed and filtered using guard technology to populate CAOC databases.  US personnel, role-playing as allies, will then use the released data to perform selected CAOC Intelligence functions that currently support Air Tasking Order (ATO) development.  In addition to automated data transfer, APTX 01 will attempt to explore collaboration across security domains.  The sufficiency of technology to support meaningful collaboration in the Intelligence processes will serve as the basis for assessment.

1.3.6.  It is not within the scope of APTX 01 to explore all aspects of information sharing within a fully operational CAOC.  Resources limit APTX 01 to exploring only selected portions of the total information flow.  APTX 01 will use the intelligence functions and processes resident in a notional combat theater to explore automated data flow from the strategic/theater level to the operational level and then from US Only to Coalition Releasable databases.  The intelligence target development function of a US-led CAOC was selected as the process of choice because of data support requirements and the variation in types and sources of data.  The discoveries in APTX 01 will provide useful data to address information sharing in the design of the JEFX 02 open floor CAOC. 

SECTION 2 - DESCRIPTION

2.1.  PROBLEM STATEMENT.  

Situations may require the intervention of military influence/force in any area of the world and with very little warning.  The TCT and ISR Management processes require improvement to handle the demands of increased capabilities in both our adversaries as well as our alliance members.  Information sharing between the United States and its allies is, sometimes, insufficient for effective command and control of allied combat aerospace operations.  The incompatibility of database management systems, lack of common data standards, and the national foreign disclosure policies create conditions that inhibit efficient alliance collaboration in an information sharing environment and limit the timely, effective, and decisive application of combat aerospace forces. Current AOC structures are large and lack the processes and toolsets needed to reduce manning.

2.2 APPROACH.

2.2.1.  As shown in Figure 1, JEFX 02 will explore improvements in four areas: TCT, ISR Management, AOC Weapon System (specifically, the Block 20 configuration of the expeditionary CAOC), and alliance information sharing in a reduced manning environment. Exploration began during the initial concept development in which working groups, consisting of Air Force and DoD subject matter representatives, convened to formally quantify the current baseline.  In addition, these subject matter experts refined a desired end state and outlined capabilities that should be explored in JEFX 02.  Review of processes and CONOPS were stressed.  Where technology may be useful, industry and DoD laboratories will be asked to submit initiatives to address the shortfall.  The effectiveness of these solutions, both process and technology, will be the basis for assessing the experiment.

2.2.2   The desired end state for TCT is to attack the target within 10 minutes from detection.  For JEFX 02, the intermediate goal is to do this consistently in 30 minutes or less.  This is a joint problem that involves many systems and connections both horizontally and vertically.  But to reach the end state, the whole process/systems must work like a finely tuned weapon system.  For JEFX 02, TCT will concentrate on: 

· Conduct terrain analysis to refine threat location and movement projections (FIND)

· Provide continuous IPB development and enemy COA refinement using real time sensor data (FIND)

· Display near real time TCT ground picture for evidence accrual and rapid ID (FIND, FIX, TRACK, TARGET)

· Develop rapid, high fidelity targeting info for TCT engagements (FIX, TARGET)

· Provide rapid weapon target pairing based on commander’s guidance, ROE, target priority, attrition analysis and probability of kill (TARGET, ENGAGE)

· Enable data links for rapid TCT ops (FIND, FIX, TRACK, TARGET, ENGAGE, and ASSESS)

Further details can be found in the TCT CONOPS for JEFX 02.

2.2.3.  ISR Management is linked to TCT and for JEFX 02, the capabilities are prioritized to meet TCT requirements first.  The four capabilities proposed for exploration are:

· Dynamic ISR to find, fix, target and track TCTs by predicting their location through IPB/PBA, defeating Camouflage, Concealment, and Deception (CCD), and providing fused data to decision makers and aircrews which meet the JEFX 02 TCT capability goal of 30 minutes or less

· Capability to plan, direct, monitor, visualize, retask and cross-cue ISR collection operations to meet time critical objectives

· Capability to develop and produce an effects based targets nomination list and perform effects based post strike assessment

· Capability to collect, process, exploit and identify critical nodes in an adversary’s C4I and space architectures and assess the threat they represent

2.2.4. The desired end state for an expeditionary CAOC is one that is smaller in both people and equipment.  The proposed capability that JEFX 02 will look at is:

· Train C2 Warrior Core

· Position Capable

· Position Trained

· Reduce Forward Footprint:

· Equipment (size/number)

· Personnel by use of automation/change in processes (Goal – 100 per shift)

· Provide robust infrastructure

· Gig-E LAN

· Theater Deployable Communications – WAN

2.2.5.  For information sharing the desired end state is an alliance information environment that enables all CAOC personnel to effectively plan and prosecute aerospace operations.  This end-state demands that information be shared in a truly “open-floor” environment with only the minimal input required from national enclaves.  This desired end-state recognizes that allies will continue to require closed communication and maintain data that is restricted to nation-only use.  As a result, national enclaves external to the “open floor” will continue to exist.

2.2.5.1. The desired end state for information sharing entails a restructuring and management of data within national enclaves so releasable information pertinent to a theater's operation is made available in an "open-floor" setting.  For JEFX 02, the "open-floor" setting is a US-led CAOC.  Ideally, pertinent information from strategic and theater-level sources will be pushed as quickly as possible to the "open-floor" CAOC via filters in the US enclave.  ATO development should require little to no interaction with national enclaves.  For JEFX 02, the US will be the only nation that will have a national enclave.

2.2.5.2.  JEFX 02 will use a NATO Framework Nation setting as the backdrop for the experiment continuing the environment used in APTX 01.  Non-US personnel participating on the open CAOC floor in JEFX 02 will be limited to personnel from selected NATO countries.  The same countries invited for JEFX 99 should participate (UK, Canada, Germany, Belgium, and the Netherlands).

2.2.5.3.  JEFX 02 will use DoD information systems residing on Joint Worldwide Information Communication System (JWICS), Secure Internet Protocol Router Network (SIPRNET) and Unclassified but Sensitive Internet Protocol Router Network (NIPRNET) as data sources to populate US-only systems.  This data will be subjected to national disclosure policy and transmitted through approved guards to populate the GMI, imagery and track databases in the CAOC.  The CAOC databases will be classified US SECRET REL JEFX ALLIANCE and available to all participants within the CAOC "open floor."  Non-collateral and information not alliance releasable will be retained in the US SCI and SECRET enclaves.

2.2.5.4.  The specific capabilities proposed to be explored in JEFX 02 are: 

· Meaningful Participation

· Open Floor CAOC Environment

· Data protection across networks

· Support full and limited (depending on the specific area)

· Automate Foreign Disclosure Officer functions

· Reduce person in the loop

· Control TBMCS database elements

· Secure collaboration

· Internal and external

· US enclave information management 

2.3.  ASSUMPTIONS. 

2.3.1.  UK, Canada, Germany, Belgium, and the Netherlands will participate in JEFX 02.  Participants from these countries will receive training on how to operate TBMCS.  

2.3.2.  Block 20 will be the AOC version employed in JEFX 02.  GCCS-AF is the C2 system, using a release to be determined by CAOC-X.  It is planned that TBMCS will be web-enabled.

2.3.3.  The US is willing to share information with participating Alliance members.  However, nations may maintain enclaves for nation-only collaboration, bilateral interaction, and release of information to other participating Alliance members.  For JEFX 02, only the US will have a national enclave.

2.3.4.  JEFX 02 will operate within current security policy requirements.  However, addressing security as it pertains to national disclosure policy is a fundamental area for exploration.  Recommendations for modifying policy will be made as appropriate.

2.3.5.  The “open-floor” CAOC concept assumes the following:

2.3.5.1.  All CAOC operations personnel will have access to information via TBMCS/Space Battle Management Core System (SBMCS) consistent with their role within the CAOC.

2.3.5.2.  Controls to filter data, i.e. guards, will be external to the "open floor."  This characteristic precludes the formation of security enclaves on the floor and supports the characteristic of equals on the "open floor."  This characteristic reflects the need for open interaction between CAOC members to enhance information sharing and the effectiveness of collaboration.  All guards will be employed in accordance with TOP SECRET/SCI and Below Interoperability (TSABI) and SECRET and Below Interoperability (SABI) DoD policy.

2.3.5.3.  Classified data from US national organizations and ISR assets will be filtered by approved guard technology prior to release to the "open floor."  This characteristic assumes that US national organizations will continue to maintain databases that preclude direct access by other than US members.  This is also applicable to data link feeds from certain live assets.  Data that is classified US only may be accessed from within a US-only enclave external to the "open floor."  

2.3.5.4.  The highest security level for the JEFX 02 "open-floor" CAOC is US SECRET REL JEFX ALLIANCE.  All individuals with access to the floor will have a security clearance appropriate to the environment.  This precludes escort requirements for assigned members.  

2.3.6.  The Millennium Challenge 02 scenario will allow alliance participation.

2.4 EXPERIMENT DESIGN. 

2.4.1.  The experiment will use a distributed structure linked together through collaboration.  Collaboration will be a challenge due to the different security classifications.  The CAOC will be at Nellis AFB.  The technical architecture will have an Alliance Wide-Area Network (AWAN) on which the CAOC floor will operate.  Outside this AWAN will be the SIPRNET, JWICS, and other networks that will have high-assurance guards to pass information into the AWAN.  There will be a national enclave for information that cannot be released or higher classification than the SECRET REL JEFX ALLIANCE that the CAOC floor will operate under.

2.4.2.  The proposal for reachback has not been determined and will be influenced by the MC 02 scenario and the primary Numbered Air Force that will support JEFX 02.  Modeling and Simulation (M&S) support and experiment control will be at Hurlburt Field.  The Tanker Airlift Control Center at Scott AFB will support the CAOC Air Mobility Division at Nellis for strategic mobility actions and issues.  The Space Warfare Center (AOC-S) will support space operations.  AF Weather Agency at Offutt AFB will provide weather support.  The Air Intelligence Agency will support Information Operations (IO).  The National Reconnaissance Office and the National Imagery and Mapping Agency will provide support to the experiment as well.  Linkage to USJFCOM’s MC 02 will require the standard connectivity among the C/JFACC at Nellis, the CJTF (18 Airborne Corps) at the JTASC (or as determined), the JFMCC at sea in the Pacific, Army and Marine maneuver forces in California, the JSOTF Forward (location TBD but co-located with the JFHQ), and the JSOTF rear located at the Special Operations Mission Support Center at Naval Amphibious Base Coronado, CA as required by the scenario.  C/JFACC provided ISR information will be transmitted to other MC02 components and to the CJTF in addition to being distributed within the AFFOR, as has been the case in previous AF experiments.  Extensive use of Global Broadcast System Phase II CONUS coverage may require additional bandwidth acquisition.  In addition, the M&S suite will require connections across the CONUS to bring virtual platforms into the experiment.

2.4.3.  The scenario is an upper-end Small Scale Contingency “hybrid” scenario that overlays the Dynamic Commitment Scenario onto the southwestern US.  AF operations will use the Global Strike Task Force concept to defeat the anti-access strategy of the opposing forces.  All technology initiatives, designed for the CAOC floor, should be able to play in an alliance environment.  Specific data that will be needed in the experiment must be identified and cleared for release by owners of the data.  Data should be formatted or “tagged” to allow passage through the guards. 
2.5 SCHEDULE.

The Concept Development Conference (CDC) was held 25-26 Jan 01.  The call-for-initiatives advertisement in the “Commerce Business Daily” is planned for 20 Apr 01.  The initial experiment conference (IEC) is scheduled for the October time frame.  JEFX 02 Spirals 1, 2 and 3 will be held Jan, Mar, and Jun 02 respectively and execution will occur from 18 Jul to 9 Aug 02.  All spirals and execution occur at the same time with MC 02. Figure 2 provides an overview of JEFX 02 and MC 02.
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                     Figure 2: JEFX and MC 02 Schedule

2.6 FOREIGN DISCLOSURE:  

A key lesson learned from JEFX 2000 is that obtaining downgrade authority for Secret NOFORN (Not Releasable to Foreign Nationals/Governments/Non-US Citizens) data is a complex process that involves mapping data flows, determining the owner of each type of data, and obtaining the permission of each data owner to disclose or release the data.  JEFX 02 will leverage lessons learned in APTX 01 and will start the process early to meet requirements.  In addition, data requirements for all new initiatives must follow the disclosure policy. 

APPENDIX 1 – Glossary of Terms and Definitions

Acronyms:

AIA
Air Intelligence Agency

AFEO
Air Force Experimentation Office

AOC
Aerospace Operations Center

AODB
Air Operations Data Base

APTX
Advanced Process and Technology Experiment

ATO
Air Tasking Order

CAOC
Combined Aerospace Operations Center

CAOC-X
Combined Aerospace Operations Center-Experimental

CIA
Central Intelligence Agency

C2
Command and Control

C4ISR
Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

CDC
Concept Development Conference

COG
Center of Gravity

CUBE
Command & Control Unified Battlespace Environment

DIA
Defense Intelligence Agency

DISN-LES
DISA Information Services Network-Leading Edge Services

DoD
Department of Defense

ESC
Electronic Systems Center

GMI
General Military Intelligence

IEC
Initial Experiment Conference

IPB
Intelligence Preparation of the Battlefield

ISR
Intelligence, Surveillance, and Reconnaissance

JIC
Joint Intelligence Center

JBC
Joint C4ISR Battle Center

JEFX
Joint Expeditionary Force Experiment

JSAF
Joint Semi-Automated Forces

JWICS
Joint Worldwide Information Communications System

MC
Millennium Challenge

MIDB
Modernized Integrated Database

NATO
North Atlantic Treaty Organization

NIC
National Intelligence Cell

NRO
National Reconnaissance Organization

NSA
National Security Agency

REL-NATO
Releasable to NATO

RFI
Request for Information

SABI
Secret and  Below Interoperability

SIPRNET
Secure Internet Protocol Router Network

TBMCS
Theater Battle Management Core System

TCT
Time Critical Targeting

Definitions:

Framework Nation - Forces based on a Framework Nation are commanded by an officer of that nation, and the nation also provides the communications and logistic framework and leads on doctrinal matters.  A significant proportion of the staff and the headquarters support will come from the framework nation; its working language is of that nation.  Staff procedures, although based on Alliance standards, will also reflect those of the framework nation.  In practice, however, once command and staff teams work together, procedures may incorporate the "best ideas" of the contributing nations. (AJP-01 [A])

Guard - A process (or set of controls) that mediates trusted transfers across security boundaries.  Approved processes are normally implemented as rule sets in trusted computing systems acting as filters.  Most guards support two-way data flow between systems operating at different security classification levels.  Some guards support only high-to-low or low-to-high data flow.  The general security requirements that guards must meet are:  (1) Prevent leakage of data from the high to the low side, (2) Defend against penetration, and (3) Defend against denial-of-service or data integrity attacks from the low side.

Time Critical Target (TCT) – Time Critical Targets are Time Sensitive Targets (TST) with the JFC’s highest priority for acquisition and attack resources and which have an extremely limited window of vulnerability or attack opportunity or that directly challenges achievement of theater objectives.

Predictive Battlespace Awareness (PBA) – PBA is the foundation for an emerging effects-based methodology central to conducting short-notice, global maneuver and attack.  Furthermore, PBA will improve the utility of current and emerging systems to support decision making by ensuring the availability of decision quality information and avoiding a “data rich, information poor” command environment.

Effects-Based Operations – A process for obtaining a desired strategic outcome on the enemy, through the synergistic, multiplicative, and cumulative application of the full range of military and national capabilities at the tactical, operational, and strategic levels.

Operational Net Assessment (ONA) – Continuously updated system-of-systems analysis of enemy war-making capabilities.  Purpose is to identify key links and nodes, within enemy systems, and propose methods to influence, neutralize, or destroy them and achieve a desired effect or outcome.  Includes political, military, economic, social, and infrastructure elements.  It is an integrated collaborative product of DoD, and other government and non-government organizations.
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