Certification & Accreditation (C&A) Guidance 

Introduction

Numerous vendors provide several hundred initiatives each experiment.  If an initiative is selected for this experiment, it will go through a C&A process.  This document attempts to explain the technical aspects of the C&A process and the scope of efforts involved in a C&A effort.  After reviewing this document, we believe that the vender/initiative providers will become more familiar with:

· Reasons for a C&A process

·  Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) requirements. 

· Generating a Systems Security Authorization Agreement (SSAA) package

Reasons for C&A

According to the DITSCAP – Application Manual; July 31, 2000; DoD 8510.1-M 

· “Certification” refers to “comprehensive evaluation of the technical and non-technical security features of an Information System (IS) and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meets a set of specified security requirements.”   

· “Accreditation” refers to “formal declaration by the Designated Approval Authority (DAA) that an Information System is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.”  

C&A is the process designed to provide scrutiny, which will ensure all computer systems, software packages, mobile code (such as JAVA) are operating securely.  If the system is connected to a network, C&A will not only ensure that the system is operating in its security posture, but also attempts to minimize any security compromise of either the network it is connected to or its interfaces with other systems.

C&A Process  (DITSCAP Tailored to JEFX-02) 

The process involves generating a system security agreement between the Program Manager, the Designated Approval Authority (DAA), the Certification Authority (CA) and the user’s representative.   The main document that has to be included in the C&A package is called a Security System Authorization Agreement (SSAA). 

The SSAA is the most important document required for C&A.  It is an encompassing document addressing all aspects of security in an experimental or fielded system.  The paragraphs below describe the essential elements of generating the SSAA.  Each system’s SSAA will be tailored based on its capabilities and impact to networks it operates in.  Initiative Providers will work through ESC/CXE to the Designated Approving Authority (DAA), the Certifying Authority (CA), the user representative, and the Program Manager in tailoring requirements for the SSAA (from the set of generic requirements given below) for selected initiatives.  The process considers schedule, budget, security, functionality and performance.  For details outlining an SSAA, please refer to the DITSCAP manual referenced above.

Generating an SSAA involves phased activities.  The SSAA matures with updates from activities defined in each phase detailed below.  
Initiative Description and Definition

 (Phase 1) -Each initiative must provide descriptive information supporting development of an SSAA or enhancement to an existing SSAA.  The necessary elements include the following:

· System functional description.  Include system capabilities, system users and roles, and system criticality.

· Identify Security Requirements.  Specify the security requirements used in system design.  If security requirements are not available then identify specific security capabilities provided by the system to include mechanisms providing confidentiality, integrity, availability, and accountability.

· System Architectural Description.  Provide a description from a security perspective of the hardware and software elements of the system.  Include a description of all interfaces to other systems and information flow(s).  Describe data sources, processing of data, data classification and data output from the system to aid foreign disclosure determination.

· Product of Phase 1 = Initial SSAA agreed upon between the PM, DAA, CA and user rep.

Initiative Analysis

 (Phase 2) - Each initiative must conduct the appropriate level of analysis to verify the conformance to system security requirements and JEFX-02 security policy.  Include in this analysis section the following elements:

· Complete the Minimal Security Activity Checklist. as contained in the DITSCAP Application Manual DoD 8510.1-M (July 2000).  Complete tables: AP2.T1 to AP2.T6.  For any negative responses or any items determined as not-applicable (N/A), provide appropriate justification and clarification.

· Network Connection Compliance.  Identify all networks the system will connect, especially any networks not described in the JEFX-02 Concept of Operations.  If the system requires the interconnection of networks identify which ones and describe how they connect.

· Vulnerability Assessment.  Provide the results of a vulnerability assessment on the system.  Identify all security vulnerabilities with regard to confidentiality, integrity, availability, and accountability.  Address vulnerabilities both internal and external to the CAOC.  Identify any counter measures that could potentially mitigate the vulnerabilities.  (Initiative providers may be required to provide safeguards to preclude penetration by an alliance member inside the CAOC).  

· Product of Phase 2 = Updated SSAA based upon the certifying officials review.
Initiative Validation

 (Phase 3) - Each initiative should submit documentation demonstrating how the system correctly functions based on design with regard to the security requirements:  

· Submit security test and evaluation (ST&E) procedures and results.  

· Complete the Minimal Security Activity Checklist as contained in the DITSCAP Application Manual DoD 8510.1-M (July 2000).  Complete tables: AP2.T7 and AP2.T10 (if communications security devices are part of the system).  For any negative responses or any items determined as not-applicable (N/A), provide appropriate justification and clarification.

· Product of Phase 3 = mature SSAA ready for certifying officials approval.

Conclusion

Our intent is to make the C&A process for the Initiative Providers simple, straight forward, and seamless with other engineering tasks associated in the development and possible fielding of a system.  It is emphasized that the vendors make security-engineering part of the overall architecture/design of the system.  If the described procedures are followed, the C&A process will be smooth.
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