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Abstract

This C2 Enterprise Guidance document provides guidance on the implementation of Node Information Services as XML-based web services on C2 nodes.  In this document, C2 systems includes Command and Control (C2) Systems and Intelligence, Surveillance and Reconnaissance (ISR) Systems, as well as Combat Support and Business Operations systems that support the warfighter or provide safety or mission critical services.

Applicability

This guidance document applies to all ESC System Program Offices and Capstone Program Management Directive (CPMD) systems involved in the acquisition of C2ISR systems as well as those C2 nodes identified by the Designated Acquisition Commander for the C2 Enterprise.

Releasablity

This guidance document is approved for public release; distribution is unlimited.  It is posted electronically at:  http://herbb.hanscom.af.mil/.
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1. Introduction
ESC and the Air Force are engaged in the transformation from platform-centric to network-centric warfare systems. This transformation will enable the sharing of information across an enterprise of networked systems with the flexibility to adapt to rapidly changing military needs.  The basic goals of this transformation are:
· Enterprise level network-centric operations

· Collaborative and distributed information exchange
· Horizontal information integration
To achieve these goals, ESC has issued a series of Enterprise Directives aimed at aligning systems to a network-centric enterprise:

· Enterprise Directive 001 
 - introduces the concept of a C2 node as a key enterprise element.  It allows the operational community to define and build operational architectures that consolidate internal information exchanges in order to focus on enterprise integration.  It allows the acquisition community to subdivide the C2 Enterprise into manageable entities.  This approach creates a loosely-coupled enterprise in which nodes can evolve independently as long as they maintain interoperability at their interface to the enterprise.  This directive also introduces the concept of a Common Integrated Infrastructure (CII) as a key integration point for the Enterprise.
· Enterprise Directive 002 
 - identifies four Enterprise standards: IP; XML; URLs and Web-enabled applications.  These form a basis for inter-nodal information interchange.  In addition, XML Implementation Guidance 
 provides guidance on the use of XML.
· Enterprise Directive 008 
 and the C2 Enterprise Technical Reference Architecture (C2ERA)
 provide a technical architecture for Nodes and the CII and reinforce the key standards necessary for enterprise integration.
This document extends these directives to the use of a Service Oriented Architecture and Node Information Services at C2 nodes.  Through the use of well-defined stable interfaces, Node Information Services will provide the basis for integrating information and mission capabilities across C2 nodes.  Node Information Services will enable inter-nodal dependencies to be based on platform-independent XML interfaces rather than on platform-specific implementation mechanisms. To this end, this document adopts the use of XML-based, web services technologies (e.g., SOAP and WSDL) and provides guidance on their use at C2 nodes.
1.1 Scope 
This guidance applies to systems that interface to IP-based networks, including ground-based, maritime, airborne and space-based systems.

This guidance assumes a robust IP-based network is available that provides reliable communications for IP-enabled systems.  Node Information Services provide mission functionality at the application layer, and as such exist above the network layer.  Accordingly, this guidance does not address issues related to providing robust communications or network quality of service.
Node Information Services are useful in many operational contexts, including joint and coalition operations.  However, discussion of how to apply Node Information Services to specific operational contexts is out of scope of this document.

Node Information Services are intended for use in both unclassified and classified environments. However, specific security mechanisms that address operations across multiple security levels are out of scope of this document.
1.2 Sample Contract Language

This document is a guidance document.  The guidance contained in this document may be incorporated as technical requirements by reference from other documents, such as Technical Requirements Documents (TRDs).  To incorporate the guidance contained in this document as technical requirements, the following contractual language is suggested:

 “Node Information Services (NIS) – The system shall implement external interfaces to other Nodes in accordance with published GUIDANCE for inter-nodal information exchange.  When implementing XML-based web services on Nodes, the system shall conform to the technical GUIDANCE contained in Node Information Services – Guidance for Implementing Web Services on C2 Nodes.  This document is available on HERBB at http://herbb.hanscom.af.mil.”
In this document all specific guidance is identified by numbered GUIDANCE (n) statements.  A Checklist of all GUIDANCE statements is provided in APPENDIX A.
2. Background
The World Wide Web supports humans accessing a wide variety of information in different hypermedia formats, including text (HTML) and graphics (e.g., JPEG, GIF).  The web’s success is enabled by a small number of universally accepted standards applied to a ubiquitous IP-based network:

· Universal Resource Locators (URLs) – to address information resources on the web.
· Hypertext Markup Language (HTML) – to tag information resources for format and display.
· Hypertext Transfer Protocol (HTTP) – to communicate information between web servers and clients such as browsers.
Figure 1 depicts the web environment based on these standards.
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Figure 1 – Web Environment
The web is also suitable for supporting interactions between software applications communicating with each other over web infrastructure. 

The web standardizes the retrieval of textual information using HTML.  Though HTML is suitable for formatting information for display in a web browser, HTML is not well suited for the automated exchange of information between applications (i.e., machine-to-machine).
XML provides a platform independent mechanism to format information for exchange between applications, as shown in Figure 2:
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Figure 2 – XML-based Information Exchange
However, XML standards do not provide an architectural framework within which applications can communicate using XML.  A Service Oriented Architecture provides this architectural framework and is described in section 3.
3. Service Oriented Architecture

GUIDANCE (1): In a Service Oriented Architecture business functions are provided as services that may be invoked by one or more clients.  Services expose business functions through well-defined interfaces that separate implementation from interface.  This promotes flexibility and reuse, and enables complex software systems to be composed from stable interfaces rather than through brittle implementation mechanisms.  
Mission capabilities that are provisioned and managed at C2 nodes and shared across the enterprise are provided as Node Information Services (see Figure 3).
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Figure 3 – C2 Nodes and Services
In a Service Oriented Architecture there are three roles: service provider, service requestor and service registry (see Figure 4).
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Figure 4 – Service Oriented Architecture
A service provider makes a service available, including the service interface.  A service provider may optionally publish the service interface and meta-data to a service registry.
A service requestor invokes and uses a service according to rules in the service interface.

A service registry provides descriptive information about a service as meta-data, enabling the lookup and discovery of services.

4. Node Information Services 
The World Wide Web Consortium (W3C) 
 defines a web service as, 

“A Web service is a software system identified by a URI [RFC 2396], whose public interfaces and bindings are defined and described using XML.  Its definition can be discovered by other software systems.  These systems may then interact with the Web service in a manner prescribed by its definition, using XML based messages conveyed by Internet protocols”
GUIDANCE (2): A Node Information Service is a mission capability within a C2 node provided as a web service. Node Information Services enable XML-based, machine-to-machine communication within and across C2 nodes, as shown in Figure 5.
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Figure 5 – Node Information Services

GUIDANCE (3): In terms of the Global Information Grid - Enterprise Services (GIG-ES), a Node Information Service corresponds to a Community of Interest (COI) service.  This distinguishes a Node Information Service from a Core Enterprise Service in GIG-ES.

GUIDANCE (4): A Node Information Service has the following properties:

1. Identification and Location:  A Node Information Service is identified and addressed by a Universal Resource Identifier (URI).  (A URL is a special case of a URI.)
2. Interface Description: A Node Information Service has a public interface described in XML that exposes mission capabilities and information as XML messages.
3. Messaging: A Node Information Service uses XML messages for communication.
5. Implementation Guidance
Figure 6 depicts a Node Information Service in terms of web services:
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Figure 6 –Web Services Implementation of NIS
GUIDANCE (5): The key technologies in a web service are:
· Web Services Description Language (WSDL) – the language used to describe the interface to a web service in XML.  WSDL maps the internal data and operations of an application or business function to an external representation as XML messages.
· Simple Object Access Protocol (SOAP) – an XML-based messaging protocol used to communicate with a web service.  SOAP provides a structured message format for communicating XML information.
Web services are being standardized through efforts of the W3C, the Organization for the Advancement of Structured Information Standards (OASIS) 
 and the Web Services Interoperability Organization (WS-I). 
  
An extensive list of current and emerging standards relevant to web services and associated technologies is provided in APPENDIX B – TECHNOLOGY STANDARDS FORECAST.
5.1 Identification and Location

GUIDANCE (6): Node Information Services must be identified by URIs (or URLs).  Optionally, Node Information Services may be listed in a service registry. 

A network-centric enterprise will need to provide service registries that assist in finding Node Information Services.  A service registry is similar to a white pages or yellow pages directory, and uses meta-data to locate Node Information Services with specific characteristics at design time or at run time.

Standards and implementation mechanisms for service registries are still under investigation.  Section 5.4 describes candidate technologies being pursued, including UDDI.  At this point, since UDDI is still an emerging technology, the minimum requirement for Node Information Services is that they be listed via URLs.
5.2 Interface Description – WSDL
WSDL is the language specified by W3C for describing web services.  WSDL describes both the abstract functionality of a service (e.g., messages and operations) and the concrete details of a service (e.g., protocols, bindings and network addresses). 
The current standard is Web Services Description Language (WSDL) 1.1. 
 The standard under development by the W3C is Web Services Description Language (WSDL) Version 1.2. 
 


GUIDANCE (7): This version of Node Information Services guidance adopts the use of WSDL 1.1 as specified by WS-I Basic Profile Version 1.0a 
.  Node Information Services must be implemented according to the constraints specified in the WS-I Basic Profile Version 1.0a.

GUIDANCE (8): WSDL has the capability to import message descriptions from an XML Schema file.  All XML schema files imported into WSDL must be registered under the appropriate namespace in the DoD XML Registry.  
GUIDANCE (9): As a minimum requirement, a WSDL file must be stored in a file accessible via URL and HTTP.

5.2.1 Alternative Technologies
This section summarizes alternative technologies for implementing service interface descriptions.  Though these technologies are similar in some respects to WSDL, they do not have the current level of commercial adoption as WSDL.  
GUIDANCE (10): As the technologies described in this section mature, they may be incorporated into future versions of Node Information Services to complement the WSDL foundation for interface description; however they are not currently approved for use in Node Information Services.
5.2.1.1 DAML-S

The Defense Advanced Research Project Agency (DARPA) is specifying the next generation of markup languages as part of the DARPA Agent Markup Language (DAML) project.  A subgroup of this project is working on DAML-S, a service description standard.  The goals of DAML-S are to “enable users and software agents to automatically discover, invoke, compose and monitor web services.”  DAML-S is a parallel effort to WSDL to standardize a markup language for web services.  However, DAML-S focuses on the semantics of service interfaces and establishes a framework within which service descriptions are made and shared.  As such, DAML-S provides an ontology, within the framework of DAML, for describing web services.  

The current version of the specification is DAML-S 0.7 Draft Release, October 2002. 

Commercial products based on DAML-S are not generally available; however, DAML-S is influencing the direction of W3C regarding web services and is likely to have an impact on the evolution of web services standards.
5.2.1.2 ebXML - Collaborative Protocol Profile and Agreement (CPPA)
OASIS is developing a set of standards for electronic business interchange called ebXML - a next generation technology based on XML that is likely to supplant Electronic Data Interchange (EDI).

The Collaboration Protocol Profile and Agreement (CPPA) v2.0  
 is an ebXML standard from OASIS that is, in some respects, similar to WSDL; however, since the goals of ebXML are general electronic business interchange, some of its characteristics differ from WSDL. 
The ebXML architecture includes a business registry for discovering information about a business partner.  The ebXML registry provides information on the potential “collaboration mechanisms” that a business supports, such as SMTP or HTTP, encryption, non-repudiation and digital signatures.
The type of information in ebXML CPPA corresponds roughly to the type of information in WSDL, and given the extensibility of WSDL, it is possible to include CPPA information in WSDL, or to advertise an ebXML-compliant business service using WSDL.
Both ebXML and web services have adopted SOAP for messaging.  Furthermore, there is overlap between WSDL and ebXML’s CPPA, as well as between UDDI and ebXML registry.  At this point it is not clear to what extent these two technologies will complement each other or offer a path to convergence.
5.2.1.3 Web Ontology Language (OWL)
The Web Ontology Language (OWL) is a Working Draft specification 
 from the W3C to provide an ontology language to express the semantics of information on the web.  Whereas WSDL provides message formats in XML and protocol bindings, OWL can describe the semantics of information exchanges.  It is expected that OWL will influence the future of web services as a basis for expressing semantics between web services.
5.3 Messaging - SOAP
Simple Object Access Protocol (SOAP) is an XML-based messaging protocol specified by the W3C for communicating with a web service.
GUIDANCE (11): The current standard is Simple Object Access Protocol (SOAP) 1.1. 
    Node Information Services must comply with SOAP 1.1 and additional constraints defined in the WS-I Basic Profile Version 1.0a.
The W3C XML Protocol Working Group has produced a standards-track revision, SOAP 1.2.  SOAP 1.2 is now a Recommendation 
  
.  SOAP 1.2 is similar to SOAP 1.1, but refines some of the underlying concepts.  A SOAP 1.1 message is distinguished from a SOAP 1.2 message by the XML namespace used in the envelope, and by the MIME media type.

GUIDANCE (12):  Node Information Services must not use SOAP 1.2 until the standard is mature and adopted by WS-I.  An update to this Node Information Service guidance will be provided to incorporate future standards updates.

5.3.1 SOAP Header Extensions

GUIDANCE (13): SOAP headers provide an extension mechanism for SOAP.  Web service specifications, such as WS-Security and others, provide SOAP extensions that rely on SOAP header blocks.  Additional SOAP header blocks may need to be defined for net-centric enterprise operations.

The use of SOAP header blocks must be consistent with the WS-I Basic Profile 1.0a.
5.3.2 Bindings

GUIDANCE (14):  Node Information Services include those bindings allowed by WS-I Basic Profile Version 1.0a.  Currently this is limited to one binding:  SOAP/HTTP.  Other bindings such as HTTP GET/ POST and MIME are not allowed in WS-I Basic Profile 1.0a.
As further SOAP bindings mature and are standardized by WS-I, the Node Information Service guidance will be updated.
5.3.2.1 JMS

Some SOAP vendors provide a way to send SOAP messages using the Java Message Service (JMS).  JMS is a Java API, and the transfer protocol underlying this API is specific to each vendor.  There is no standard defined for implementing SOAP over JMS, and interoperability among different vendor products is not assured.

GUIDANCE (15): Node Information Services must not implement JMS bindings.
5.3.2.2 SMTP/Email

No standard binding for sending SOAP messages via email (e.g., SMTP) is defined; moreover, interoperability among vendor products is not assured.
GUIDANCE (16): Node Information Services must not implement SMTP and email bindings.

5.3.2.3 Blocks Extensible Exchange Protocol (BEEP)

The Blocks Extensible Exchange Protocol (BEEP) is a connection-oriented protocol defined by the Internet Engineering Task Force (IETF).  A SOAP binding over BEEP is defined in Using the Simple Object Access Protocol (SOAP) in Blocks Extensible Exchange Protocol (BEEP). 
 To date, implementation experience with SOAP over BEEP has been limited.  As BEEP matures, a binding for BEEP may be incorporated in the Node Information Service design pattern.

GUIDANCE (17): Node Information Services must not implement BEEP interfaces.
5.3.3 XML Validation with SOAP
A message is processed through various stages and levels as it is transferred from sender to receiver.  A processing model refers to the sequence of processing steps and the rules that apply at each step.  SOAP defines a processing model that discusses how SOAP header blocks are processed (e.g., mustUnderstand, actor/role, etc.).  However, the designers of SOAP did not want to preclude implementation of SOAP on resource-limited devices or for high performance applications.  Therefore, SOAP does not require XML validation, even though an XML Schema is defined for the SOAP envelope.  This does not imply that validating XML parsers cannot be used in some implementations.

A message processing architecture must give attention to the places where XML validation is to occur, and exactly what in the message is validated.  In general, systems are more robust if incorrectly formatted data can be prevented from entering the system.  However, there is a price to pay in terms of processing overhead and delay whenever such checks are performed.

If XML validation is to be performed, then different XML schema documents may be needed.  For example, SOAP intermediaries may not process the body of a SOAP message.  If XML schema validation is done in the intermediary, then the XML schema document (XSD) it uses may be relaxed in what is allowed to appear within the SOAP body, but may be rather strict in validating certain SOAP header blocks, which it must understand and process.  However, at the ultimate SOAP receiver, the application is likely to process the SOAP body, so a different XSD may be appropriate to ensure that the syntax of the message body is appropriate.

In other cases, XML validation of the SOAP message may be overkill.  For example, if the receiving application simply stores the entire message in a database, the system design may choose to validate the XML only when it is subsequently extracted from the database rather than in the inbound message path.

Other aspects of the processing model to consider deal with restriction imposed on the XML structure used with SOAP, as detailed in the WS-I Basic Profile.  For example, SOAP messages must not contain Processing Instructions (PIs) or Internal Subsets (DTD).
GUIDANCE (18):  Node Information Services do not require XML validation of information contained in SOAP messages.   The decision to require XML validation or not is left to the discretion of Node Information Service provider.

GUIDANCE (19):  The use of Business Object Documents (BODs) and associated XML Schema is left to the discretion of the Node Information Service provider.  BODs are a useful means for structuring business objects in XML; however, they are not a required part of Node Information Services.

5.3.4 Alternative Technologies

5.3.4.1 XML-RPC

XML-RPC is a simple protocol for doing remote procedure calls using XML and HTTP.  XML-RPC is a precursor to SOAP, and is now superseded by SOAP.  
GUIDANCE (20): Node Information Services must not implement XML-RPC.
5.4 Service Registry
A service registry may be provided as an aid to locating and discovering Node Information Services.
5.4.1 Service Registry Usage Scenarios
A service registry provides the means to locate design time information about a service.  Design time communities of interest can share interface descriptions, discovering what services are available and how to access them.  The publishing and management of design time information about Node Information Services through registries is an approach to managing interfaces as electronic Interface Control Documents (ICDs). 
Runtime discovery has the potential to reduce administration tasks by avoiding manual configuration of network-centric applications.  Just as the Dynamic Host Control Protocol (DHCP) eases the burden of assigning IP addresses to computers, a service registry extends the concept of dynamic configuration to the realm of web services and Node Information Services.

GUIDANCE (21): It is expected that a service registry will be provided as part of the GIG-ES or the Common Integrated Infrastructure (CII).  In addition, C2 node managers may also provide a service registry for a C2 node.  Publishing Node Information Services to a service registry is left to the discretion of the Node Information Service provider.  
Enterprise Directive 008 assigns ESC/DI the responsibility to define the system and technical architecture views for the CII.  The CII technical architecture specifies a set of enterprise services, which are being defined by ESC/DI.  The CII Information/Services Broker is expected to include more detail on service registries, such as UDDI, that will be provided for the CII.

C2 Nodes that do not provide their own service registry may use the GIG-ES or CII service registry.  Initial deployment of the CII service registry will be suitable for design-time discovery of service meta-data.  The CII service registry is expected to evolve into a robust capability suitable for runtime discovery by mission critical applications.  Until this robust service registry is operational, C2 node applications that consume web services must not rely exclusively on the availability of a runtime service registry. 

5.4.2 Universal Description, Discovery and Integration (UDDI)

UDDI provides the means to look up and discover web services.  A UDDI registry can be used for both design time and run time discovery.  Currently published standards are Universal Description, Discovery and Integration V2.0, 19 July 2002 
 and UDDI V3.0 Published Specification, 19 July 2002 

Developers interact with UDDI using a web browser and development tools.  The UDDI server exposes an inquiry API and a publish API as SOAP interfaces described in WSDL.  These SOAP-based interfaces are standard and independent of a particular UDDI server or product choice.  
Design tools typically access the SOAP-based interface.  The browser-based interface is not standardized and will differ depending on the UDDI server products selected.  At runtime, applications use the XML/SOAP interface to either publish to UDDI, or search UDDI through the inquiry interface. 

It is expected that multiple UDDI registries will exist.  A web service may be published to more than one UDDI registry.  Note that UDDI’s SOAP-based access is itself a web service described by WSDL documents available through OASIS.
GUIDANCE (22):  Node Information Services adopts the following guidance on service registries consistent with the WS-I Basic Profile 1.0a: when publication or discovery of service information is required [at the discretion of a Node Information Services provider], UDDI is the registry implementation technology.  The WS-I Basic Profile 1.0a incorporates the following specifications:

· UDDI Version 2.04 API Specification, Dated 19 July 2002
· UDDI Version 2.03 Data Structure Reference, Dated 19 July 2002
· UDDI Version 2 XML Schema
5.5 Security
Node Information Services need a security framework to authenticate principals, ensure confidentiality and integrity of messages, and authorize access.  It is assumed that C2 node platforms (e.g., operating systems, databases, web servers, application servers, middleware, portals, etc.) and the Common Integrated Infrastructure will collectively implement the appropriate security services needed in a security framework.

Figure 7 shows the security services needed for secure operation of Node Information Services. 
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Figure 7 – Node Information Services and Security Services

The types of security services required are:

· Authentication – services that verify the identity of principals involved in an exchange of messages.  The result of authentication is a set of credentials, which describes the attributes (for identity, role, group and clearance) that may be associated with the authenticated principal.

· Authorization – services that grant permission for principals to access resources, providing the basis for access control, which enforces restrictions of access to prevent unauthorized use.  Access controls ensure that only authorized principals may modify resources and that resource contents are disclosed only to authorized principals.

· Confidentiality and Integrity – services that protect data and messages from disclosure or modification.  Encryption provides confidentiality; digital signature provides integrity by applying cryptography to ensure that data is authentic and has not been modifying during storage or transmission.

· Accountability – services that ensure principals are accountable for their actions.  Security auditing provides a record of security-relevant events and permits the monitoring of a principal’s actions in a system.  Non-repudiation provides irrefutable proof of data origin and receipt.

· Security Policy and Administration – defines the security policy maintenance life cycle embodied in user profiles, authentication, authorization, and accountability mechanisms as well as other data relevant to the security framework.
5.5.1 Secure Socket Layer and HTTPS
Secure Socket Layer (SSL) is a session layer protocol for sending encrypted information over a network.  The current standard is Secure Socket Layer 3.0. 
  SSL has become the standard means to encrypt data between a web browser and a web server.  The use of SSL with HTTP is called HTTPS. 
Applied to Node Information Services, HTTPS provides an encrypted channel with confidentiality, integrity and one-way or two-way authentication.
Server authentication may be provided by a server-side PKI digital certificate that authenticates the server to the client.  Client authentication may be provided using a choice of mechanisms, such as HTTP Basic Authentication (username/password) or a client side PKI digital certificate. 
GUIDANCE (23): Depending on the threat environment and security requirements, Node Information Services may use HTTP with Secure Socket Layer 3.0 to establish a secure, encrypted channel between a service requestor and service provider.  Furthermore, Node Information Services may employ PKI certificates for server authentication and PKI certificates for client authentication.  This guidance is consistent with that provided in the WS-I Basic Profile 1.0a. 
5.5.2 Transition from SSL (and HTTPS) to Message-Based Security
Secure Socket Layer is a point-to-point security mechanism that can secure messages between two nodes.  In some cases, point-to-point security will be sufficient for Node Information Services.  However, in other cases, messages exchanged with a Node Information Service may pass through two or more nodes, and will require end-to-end security.

Message-based security services are needed to implement end-to-end security.  Each message may need to be individually encrypted, signed, and carry authentication and authorization information that can be passed to multiple nodes and Node Information Services. The next section outlines the evolving standards that provide the basis for end-to-end, message-based security.
5.5.3 Message-based Security
W3C and OASIS are developing standards for message-based security that will provide an end-to-end security solution by securing individual XML messages. 
Standards are needed to provide confidentiality and integrity of XML messages, as well as to carry authentication and authorization information in messaging protocols.  The following sections describe the standards in progress to achieve XML message based security.
GUIDANCE (24):  The security mechanisms described in this section have not been adopted in the WS-I Basic Profile 1.0a and are not permitted as security mechanisms for Node Information Services until such time as the WS-I adopts the standards.
5.5.3.1 XML Encryption and XML Signature
W3C has approved standards for XML Encryption, XML Signature, and XML Key Management.  These are:

· XML Encryption Syntax and Processing - W3C Recommendation 10 December 2002 

· XML-Signature Syntax and Processing - W3C Recommendation 12 February 2002 

· XML Key Management Specification (XKMS) - W3C Note 30 March 2001 

These three standards provide an interoperable solution for encrypting and signing XML messages between C2 nodes.  

5.5.3.2 Authentication and Authorization

OASIS is developing WS-Security, a set of standards for web services security.  SOAP Message Security, Draft 11 - 03 March 2003 
 extends the SOAP protocol to include a security token in a SOAP Header.  A security token can carry any type of security context information, such as an authentication token (e.g., PKI certificate, Kerberos ticket).

The Security Assertion Markup Language (SAML) provides the means to represent authentication and authorization information in XML, and a platform independent way to exchange security information.  The current standard from OASIS is Security Assertion Markup Language - SAML 1.0 Specification Set - 5 Nov-2002. 
  This standard is important because different platforms such as J2EE, .NET and CORBA do not currently have interoperable security mechanisms.  SAML is already being implemented in products that provide web single-sign-on, and is expected to be implemented by application server vendors.  WS-Security supports the use of a SAML token in the SOAP header.
A closely related standard is eXtensible Access Control Markup Language - XACML 1.0 Specification Set - 18 Feb. 2003 
.  XACML is a general purpose access control language based on XML but not limited to work only with SAML.  It is expected that XACML will be used on conjunction with SAML to implement both authorization and access control descriptions in XML.

Used in conjunction with one another, WS-Security, SAML and XACML provide the standards basis for interoperable security between C2 Nodes.

5.5.4 Authorization

The C2ERA states, “Given the scope and spread of users and resources in the AF C2 Enterprise, rules for access to resources cannot be fine grained to the individual level, but rather broadly given to users with specific security attributes or roles.  The roles may represent competency (rank, position, or training), authority, responsibility, or specific assignments.  These types of authorizations are called Role Based Access Controls (RBAC).” 
GUIDANCE (25): Node Information Services must use the security services provided by C2 node infrastructure to implement authorizations based on RBAC.  
5.5.5 Security Policy and Administration
The C2ERA states that “a C2 Node is associated with a single security policy that defines the permissions for enterprise and C2 Node entities to access the C2 Node’s resources.  The boundaries of the Node Platform, including networks, need to be secure.  The mechanisms for securing the Node Platform will be part of the platform.  Local administrative functions are associated with each Node Platform.”   
GUIDANCE (26): Authorization to access a Node Information Service must be governed by the security policy at a C2 Node and enforced by the security infrastructure at a C2 Node.  The GIG-ES or CII Privilege Management Infrastructure (PMI) services may also supplement C2 node security infrastructure.
6. Web Services Interoperability Organization (WS-I)
The Web Services Interoperability Organization (WS-I) is an open industry consortium chartered to promote web services interoperability across platforms, applications, and programming languages. The organization brings together a diverse community of web services leaders to respond to customer needs by providing guidance, recommended practices, and supporting resources for developing interoperable web services.
The organization’s deliverables are targeted at providing resources for any web services developer to create interoperable web services, and verify that their results are compliant with both industry standards and WS-I recommended guidelines.
WS-I provides three main products:

· WS-I Profile 12– A set of non-proprietary web services specifications, along with clarifications and amendments to those specifications which promote interoperability. 
· Sample Applications – A set of web services that are implemented by multiple WS-I team members to identify where interoperability issues are present.  A complete Sample Application is specified in the WS-I Sample Application Supply Chain Management Architecture 
.
· Test Tools and Suites - conformance testing tools and test cases, including:
· Sniffer: Tools to monitor and log interactions with a web service. This tool generates a file that can later be processed by the analyzer. 

· Analyzer: Tools that processes sniffer logs and to verify that the web service implementation is free from errors.
GUIDANCE (27): Developers should use the WS-I Sample Application as a model for implementing and documenting Node Information Services.  Developers should use available WS-I tools to verify that a Node Information Service implementation is compliant with the WS-I Basic Profile.
6.1 WS-I Basic Profile Version 1.0a
The WS-I Basic Profile Version 1.0a is the first profile issued by the WS-I.  It includes the following specifications and defines extensibility points within them:

6.1.1 Messaging

Simple Object Access Protocol (SOAP) 1.1.

Extensible Markup Language (XML) 1.0 (Second Edition)

RFC2616: Hypertext Transfer Protocol—HTTP/1.1

RFC2965: HTTP State Management Mechanism

6.1.2 Service Description

Web Services Description Language (WSDL) 1.1

XML Schema Part 1: Structures

XML Schema Part 2: Datatypes

6.1.3 Service Publication and Discovery

UDDI Version 2.0.4 API Specification, Dated 19 July 2002
UDDI Version 2.0.3 Data Structure Reference, Dated 19 July 2002
UDDI Version 2 XML Schema
6.1.4 WS-I Profile Conformance
Conformance to the WS-I Profile is defined by adherence to the set of requirements in three areas:

· Messaging – protocol elements that are exchanged, usually over a network, to effect a web service (i.e., SOAP/HTTP messages).

· Service Description – descriptions of types, messages, interfaces and their concrete protocol and data format bindings, and the network access points associated with web services (i.e., WSDL descriptions).

· Discovery – statements about web services that are used to discover their capabilities (e.g., UDDI tModels).

GUIDANCE (28): Node Information Services must be developed in accordance with the conformance requirements in the WS-I Basic Profile 1.0a.
7. Applying Web Services to Acquisition Programs

Existing programs may wrap legacy applications with web services technology.  If done well, wrapping a legacy application with a web service interface exposes the value invested in the legacy application to a wider community of users.  A learning curve is expected for organizations when first entering into development with web service technology.  

Web services work best when they are coarse-grained.  Code re-factoring may be considered when wrapping legacy applications with web services.  An abstraction layer may be appropriate such that a single web service invocation may involve a sequence of method calls to the legacy code.
GUIDANCE (29): For new development, developers should align their development processes to support Node Information Services.  It is important to define and expose application interfaces using WSDL early, and reuse existing work as appropriate.  Publishing service interfaces in service registries where available will help form communities of interest with the potential for reuse.  The use of a service registry as to facilitate collaboration among design-time communities of interest is encouraged.
APPENDIX A – GUIDANCE Checklist for Node Information Services
SAMPLE CONTRACT LANGUAGE - “Node Information Services (NIS) – The system shall implement external interfaces to other Nodes in accordance with published GUIDANCE for inter-nodal information exchange.  When implementing XML-based web services on Nodes, the system shall conform to the technical GUIDANCE contained in Node Information Services – Guidance for Implementing Web Services on C2 Nodes.  This document is available on HERBB at http://herbb.hanscom.af.mil.”
GUIDANCE (1): In a Service Oriented Architecture business functions are provided as services that may be invoked by one or more clients.  Services expose business functions through well-defined interfaces that separate implementation from interface.  This promotes flexibility and reuse, and enables complex software systems to be composed from stable interfaces rather than through brittle implementation mechanisms.
GUIDANCE (2): A Node Information Service is a mission capability within a C2 node provided as a web service. Node Information Services enable XML-based, machine-to-machine communication within and across C2 nodes.
GUIDANCE (3): In terms of the Global Information Grid - Enterprise Services (GIG-ES), a Node Information Service corresponds to a Community of Interest (COI) service.  This distinguishes a Node Information Service from a Core Enterprise Service in GIG-ES.
GUIDANCE (4): A Node Information Service has the following properties:

1. Identification and Location:  A Node Information Service is identified and addressed by a Universal Resource Identifier (URI).  (A URL is a special case of a URI.)
2. Interface Description: A Node Information Service has a public interface described in XML that exposes mission capabilities and information as XML messages.
3. Messaging: A Node Information Service uses XML messages for communication.

GUIDANCE (5): The key technologies in a web service are:

· Web Services Description Language (WSDL) – the language used to describe the interface to a web service in XML.  WSDL maps the internal data and operations of an application or business function to an external representation as XML messages.

· Simple Object Access Protocol (SOAP) – an XML-based messaging protocol used to communicate with a web service.  SOAP provides a structured message format for communicating XML information.

GUIDANCE (6): Node Information Services must be identified by URIs (or URLs).  Optionally, Node Information Services may be listed in a service registry.
GUIDANCE (7): This version of Node Information Services guidance adopts the use of WSDL 1.1 as specified by WS-I Basic Profile Version 1.0a.  Node Information Services must be implemented according to the constraints specified in the WS-I Basic Profile Version 1.0a.

GUIDANCE (8): WSDL has the capability to import message descriptions from an XML Schema file.  All XML schema files imported into WSDL must be registered under the appropriate namespace in the DoD XML Registry.
GUIDANCE (9): As a minimum requirement, a WSDL file must be stored in a file accessible via URL and HTTP.
GUIDANCE (10): As the technologies described Section 5.2.1 mature, they may be incorporated into future versions of Node Information Services to complement the WSDL foundation for interface description; however they are not currently approved for use in Node Information Services.
GUIDANCE (11): The current standard is Simple Object Access Protocol (SOAP) 1.1.    Node Information Services must comply with SOAP 1.1 and additional constraints defined in the WS-I Basic Profile Version 1.0a.

The W3C XML Protocol Working Group has produced a standards-track revision, SOAP 1.2.  SOAP 1.2 is now a Recommendation.  SOAP 1.2 is similar to SOAP 1.1, but refines some of the underlying concepts.  A SOAP 1.1 message is distinguished from a SOAP 1.2 message by the XML namespace used in the envelope, and by the MIME media type.

GUIDANCE (12):  Node Information Services must not use SOAP 1.2 until the standard is mature and adopted by WS-I.  An update to this Node Information Service guidance will be provided to incorporate future standards updates.

GUIDANCE (13): SOAP headers provide an extension mechanism for SOAP.  Web service specifications, such as WS-Security and others, provide SOAP extensions that rely on SOAP header blocks.  Additional SOAP header blocks may need to be defined for net-centric enterprise operations.  The use of SOAP header blocks must be consistent with the WS-I Basic Profile 1.0a.
GUIDANCE (14):  Node Information Services include those bindings allowed by WS-I Basic Profile Version 1.0a.  Currently this is limited to one binding:  SOAP/HTTP.  Other bindings such as HTTP GET/ POST and MIME are not allowed in WS-I Basic Profile 1.0a.

GUIDANCE (15): Node Information Services must not implement JMS bindings.
GUIDANCE (16): Node Information Services must not implement SMTP and email bindings.
GUIDANCE (17): Node Information Services must not implement BEEP interfaces.

GUIDANCE (18):  Node Information Services do not require XML validation of information contained in SOAP messages.   The decision to require XML validation or not is left to the discretion of Node Information Service provider.

GUIDANCE (19):  The use of Business Object Documents (BODs) and associated XML Schema is left to the discretion of the Node Information Service provider.  BODs are a useful means for structuring business objects in XML; however, they are not a required part of Node Information Services.

GUIDANCE (20): Node Information Services must not implement XML-RPC.

GUIDANCE (21): It is expected that a service registry will be provided as part of the GIG-ES or the Common Integrated Infrastructure (CII).  In addition, C2 node managers may also provide a service registry for a C2 node.  Publishing Node Information Services to a service registry is left to the discretion of the Node Information Service provider. 

GUIDANCE (22):  Node Information Services adopts the following guidance on service registries consistent with the WS-I Basic Profile 1.0a: when publication or discovery of service information is required [at the discretion of a Node Information Services provider], UDDI is the registry implementation technology.  The WS-I Basic Profile 1.0a incorporates the following specifications:

· UDDI Version 2.04 API Specification, Dated 19 July 2002
· UDDI Version 2.03 Data Structure Reference, Dated 19 July 2002
· UDDI Version 2 XML Schema

GUIDANCE (23): Depending on the threat environment and security requirements, Node Information Services may use HTTP with Secure Socket Layer 3.0 to establish a secure, encrypted channel between a service requestor and service provider.  Node Information Services must employ mutual (two-way) authentication between client and server when using PKI certificates.

GUIDANCE (24):  The security mechanisms described in Section  5.5.3 have not been adopted in the WS-I Basic Profile 1.0a and are not permitted as security mechanisms for Node Information Services until such time as the WS-I adopts the standards.

GUIDANCE (25): Node Information Services must use the security services provided by C2 node infrastructure and implement authorizations based on Role Based Access Controls (RBAC). 

GUIDANCE (26): Authorization to access a Node Information Service must be governed by the security policy at a C2 Node and enforced by the security infrastructure at a C2 Node.  The GIG-ES or CII Privilege Management Infrastructure (PMI) services may also supplement C2 node security infrastructure.

GUIDANCE (27): Developers should use the WS-I Sample Application as a model for implementing and documenting Node Information Services.  Developers should use available WS-I tools to verify that a Node Information Service implementation is compliant with the WS-I Basic Profile.

GUIDANCE (28): Node Information Services must be developed in accordance with the conformance requirements in the WS-I Basic Profile 1.0a.

GUIDANCE (29): For new development, developers should align their development processes to support Node Information Services.  It is important to define and expose application interfaces using WSDL early, and reuse existing work as appropriate.  Publishing service interfaces in service registries where available will help form communities of interest with the potential for reuse.  The use of a service registry as to facilitate collaboration among design-time communities of interest is encouraged.

APPENDIX B – TECHNOLOGY STANDARDS FORECAST
Table 1 provides a forecast of technology standards applicable to Node Information Services.
	Legend

	Abbreviation
	Meaning

	O
	Operational.  Implementation of the standard is mature enough to use in operational systems.

	E
	Exercise.  Standard is mature enough to be considered for operational exercises, such as, ATD, ACTD, JEFX, etc.

	D
	Developmental.  Standard is under development and evolving.  Products using it are either not available or not widely implemented. 

	A
	Avoid.  Standard may be superceded by a different standards or newer version.


	Technology Standards Forecast

	Standard
	CY2003
	CY2004
	CY2005
	CY2006
	CY2007

	SOAP 1.1 16
	OED
	OED
	OE
	O
	

	SOAP 1.2 17  18
	D
	ED
	OE
	O
	O

	WSDL 1.1 9
	OED
	OED
	OE
	O
	

	WSDL 1.2 10  11
	D
	ED
	OE
	O
	O

	UDDI v2 20
	ED
	OED
	OE
	OE
	O

	UDDI v3 21
	D
	ED
	OED
	OE
	O

	SOAP w/ Attachments (2000-12) 

	A
	
	
	
	

	SOAP w/ Attachments (2003-04) 

	D
	
	
	
	

	WS-Attachments 

	D
	
	
	
	

	ebXML MSG v2 

	D
	
	
	
	

	ebXML RIM v2 

	D
	
	
	
	

	ebXML RS v2 

	D
	
	
	
	

	ebXML CPPA v2 14
	D
	
	
	
	

	SAML v1 27
	ED
	OED
	OE
	
	

	XACML v1 28
	D
	
	
	
	

	WS-Security - Core 26 
	ED
	
	
	
	

	WS-Security – Profiles (OASIS) 26
	D
	
	
	
	

	WS-Security (2002-04) 
  

	A
	
	
	
	

	BPEL4WS 

	D
	
	
	
	

	WSCI 

	D
	
	
	
	

	BPSS 

	D
	
	
	
	

	WSFL 

	A
	
	
	
	

	WS-Addressing 

	D
	
	
	
	

	WS-ReliableMessaging 

	D
	
	
	
	

	WS-SecureConversation 

	D
	
	
	
	

	WS-Trust 

	D
	
	
	
	

	WS-Transactions 

	D
	
	
	
	

	WS-Coordination 

	D
	
	
	
	

	WS-SecurityPolicy 

	D
	
	
	
	

	WS-PolicyAttachment 

	D
	
	
	
	

	WS-PolicyAssertions 

	D
	
	
	
	

	WS-Policy 

	D
	
	
	
	

	WSCL 

	A
	
	
	
	

	SOAP 1.2 Msg Normalization 

	D
	
	
	
	

	WS-Reliability 

	D
	
	
	
	

	WS-CallBack 

	D
	
	
	
	

	WS-Acknowledgement 

	D
	
	
	
	

	WS-MessageData 

	D
	
	
	
	

	SOAP in BEEP 

	D
	
	
	
	

	SOAP Conversation 

	A
	
	
	
	

	OWL 15
	D
	
	
	
	

	DAML-S 13
	D
	
	
	
	

	XTM 

	D
	
	
	
	

	Schema Centric C14N 

	D
	
	
	
	


Table 1 – Technology Standards Forecast
APPENDIX C – GLOSSARY

Application Server — An application server is a middle-tier application that combines three components: pieces for communicating with back-end systems; pieces for communicating with front-end clients; and a framework upon which business logic can be hung.  Architecturally, application servers reside on the middle tiers of an N-tier architecture.  Application servers often combine multiple middleware services into a single product.

C2 Enterprise — The set of all systems, processes, and users with primary responsibility for command and control of forces.  The C2 Enterprise includes the communications networks (or portions of their capability) used for C2.  It does not include sensors per se, but does include all data feeds from sensors to C2 systems.  It does not include vehicles, buildings, or warfighters, even where involved in executing combat missions.

C2 Node — A set of operational capabilities (derived from the Operational View of the C2 Enterprise-level Architecture) that provides warfighting capability at a specific location or set of locations, and is managed as a weapon system.

Common Integrated Infrastructure (CII) — The information management, information assurance, and information movement functions that support the C2 Enterprise.

Community Of Interest (COI) — A collection of people that are concerned with the exchange of information in some subject area.  The community is made up of the users/operators that actually participate in the information exchange; the system builders that develop computer systems for these users; and the functional proponents that define requirements and acquire systems on behalf of the users.  The subject area is the COI domain – whatever the people in the COI need to communicate about.  In order for the systems and organizations to communicate, to have data interoperability, the people in the COI must all know and understand the consensus definitions for the data they will exchange.  These consensus definitions are captured in the Common Data Representation (CDR) for the COI domain.

Component — A component is a reusable software building block: a pre-built piece of encapsulated application code that can be combined with other components and with handwritten code to rapidly produce a custom applications.  Although many components are implemented as objects, a component does not have to be an object.  A component only needs to package program functionality in a way such that the capabilities of the component are discoverable by the container during assembly and at run time.

Container — Component execution systems provide containers for the server components and automate the shared use of resources.  The container insulates the component from the runtime platform and manages all resources on behalf of the component and manages all interfaces between the component and the external systems.  For example, a web browser is a container for HTML pages.

DARPA Agent Markup Language - Services (DAML-S) —  A service description standard being developed by DARPA to enable users and software agents to be able to automatically discover, invoke, compose and monitor web services.
Domain — A distinct functional area that can be supported by a family of systems with similar requirements and capabilities.  An area of common operational and functional requirements.

ebXML — The OASIS standard for electronic business interchange based on XML.
Enterprise — An organization (or cross-organizational entity) supporting a defined business scope and mission.  An enterprise includes interdependent resources (i.e., people, organizations, and technology) that must coordinate their functions and share information in support of a common mission (or a set of related missions).

Enterprise Architecture — The overarching framework of an organization within which the various levels of IS development are considered, including Business Architecture, Information Architecture, Data Architecture, Systems Architecture and Computer Architecture.
Enterprise Service — A service with a common, enterprise-wide, implementation. Portions of the implementation may execute locally.

eXtensible Markup Language (XML) — A language that separates the definition, transmission, validation, and interpretation of data between applications from the display of the data by using designer specified tags for the data.  It is a meta-markup language that allows designers to create their own customized tags, enabling definition, transmission, validation, and interpretation of data between applications and between organizations.

Global Information Grid (GIG) — The globally interconnected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.  The GIG includes all owned and leased communications and computing systems and services, software (including applications), data, security services, and other associated services necessary to achieve Information Superiority.  It also includes National Security Systems (NSS) as defined in section 5142 of the Clinger-Cohen Act of 1996. The GIG supports all DoD, National Security, and related Intelligence Community (IC) missions and functions (strategic, operational, tactical, and business) in war and in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms, and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD users and systems.

Hypertext Markup Language (HTML) — The language used to tag various parts of a web document so browsing software will know how to display that document's links, text, graphics and attached media.

Hypertext Transfer Protocol (HTTP) — The protocol used to transfer web content between a web server and web client, such as a browser.
Information Assurance (IA) — Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.

Information Dissemination — Dissemination is the life cycle stage that provides access to information through transmission or publication through use of established information delivery channels.  It's the act of delivering information from a given point to intended destinations.

Information Management (IM) — The creation, use, sharing, and disposition of information as a resource critical to the effective and efficient operation of functional activities.  The structuring of functional processes to produce and control the use of data and information within functional activities, information systems, and computing and communications infrastructure.
Information Superiority — The capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same. Information Superiority is achieved in a non-combat situation or one in which there are no clearly defined adversaries when friendly forces have the information necessary to achieve operational objectives.
Information Technology (IT) — Any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.  The term “information technology” includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.

Integration — Identifies functional and data commonalties among systems and eliminates redundancy by aggregating these aspects into a reduced number of modernized data systems in a shared environment.  Bringing applications into the shared environment can include some or all of the following; moving systems onto a common infrastructure; sharing data to provide a single logical authoritative source, view and interpretation of data; sharing code for common functions that can reduce code maintenance costs across separate applications; and standardization of user interfaces to provide a common look and feel.

Infrastructure — Common or shared services, implemented in hardware and/or software, that allow multiple applications to simultaneously manipulate, store, and transfer information in a secure manner.  Examples: network management, routing/addressing, information brokerage, intrusion detection and sensor correlation, encryption, decision aids, operating systems, WANs, LANs, routers, terminals, AIT devices, printers, and servers.

Integration Platform — The collection of hardware and software components that provide the services used by support and mission-specific software applications.  The integration platform is defined as the set of resources that support the services on which application software will execute.  It provides services at its interfaces that, as much as possible, make the implementation-specific characteristics of the platform transparent to the application software.  Also called Node Platform.

Interoperability — 

· The ability of two or more systems, units, or components to provide services to and accept services from other systems, units, or components and to use the services so exchanged to enable them to operate effectively together.
· The condition achieved among communications-electronics systems or items of communications-electronic equipment when information or services can be exchanged directly and satisfactorily between them and/or their users.  The degree of interoperability should be defined when referring to specific cases.
· The ability to operate software and exchange information in a heterogeneous network (i.e., one large network made up of several different local area networks).

· Systems or programs capable of exchanging information and operating together effectively.

Java Messaging Service (JMS) — The Java application programming interface to messaging services. 
Loosely-coupled — An architecture for multicomputer systems based upon a message-passing communication architecture.  Such an architecture allows for a greater degree of independence among the systems, which simplifies interoperability and interfacing issues.

Mission Application — Any information system employed by users to produce, analyze, present, and act upon information to achieve specific mission duties.  An application that performs a specific Air Force function.
N-tier architecture — Three-tier architectures place an intermediate component between the client and the server.  This enables the support for thin clients and distributed processing. In a typical three-tier architecture, the first layer houses the data store, the second layer is where the programs/business logic are located and the third layer is the client.  Multiple tiers provide a flexibility and interoperability that has resulted in systems with more than these three layers of service.  Known as n-tier architectures, they are generalizations of the three-tier architecture, with each layer providing a different level of service to the layers above and beneath it.  The N-tier perspective considers the network to be a pool of distributed services, rather than simply the means for a client to access a single server.

Node Information Service (NIS) — Mission capability deployed as a service at a C2 node, based on a Service Oriented Architecture and web service implementation standards.
Node Manager — A Node Manager is the organization responsible for integrated planning, acquisition and delivery of integrated, tested, certified C2 Node systems, sub-systems, components, and services pertaining to that C2 Node.

Node Platform — The collection of hardware and software components that provide the services used by support and mission-specific software applications.  The integration platform is defined as the set of resources that support the services on which application software will execute.  It provides services at its interfaces that, as much as possible, make the implementation-specific characteristics of the platform transparent to the application software.  Also called Integration Platform.

Web Ontology Language (OWL) — A language from the W3C to express semantics of information on the web.
Reference Architecture — The highest-level (i.e., fundamental, unifying) concept of a system in its environment.  For the C2 Enterprise Reference Architecture:

· System: the C2 Enterprise

· Environment: Proponents, Builders, and Operators
Service Oriented Architecture (SOA) — A software architecture that exposes business functions as services that can be reused by multiple clients.  Services have a well-defined interface.

Simple Mail Transfer Protocol (SMTP) — The internet protocol for sending email messages.

Simple Object Access Protocol (SOAP) — The XML-based messaging protocol specified by the W3C for communicating with a web service.

Tightly-coupled — A computing model where application design depends upon a tight interconnection of all subsidiary elements.  The complexity of these connections requires that developers thoroughly understand and have control over both ends of the connection; moreover, once established, it is exceedingly difficult to extract one element and replace it with another.

Universal Description, Discovery and Integration (UDDI) — The OASIS standard for publishing meta-data about web services to aid in their lookup and discovery.

Universal Resource Identifier (URI) — The standard for naming and addressing resources on the web.

Universal Resource Locator (URL) — The standard for addressing resources on the web.  URLs are a specific case of URIs.
Web Service — A programmatic interface for application-to-application communication over the World Wide Web.  A web service is a software application or component that can be accessed over the Internet using a vendor/platform/language-neutral data interchange format to invoke the service and supply the response, using a rigorously defined message exchange pattern, and producing a result that is sufficiently well-defined to be processed by a software application.

Web Service Description Language (WSDL) — The XML-based language specified by the W3C  for describing the interface to a web service.
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